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EasyOperation Edition

About This Chapter

The web system of the EasyOperation edition allows for common operations
related to the monitor, configuration, maintenance, and network functions.

(11 NOTE

Only ART100&ART20&AR150&AR160&AR200 support the web system of the EasyOperation
edition.

1.1 Obtaining Technical Support

1.2 Switching from the Web Platform to the CLI
1.3 Precautions for Using the Web Platform
1.4 Logging In to the Web System

1.5 Help

1.6 Monitor

1.7 Configuration

1.8 Advanced

1.9 Maintenance

1.10 Diagnosis

1.11 Configuration Examples

1.12 FAQ About Web System Login
This section describes common problems you may encounter during the
configuration and provides the solutions to these problems.
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1.1 Obtaining Technical Support

If you fail to locate or rectify the faults encountered during maintenance or
troubleshooting by following instructions in this document, use the following
methods to obtain technical support:

Contact the technical support personnel in Huawei's local office.

L] NOTE
For contact information about local offices, access https://support.huawei.com/
enterprise.

To view technical documents on Huawei enterprise service technical support
website, access https://support.huawei.com/enterprise.

1.2 Switching from the Web Platform to the CLI

Prerequisites

The PUTTY software must be loaded, and you can only switch from the web
platform to the CLI through the Internet Explorer.

When you use the Internet Explorer to switch from the web platform to the
CLI for the first time, a dialog box will be displayed. In the displayed dialog
box, click Download the Telnet client to download the putty.exe file. After
downloading the file, click Configure the path in the displayed dialog box
and select the downloaded putty.exe file. Then click OK in the displayed
dialog box. Click CLI in the lower right corner to switch to the CLI.

If the Internet Explorer is used, the security level must be set to Low.

Open the Internet Explorer, choose Tools > Internet Options > Security.
Choose Internet and click Custom level. Click Enable for Initialize and script
ActiveX controls not marked as safe, Script ActiveX controls marked safe
for scripting*, Run ActiveX controls and plug-ins, and Active scripting.
Choose Local intranet and Trusted sites, and set the security levels of both
zones to Low. The Microsoft Internet Explorer 10.0 is used in the preceding
example.

(11 NOTE

If the CLI cannot be accessed after the security level of the Internet Explorer is set to
LowD:\svn\PDT\02 English\web\ar\webeasy, refresh or restart the Internet Explorer
and perform the switching again.

When switching from the web platform to the CLI, note the following:

You must log in to the web platform as a user with administrator rights.

The device initiates a Telnet connection with a client and it cannot
determine whether the connection is successful.

¢. You cannot switch to the CLI if you log in to the web platform using the
URL or based on IP address and port mapping.
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Procedure
Step 1 Log in to the web platform and click CLI in the lower right corner to display the

Step 2

CLI, as shown in Figure 1-1.

Figure 1-1 Switching to the CLI

(11 NOTE

On the 32-bit Windows OS, if the Chrome or Firefox browser is used to switch from the web
platform to the CLI, the browser attempts to invoke the default Telnet client in the
Windows OS and displays the External Protocol Request and If the telnet window can
not start, use Internet Explorer dialog boxes after you click CLI in the lower right corner.
Click Launch Application in the External Protocol Request dialog box, and the CLI will be
displayed.

If the CLI is not displayed after the 5s countdown of the If the telnet window can not
start, use Internet Explorer dialog box ends, log in to the web platform as prompted using
the Internet Explorer, and perform the switching again.

Enter the configured Telnet user name and password to log in to the router, as
shown in Figure 1-2 (64-bit Windows OS is used as an example). You can manage
and maintain the router on the CLI.

For details on how to configure the Telnet user name and password, see 1.9.4.1
Administrator Account Settings.

Figure 1-2 CLI page

EF 10.136.5.249 - PuTTY [ (s

--—-End
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1.3 Precautions for Using the Web Platform

The web platform supports multiple browsers. You can log in to the web
platform using Firefox 46 to 66, Google Chrome 46 to 60, Internet Explorer
10.0 or later, or Windows Edge. If an exception occurs when you use Internet
Explorer 10.0 to log in to the web platform, use a later version.

If Internet Explorer is used and you want to access the CLI by clicking CLI in
the lower right corner or to transfer files, set the security level of the browser
to Low as follows (Internet Explorer 10.0 is used as an example):

Open Internet Explorer, and choose Tools > Internet Options > Security.

Click Internet and then Custom level, and select Enable for Initialize
and script ActiveX controls not marked as safe, Script ActiveX
controls marked safe for scripting*, Run ActiveX controls and plug-
ins, and Active scripting.

c. Click the Local intranet and Trusted sites zones and set their security
levels to Low.

If you log in to the web platform using Firefox, choose Tools > Options >
Content and select Enable JavaScript, and choose Tools > Options > Privacy
and select Access cookies from sites and Access third-party cookies.
Otherwise, web pages cannot be displayed. (Firefox 46 is used as an
example.)

If you log in to the web platform using Google Chrome, choose Settings >
Show advanced settings > Privacy > Content settings, set JavaScript to
Allow all sites to run JavaScript (recommended), and set Cookie to Allow
local data to be set (recommended). Otherwise, web pages cannot be
displayed. (Google Chrome 46 is used as an example.)

If you log in to the web platform using Windows Edge, choose Settings >
View advanced settings > Cookie > Don't block cookie. Otherwise, web
pages cannot be displayed. (Windows Edge 25 is used as an example.)

If the device software version changes, for example, the software version is
upgraded or rolled back, clear the browser cache before using the web
platform. Otherwise, web pages may be incorrectly displayed.

- Internet Explorer: Choose Tools > Internet Options > General, click
Delete, select Temporary Internet files and Cookie, and click Delete to
clear the browser cache. (Internet Explorer 10.0 is used as an example.)

- Firefox: Choose Tools > Options > Privacy, click Clear your recent
history, select Cookie and Cache, and click Clear Now to clear the
browser cache. (Firefox 46 is used as an example.)

- Google Chrome: Choose Settings > Show advanced settings > Privacy >
Clear browsing data, select Delete cookies and other site and plug-in
data, and click Clear browsing data to clear the browser cache. (Google
Chrome 46 is used as an example.)

- Windows Edge: Choose Settings > Choose what to clear, select
Browsing history and Cookies and saved website data, and click Clear
to clear the browser cache. (Windows Edge 25 is used as an example.)
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e The web platform does not support back, forward, and refresh buttons on the
browser. If you click these buttons, the web platform may return to the login
page.

e After the web platform runs for a long period of time, the browser will occupy
increasing memory with a certain probability. As a result, you cannot log in to
the web page or the web page is displayed abnormally. In this case, restart
the browser, open the web platform, and log in to the system again.

L] NOTE
Windows Edge translates numbers into telephone numbers and automatically turns the

numbers into clickable links. If you click or select the number, the message "You'll need a
new app to open this tel" will be displayed. Ignore the message.

1.4 Logging In to the Web System
1.4.1 Logging In to the Device

Context

You can use the factory configuration for logging in to the web platform to
manage and maintain the AR.

You can also log in to the web platform by using commands to configure the IP
address of the AR, parameters of the web platform, and web users. For details, see
Web System Login Configuration.

You can manage and configure the AR through the web platform on your PC, as
shown in Figure 1-3.

Figure 1-3 Web platform networking

Router

192.168.1.0 192.168.1.0 192.168.2.0

Pre-configuration Tasks

Before logging in to the web platform, complete the following tasks:
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e Configure IP addresses for interfaces on the AR.

(10 NOTE

The AR uses the factory default configuration. The IP address is 192.168.1.1, subnet
mask is 255.255.255.0, and access interface is the management interface (marked with
Management). HTTP and HTTPS services are enabled. For more details, see FAQs >
Basic Configuration > Which Interface Is Configured with the Default
Management IP Address? in the AR Router Troubleshooting Guide.

e Connect the PC and AR through a network cable.
(11 NOTE

If you cannot log in to the web using the PC that automatically acquires an IP address,
configure a static IP address that is in the same network segment as the IP address of the
device for the PC and then log in to the web.

e  Ensure that the AR is running properly.
e Install the web browser software on your PC.

Procedure

Step 1 Start the web browser (for example, Windows IE10.0) on a PC, enter website
address https://192.168.1.1 in the address box, and press Enter. The following
web login page is displayed, as shown in Figure 1-4.

Figure 1-4 Web login page

web platform Username: | admin
Password: | sssssssssses

Language: =)

Copyright © Huawei, Ltd.1998-2019 All rights reserved.

Step 2 Enter login information.

1. Select a language.

The web platform supports English and Chinese and automatically uses the
language based on the web browser.

2. Enter the user name and password.
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- The default username and password are available in AR Router Default
Usernames and Passwords (Enterprise Network or Carrier). If you have
not obtained the access permission of the document, see Help on the
website to find out how to obtain it.

3. Click Login.

The system displays a message indicating a login failure in either of the
following scenarios, as shown in Figure 1-5.

Figure 1-5 Login failure message

Information

Login failed,this type of error may be
because of follow reasons:

1.Username or password is wrong!
2.User has no right to login!

3.The number of login users have
reached maximum!

4.The number of incorrect passwords

reaches limit. Your account is locked!

OK

Locate the cause as prompted. If the number of consecutive login failures
reaches a configured threshold, the current user is locked. By default, the
system automatically unlocks the account after 5 minutes.

(10 NOTE

When login succeeds, the web page displays last login time, IP address, and login method.

Step 3 Change the login password.

The system asks you to change your password in either of the following scenarios,
as shown in Figure 1-6.

e After the password expires, you need to change the password.

e At your first login to the system after your password is changed by another
user, you need to change your password.

e If your password is about to expire, the system notifies you the password
expiration time and asks you to change the password.
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Figure 1-6 Changing the password

Old Password: ]

New Password:

Cancel

(11 NOTE

e If the items are marked with red asterisks, you must change the password. After you
change the password, click OK. If the password is changed successfully, a message
indicating successful password change is displayed. Click OK. The login page is
displayed. Click Cancel to access the login page without changing the password, and
you cannot enter the web platform.

e If the items are not marked with red asterisks, the system asks you to change the
password. After you change the password, click OK. If the password is changed
successfully, a message indicating successful password change is displayed. Click OK.
The login page is displayed. Click Cancel to access the Device Information page.

Step 4 Click on the upper right of the page to return to the login page.

Step 5 After you successfully log in to the system, if no operation is performed in a
specified period (default timeout is 10 minutes), you are disconnected. Click OK to
return to the login page.

--—-End

(Optional) Performing Basic Configurations After the First Login

After logging in to the AR through the web platform for the first time, configure
basic settings. For example, configure a web user and an IP address of the AR to
implement remote login management.

1.4.2 Common Misconfigurations

This section describes common faults caused by incorrect configurations and
provides the troubleshooting procedure.

1.4.2.1 Device Login Through the Web Platform Fails
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Symptom

Procedure
Step 1

Step 2

Step 3

Step 4

Step 5

The device cannot be logged in through the web platform.

Check whether the AR and client can ping each other.

1.  Run the ping command on the Windows Command Prompt of the PC to
check whether the PC can ping the AR.

When the system displays the message "Request time out", the target device
is unreachable.

2. Run the display this command in the interface view to check whether the IP
address is configured correctly.

3. If the IP address is incorrect, run the ip address /p-address { mask | mask-
length } command in the interface view to reconfigure the IP address.

4. Open the web platform again and ensure that the input IP address in
https://IP address:port is the same as that configured on the AR.

Check whether the browser configuration is correct.

1. Configure the browser according to 2.4 Precautions for Using the Web
Platform and log in to the web platform again.

2. Log in to the web platform through another browser and check whether the
IE browser limits the login to the web platform.

Check whether the HTTPS server configuration is correct.

1. Check whether the HTTPS server is enabled.

Run the display http server command in any view. If the value of HTTPS
server status is Disabled, run the http secure-server enable command in
the system view to enable the HTTPS server.

2. Check the port number of the HTTPS server.

Run the display http server command in any view to check the value of
HTTPS server port.

Ensure that the input port number in the address bar is the same as the value
of HTTPS server port.

Run the http secure-server port command in the system view to configure
the port number of the HTTPS server.

Check whether the number of login web users has reached the maximum value.

Run the display http server command in any view to check values of Current
online users and Maximum users allowed.

If the values of Current online users and Maximum users allowed are the same,
log in again after other users go offline.

Check whether the interface that allows access to the web platform is configured.

Run the display current-configuration filter http server command in any view
to check whether there is the configuration of http server permit interface.

If the interface that allows access to the web platform Is configured and the
interface that accesses the web platform is not allowed, run the undo http server
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permit interface command in the system view to cancel the configuration of the
interface that allows access to the web platform or run the http server permit
interface command in the system view to reconfigure the interface that allows
access to the web platform.

Step 6 Check whether the web user is configured correctly.

1.

Run the display this command in the AAA view to check whether the web
user is correctly configured.

- If there is the configuration of local-user user-name password
irreversible-cipher password, an AAA user with the user name specified
by user-name is configured.

- If there is the configuration of local-user user-name privilege level /leve,
the level of an AAA user with the user name specified by user-name is
specified by level

- If there is the configuration of local-user user-name service-type http,
an AAA user with the user name specified by user-name uses HTTP
access.

If any of the preceding configurations is lost, run the following commands in
the AAA view as required.

- Run the local-user user-name password irreversible-cipher password
command to set the web user name and password.

- Run the local-user user-name privilege level /eve/ command to set the
web user level.

- Run the local-user user-name service-type http command to configure
the service type of the web user to HTTP.

For example, configure a user with the user name of admin, password of
Helloworld@6789, level 15, and HTTP access mode.

<Huawei> system-view

[Huawei] aaa

[Huawei-aaa] local-user admin password irreversible-cipher Helloworld@6789
[Huawei-aaa] local-user admin privilege level 15

[Huawei-aaa] local-user admin service-type http

[Huawei-aaa] quit

Step 7 Check whether access control is configured for the web client.

1.

Run the display current-configuration filter http acl command in any view
to check whether there is the configuration of http acl ac/-number.

If there is the configuration of http acl ac/-number, record the ACL number.

Run the display acl ac/-number command in any view to check whether the
IP address of the web client is denied in the ACL.

If the IP address of the web client is denied in the ACL, run the undo rule
rule-id command to delete the ACL rule and use a command to modify the
ACL to allow the IP address of the web client.

Step 8 Check whether the browser is problematic.

--—-End

1.4.2.2 The Web System Page Is Not Completely Displayed After Successful
Device Login Through the Web System
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Symptom

Procedure

Step 1

Step 2

1.5 Help

After successful device login through the web system, the web system page is not
completely displayed, or only several options are displayed.

Check whether the web user level is too low.

If the user level is 1, the user is a common administrator and can only access
Device Information and change the password in User Management. If the user
level is 2, the user is an enterprise administrator and has most operating rights in
the web system. If the user level is 3 to 15, the user is a super administrator and
has all operating rights in the web system.

Run the display this command in the AAA view to check the web user level. If the
value of levelis too small in the local-user user-name privilege level level
configuration, some functions cannot be displayed in the web system. Run the
local-user user-name privilege level /eve/ command in the AAA view to set the
web user level to 3 or higher so that the web user has all operating rights in the
web system.

Check whether the device version is correct.

Run the display version command in any view to check the device version. If the
value of Version is too small in the VRP (R) software, Version Version
configuration, the device does not support some functions in the web system.
Upgrade the device to a proper version.

----End

The auxiliary buttons of the web platform, such as the help button, are in the
upper right corner. Table 1-1 describes the button functions.

Table 1-1 Description of functions of buttons on the web platform

Button Function

Click this button to display the help
page, on which you can check help
information, including configuration
procedure and parameter description.

Help button ?

Version switching button ¥ Click this button to switch to the web
page of the classics edition.

Click this button to change the user

. L
Password changing button !
password.

Logout button Click this button to log out from the

web platform.
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Button

Function

Auto-save button

Click this button to enable the
function of automatically saving
configurations.

1.6 Monitor

1.6.1 Device Status

Context

The device status figure displays the device panel status. The figure can simulate

front and rear panels of the device and provide information including the indicator

status, interface status, and running time.

Procedure

Step 1 Select Monitoring to access the Monitoring page, as shown in Figure 1-7.
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Figure 1-7 Monitoring page

AR Web Platform =) : = B2 awmn 2?2 &% T B
Monitoring Configuration Advanced Maintenance Diagnosis
Auto refresh : User traffic information and application statistics
Device Status D Network Connection 2
Stable running period : 1 week(s) 1 day(s) 2 hour(s) 28 minute(s) ool
L) @le & o ‘ C )
Yo
Terminal : 0 Router Internet
W UDUU . / A
ED =) "%\"\ 7
Interface Traffi Information 2
Interface:  GigabitEthernet0/0/4 Statistic period :  Last 1 hour
Traffic Statistics Trend Chart Real-Time Packet Rate Statistics
Traffic (Kbps) Download O Upload
Unicast Packet Rate (PPS) | Multicast Packet Rate (PPS) Broadcast Packet Rate (PPS)
Upload | Downlo.. | Upload | Downlo.. | Upload | Downlo..
25 22 ] 0 ] o
User Traffic Information D@
| TOP S TOP 10 All Cle: 1P Address. o
1P Address User Group. Traffic (KB) TOPS Applications Operation
—> 19221533 1 FTP Limit
—> 192215245 ] Limit rate
- 192.2.15.154 o Limitrate Guarantee
- 192.2.15151 ] Limitrate Guarantee
- 192.2.1550 o Limit rate Guarantee
Application Statistics 5 ®
Clear

TOP 5 Application Statistics

100.0% HTTPS 977% HTTPS
<01% FIP 14% DHCP
<01% HTTP 05% DHCP

Downlink <0.1% ssL Uplink 03% FIP
<0.1% Telnet 01% Telnet
<01% Others <0.1% Others

All Application Statistics

The rate of application statistics is the average rate within the last 2 minutes.

HTTPS + DHCP + DHCP: +
FTP 4 Telnet : 4 ssL 4
HTTP : + General TCP: | MMSL : +
NetBios : +

Step 2 Set Auto refresh to ON or OFF to enable or disable automatic refresh of device
monitoring information. When automatic refresh is enabled, you can set the
automatic refresh interval to 30s, 60s, or 180s. The default value is 30s.

Step 3 Check Device Status to view the device status interface, as shown in Figure 1-8.
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Figure 1-8 Device status interface
Device Status 3]

Stable running period : 0 weekis) 1 day(s) 0 hour(s) 19 minute(s)

HUAW'EI_

ARND-5 Series s & & & @ o o o & 8

PR Svs UsE PRR WPN Il LN

=

AR111-S

management
CONZOLE [WANGED GED  GE1 OEZ OE3 -
REZET =120
{11 NOTE

There are differences about indicator display on device models.

The indicator status represents the interface status:

e When the indicator is steady on, the interface has been correctly connected.
e When the indicator is off, the interface is not connected.

After you move the cursor to the interface, the system displays interface

information, including the interface name and status. Table 1-2 describes
interface information.

Table 1-2 Interface information

Parameter Description

Interface name Interface name, including the interface
type and interface number.

Status Interface status, which can be UP or
DOWN.

IP address/Mask IP address and mask address of the
interface.

Duplex mode Duplex mode of the interface:

e half: half-duplex mode

e full: full-duplex

NOTE
If the interface does not support the
duplex mode, this parameter is
unavailable.

Rate (Mbit/s) Rate of the interface.

--—-End
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1.6.2 Network Connection

Context
Check network connection of a router under Network Connection.

Procedure

Step 1 Click Monitor on the toolbar to access the Monitor page. Under Network

Connection, you can check the network connection of a router, as shown in
Figure 1-9.

Figure 1-9 Network Connection page

Network Connection

Controller

Connected devices : 9 Internet

(1 NOTE

AR161W, AR161EW, AR161EW-M1, AR161FGW-L, AR161FGW-Lc, AR168F, AR168F-4P,
AR169FGW-L, AR169W, ART169EW, AR169CVW, ART169EGW-L, AR169CVW-4B4S,
AR169FGVW-L, AR169W-P-M9, AR169RW-P-M9 support to connect to the controller.

Step 2 To check information about the device connected to the router, click the number

next to Connected devices or click = to access the Device Connection Details
page, as shown in Figure 1-10.
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Figure 1-10 Device Connection Details page

Device Connection Details

MAC Address « IP Address «
0004-aclf-3404 172.31.84.4
0006-aclf-5406 172.31.84.6
0008-aclf-5408 172.31.84.8
000a-aclf-540a 172.31.84.10
000b-ac1f-540k 172.31.84.11
000f-aclf-540f 172.31.84.15
0010-aclf-5410 172.31.84.16
0014-aclf-5414 172.31.84.20
0016-aclf-5416 172.31.84.22
0017-acl1f-5417 172.31.84.23
10 Total 18 record(s)

Connectio.. « | User Group « | Operation

LAN

LAMN

LAMN

LAN

LAN

LAN

LAMN

LAMN

LAN

LAN

Lirm

t rate

Limit rate

Lirmnit r

Limit ra

Lim

rate

Limit rate

Lirmnit r

Limit ra

Limit ra

Limnit r

Table 1-3 describes the parameters on the page.

]

Table 1-3 Description of parameters on the Device Connection Details page

Parameter

Description

MAC Address

MAC address of the connected device

IP Address

IP address of the connected device

Connection Mode

Access mode of the connected device

User Group

User group to which the connected
device belongs

Operation

Click Limit rate to limit user
bandwidth of the connected device.

For details, see 1.7.4.2.1 User
Bandwidth Limit.

Step 3 To check Internet connection of a router, click Router or == to access the Internet
Connection Details page, as shown in Figure 1-11.
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Figure 1-11 Internet Connection Details page

Internet Connection Details

Public Address « Connection Mode « Interface = Operation
192,168.2.1 Fixed address GigabitEthernet0/0/5
10 Total 1 record(s) | |

Table 1-4 describes the parameters on the page.

Table 1-4 Description of parameters on the Internet Connection Details page

Parameter Description

Public Address Public address used by a router to
connect to the Internet.

Connection Mode Internet connection mode of a router.
The values can be as follows:

e Broadband dialup
e Fixed address

e Dynamic address
o 3G/4AG(LTE)

For details, see 1.7.2 WAN
Configuration.

Interface Interface used by a router to connect
to the Internet.

Operation When the Connection Mode is set to
3G/4G(LTE), click Disconnect to

disconnect a router from the Internet.

Step 4 To refresh network connection, click “J or set Auto refresh to ON, as shown in
Figure 1-12.

Figure 1-12 Automatic refresh

Auto refresh | 30s | 60s 180s 9
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By default, the automatic refresh function is disabled. After enabling the
automatic refresh function, you can set the automatic refresh interval. The default
value is 30s.

--—-End

1.6.3 Interface Traffic Information

Context

Procedure
Step 1
Step 2

Step 3

Step 4

Check interface traffic information under Interface Traffic Information.

Click Monitor to access the Monitor page.

Set Auto refresh to ON or OFF to enable or disable automatic refresh of device
monitoring information. When automatic refresh is enabled, you can set the
automatic refresh interval to 30s, 60s, or 180s. The default value is 30s.

Under Interface Traffic Information, you can check interface traffic information,
including the traffic trend statistics and real-time packet rate statistics, as shown
in Figure 1-13.

Figure 1-13 Interface Traffic Information page

Interface Traffic Inf tion

Interface

Traffic Statistics Trend Chart Real-Time Packet Rate Statistics

Traffic (Kbps) Download QO Upload

Unicast Packet Rate (PPS) | Multicast Packet Rate (PPS) |Broadcast Packet Rate (PPS)
Up. Do.. Up. Do.. Up. Do..

o o o o

Select values from the Interface and Statistic period drop-down list boxes to
check the traffic trend statistics collected on a specified interface within a specified
time period. The value of Statistic period can be Last 10 minutes, Last 1 hour, or
Last 12 hours.

--—-End

1.6.4 User Traffic Information

Context

You can check traffic information of current online users by viewing the user
traffic information diagram. For traffic of the same session, the device displays
traffic statistics about one user address. When traffic statistics collection is
enabled on an interface, only traffic statistics of user addresses on the same
network segment as the interface are collected.
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Procedure
Step 1
Step 2

Step 3

Step 4

Step 5

Step 6
Step 7

Click Monitor to access the Monitor page.

Set Auto refresh to ON or OFF to enable or disable automatic refresh of device
monitoring information. When automatic refresh is enabled, you can set the
automatic refresh interval to 30s, 60s, or 180s. The default value is 30s.

Set User traffic information and application statistics to ON to enable user
traffic and application statistics collection.

Under User traffic information, check online user information, including the IP
address, user group, and traffic of each user, as shown in Figure 1-14.

Figure 1-14 User Traffic Information page
User Traffic Information

[ Tops TOP 10 Al Clear 1P Address 0
1P Address == @ Traffic (kB) T0Ps Applications e

- 1013580106 8945143 HTTPS
> 1013447132 60473 HTTPS
> 0000 56013 DHCP

- 10134.57.229 40927 HTTPS

c c o c c© o

> 1013449185 26863 HTTPS

Click TOP 5 to check information about the top 5 users (sorted by traffic usage
amount).

(Optional) Click TOP 10 or All to check information about the top 10 users
(sorted by traffic usage amount) or all online users.

Click Clear. In the displayed dialog box, click OK to delete user traffic information.

Select a search item from the drop-down list box, such as IP address or User
Group, as a search criterion. The search result will be displayed in the list area. For
details about the parameters, see Table 1-5.

Table 1-5 Description of parameters on the User Traffic Information page

Parameter Description
IP address IP address of a user.
User group Name of the user group to which an IP

address belongs.

Traffic Traffic information of a user.

Top 5 application Top 5 applications run by a user
(sorted by traffic usage amount).

Operation Operation performed by an
administrator on a user, including rate

limiting and bandwidth guarantee.
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Step 8 Click “ to access the Traffic Statistics Trend Chart page of a specific user, as
shown in Figure 1-15.

Figure 1-15 Traffic Statistics Trend Chart page

\, 1013449.185 26863 HTTPS Limit rate Guarantee

Traffic Statistics Trend Chart  Statistic period:  Last 1 hour

Traffic (Kops) Download O Upload

(1 NOTE

If the memory usage exceeds 79%, the traffic statistics trend chart will not be displayed on the
web page.

Step 9 Click Limit rate on the right and choose Configuration > Network Behavior
Management > User Bandwidth Limit to access the User Bandwidth Limit
page. For details on how to limit user bandwidth, see 1.7.4.2.1 User Bandwidth
Limit.

Step 10 Click Guarantee on the right and choose Configuration > Network Behavior
Management > User Bandwidth Guarantee to access the User Bandwidth
Guarantee page. For details on how to guarantee user bandwidth, see 1.7.4.2.2
User Bandwidth Guarantee.

--—-End

1.6.5 Application Statistics

Context

Check statics about the applications running by a router under Application
Statistics.

Procedure

Step 1 Click Monitor to access the Monitor page.

Step 2 Set Auto refresh to ON or OFF to enable or disable automatic refresh of device
monitoring information. When automatic refresh is enabled, you can set the
automatic refresh interval to 30s, 60s, or 180s. The default value is 30s.

Step 3 Set User traffic information and application statistics to ON to enable user
traffic and application statistics collection.

Step 4 Under Application Statistics, check application statistics on a router, as shown in
Figure 1-16.
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Figure 1-16 Application Statistics page

Clear

TOP 5 Application Statistics

84.1% HTTPS
99.3% HTTPS

14.5% DHCP
o T Uplink L% Telnet

<01% HTTP

Downlink

<01% HTTP

All Application Statistics
The rate of application statistics is the average rate within the last 2 minutes.

HTTPS: | DHCP: Telnet:
HTTP:

Step 5 Click Clear to delete application statistics of a router.

--—-End

1.7 Configuration

1.7.1 Configuration Wizard

1.7.1.1 Internet Access Wizard

Context

The Internet access wizard allows the AR to connect to the Internet. Select a
connection mode based on information you obtain from a network service
provider.

] NOTE
The 3G/4G configuration wizard page is displayed only when the 3G/LTE data card is working.

By default, the Internet Access Wizard page is automatically displayed after you
log in to the web platform. You can directly go to step 3. To configure the web
platform not to automatically display this wizard upon the next login, select the
Do not display this wizard upon next login. check box in the Internet Access
Wizard menu, as shown in Figure 1-17. If you need to perform Internet Access
Wizard configurations later, go to step 1.
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Figure 1-17 Internet Access Wizard

Internet Access Wizard

Do not display this wizard upon next login.

Procedure

Broadband Dialup

Select this connection mode if
you obtain a user name and
password from the network
service provider.

Dynamic Address

Select this connection mode if
you obtain a dynamic IP address
from the network service
provider.

Fixed Address

Select this connection mode if
you obtain a fixed IP address or
IP address segment from the
network service provider.

3G/4G

Select this connection mode if
your device has a 3G/4G Internet
access card installed.

Step 1 Click Configuration on the toolbar to access the Configuration page. In the
navigation tree on the left, click Configuration Wizard to access the
Configuration Wizard page.

Step 2 Click Internet Access Wizard to access the Internet Access Wizard page, as
shown in Figure 1-17.
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Figure 1-18 Internet Access Wizard page

Internet Access Wizard X

Broadband Dialup Fixed Address

Select this connection mode if Select this connection mode if
you obtain a user name and you obtain a fixed IP address or
password from the network IP address segment from the
service provider. network service provider.

Dynamic Address 3G/4G

Select this connection mode if Select this connection mode if
you obtain a dynamic IP address your device has a 3G/4G Internet
from the network service access card installed.

provider.

Do not display this wizard upon next login.

Step 3 Select a connection mode based on information you obtain from a network
service provider.

PPPoE dial-up

If you obtain a user name and password from a network service provider,
connect to the Internet through PPPoE dial-up.

a. Click Broadband Dialup to access the Configure Internet access
parameters for the broadband dialup mode page, as shown in Figure
1-19.
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Figure 1-19 Configure Internet access parameters for the broadband
dialup mode page

Internet Access Wizard

0 Back

Configure Internet access parameters for the broadband dialup mode.

Enter broadband account information obtained from the network service provider
or network administrator.

GE4 GE5 GE1 GE2 FEOD
= |nterface: GigabitEthernet0/0,/4
= User name : admin
= Password :
Enable NAT:
Static NAT: Configuration

Cloud management

Finish Cancel

b. Enter the broadband account provided by the network service provider or
network administrator, as shown in Table 1-6.

Table 1-6 Description of parameters on the Configure Internet access
parameters for the broadband dialup mode page

Parameter Description

Interface Interface used by a router to
connect to the Internet.

User name User name for PPPoE dial-up.

Password Password for PPPoE dial-up.

Enable NAT Enable or disable NAT.

Static NAT If enable NAT, configure the

parameter of static NAT. Click
Static NAT Configurationas
shown in Figure 1-20. For details,
see the Table 1-7.
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Parameter

Description

Cloud management

If you need to connect the device
to the cloud management
platform, select Cloud
management.

Gateway address

The gateway address of interface.

NOTE
Only V200R010C10 and later versions
support this support.

Subnet mask

The subnet mask of interface.

NOTE
Only V200R010C10 and later versions
support this support.

{11 NOTE

If there is no available LAN interface for the current device, you can select a WAN

interface for LAN configuration.

Figure 1-20 the page of Static NAT Configuration

Static NAT Configuration

*+ Translation type :

* Protocol type :
External port :

# Internal IP :

Internal port :

Protocol translation Address translation

TCP uDp ICMP
User-defin 60
Tr ., 1 . 1 ., 1
User-defin 567
QK Cancel
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C.
d.

a.

Table 1-7 the parameter of Static NAT

Parameter

Description

Translation type

Whether to translate addresses according
to the protocol type:

" Protocol translation: translates
addresses only when IP packets are
transmitted on the specified protocol.

®  Address translation: translates IP
addresses when IP packets are
transmitted on any protocol.

Protocol type

Protocol type for which NAT is used.
Currently, the following protocols are
supported: Transmission Control Protocol
(TCP), User Datagram Protocol (UDP),
and Internet Control Message Protocol
(ICMP).

NOTE

When this parameter is set to ICMP, you need
to set only External IP and Internal IP.

External port

Public port number used by private
network users to access public network
servers. You can select a value from the
drop-down list box or enter a port
number.

Internal IP

IP address of a private network user.

Internal port

Source port number used by private
network users to access public networks.
You can select a value from the drop-
down list box or enter a port number.

Click Finish.

Click OK to save the configuration.
Fixed IP address

If you obtain a fixed IP address or IP segment from a network service provider,
connect to the Internet using the fixed IP address.

Click Fixed Address to access the Configure Internet access parameters
for the fixed address mode page, as shown in Figure 1-21.
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Figure 1-21 Configure Internet access parameters for the fixed address
mode page

Internet Access Wizard

0 Back

Configure Internet access parameters for the fixed address mode.

Enter information obtained from the network service provider or network

administrataor.

GE4 GES FEO
= Interface: Ethernetd/0/0
= IP address: 1.1 .1 .1
= Subnet mask: 255 , 255 255 ., 0O
= Gateway: 1 ., 1 ., 1 254
* Primary DNS server: 1, 2 ., 2 . 2

Secondary DNS server:

Finish Cancel

b. Enter information provided by the network service provider or network
administrator, as shown in Table 1-8.

Table 1-8 Description of parameters on the Configure Internet access
parameters for the fixed address mode page

Parameter Description

Interface Interface used by a router to
connect to the Internet.

IP address IP address of an interface.

The interface IP address cannot

conflict with the IP addresses of
other interfaces on the device or
other devices in the network.

Subnet mask Subnet mask of an interface.

Issue 11 (2024-08-30) Copyright © Huawei Technologies Co., Ltd. 27



Huawei AR Series Access Routers
Web-based Configuration Guide

1 EasyOperation Edition

Parameter

Description

Gateway

Default gateway address of an
interface.

The default gateway address must
be in the same network segment
as the interface IP address.

Primary DNS server

Primary DNS server address
assigned to a DHCP client.
NOTE

In V200R010C10 and later versions,
this parameter is optional.

Secondary DNS server

Secondary DNS server address
assigned to a DHCP client.

Enable NAT Enable or disable NAT.
Static NAT If enable NAT, configure the
parameter of static NAT. Click
Static NAT Configurationas
shown in Figure 1-20. For details,
see the Table 1-7.
c. Click Finish.

d. Click OK to save the configuration.

Dynamic address allocation

If you obtain an IP address automatically from a network service provider,
connect to the Internet using a dynamic IP address.

a. Click Dynamic Address to access the Configure Internet access
parameters for the dynamic address mode page, as shown in Figure

1-22.
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Figure 1-22 Configure Internet access parameters for the dynamic
address mode page

Internet Access Wizard

© Back

Configure Internet access parameters for the dynamic address mode.

The Internet access interface will attempt to obtain an IP address from the
network service provider.

GE4 GES FEQ
= Interface: Ethernetl/0/0

Finish Cancel

b. Select an interface for accessing the Internet. The interface automatically

obtains an IP address from the network service provider.
c. Select ON of Enable NAT to enable the static NAT.

Click Configure of Static NAT, Static NAT Configurationas shown in

Figure 1-20. For details, see the Table 1-7.
e. Click Finish.
f.  Click OK to save the configuration.
o 3G/4G

If a 3G/4G card is installed on the device, connect to the Internet through

3G/4G.

a. Click 3G/4G to access the Configure Internet access parameters for the

3G/4G mode page, as shown in Figure 1-23.
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Figure 1-23 Configure Internet access parameters for the 3G/4G mode

page

Internet Access Wizard

0 Back

Configure Internet access parameters for the 3G/4G mode.

Enter the user name, password, and APN provided by the carrier.

CellularD

= Interface:

User name:

Password:

APM:

Cellulard/0/0
3guser (7]

SGMNET

Finish Cancel

b. Enter the user name, password, and APN provided by the network service
provider, as shown in Table 1-9.

Table 1-9 Description of parameters on the Configure Internet access
parameters for the 3G/4G mode page

Parameter

Description

User name

User name for accessing an
external PDN network, which is
provided by the carrier.

Password

User password for accessing an
external PDN network, which is
provided by the carrier.

APN

APN for the router.

NOTE
APNs are provided by the carrier.

Enable NAT

Enable or disable NAT.

Static NAT

If enable NAT, configure the
parameter of static NAT. Click
Static NAT Configurationas
shown in Figure 1-20. For details,
see the Table 1-7.
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{11 NOTE

You can use the Internet access wizard to configure Internet access services only on
Cellular0/0/0.

¢. Click Finish to finish the configuration and connect to a 3G/4G network.

Step 4 Parameters on the LAN(Local Area Network) page are configured automatically
to obtain the default gateway IP address and subnet mask of the host.

If an error occurs, click OK in the displayed dialog box and go to the 1.7.3.1
LAN(Local Area Network) page to modify the configuration.

--—-End

1.7.1.2 Wireless Configuration Wizard

Context
When a device works in WLAN AC mode, you can configure the WLN-AC function
for the device through a wizard to allow APs to go online on the device and
provide wireless access to STAs.
(O NOTE
In V200R010C10 and later versions, APs can access the AC through Layer 3 interfaces.
Procedure

Step 1 Click Configuration on the toolbar to access the Configuration page. In the
navigation tree on the left, click Configuration Wizard to access the Configuration
Wizard page, as shown in Figure 1-24.

Figure 1-24 Configuration Wizard page

AR Web Platform - B 2 awmn ? & T

Monitoring Configuration Advanced Maintenance Diagnosis

WAN Configuration

LAN Configuration

Network Behavior
Management

Attack Defense

'WLAN Management
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Step 2 Click Wireless Configuration Wizard to access the Select Interface and Assign
addresses page, as shown in Figure 1-25.

Figure 1-25 Select Interface and Assign Addresses

Wireless Configuration Wizard

1. Select Interface and Assign 2. Configure AC 3. Check AP Login 4. Configure WLAN Service
Addresses
AC source address : VLANIF LoopBack
Manage VLAN : Vianifl
= Select Ethernet interface : - Select - (7]
Connection mode : Connect to AP Connect to switch
User AP Router
|/./:\.\| \
D i] / \
Next Cancel
e VLANIF

a. On the Select Interface and Assign addresses page, select VLANIF to
access the VLANIF, as shown in Figure 1-26.

Figure 1-26 VLANIF
Wireless Configuration Wizard

1. Select Interface and Assign

Z 2. Configure AC 2. Check AP Login 4. Configure WLAN Service
Addresses
AC source address : VLANIF LoopBack
Manage VLAN : Vlanifl
= Select Ethernet interface :  GigabitEthernet0/0/2 (2]
Connection made : Connect to AP Connect to switch
User AP Router
I ; \
g@ (=) )

Next Cancel

Connect to AP On the Select Interface and Assign Addresses page, click
Connect to AP. On the displayed page, set interface and address
parameters.Table 1-10 describes the parameters. Connect to switch On
the Select Interface and Assign Addresses page, click Connect to switch to
access the Connect to switch page, as shown in Figure 1-27. Connect to
switch page On the Connect to switch page, set interface and address
parameters. Table 1-10 describes the parameters.

e LoopBack

a. On the Select Interface and Assign Addresses page, select LoopBack, to
access the LoopBack page, as shown in Figure 1-28
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Figure 1-28 LoopBack

Wireless Configuration Wizard

AC source address :

= Select Ethernet interface - Select - Q

= IP/Mask : . . . / . . . 12}

b. On the LoopBack page, set parameters for interface selection and
address assignment. Table 1-10 describes the parameters.

2. Configure AC 3. Check AP Login 4. Configure WLAN Service

Table 1-10 Description of parameters on the Select Interface and Assign Addresses

page

Parameter Description

the source interface.

as the source interface.

AC source address Set the source interface for the AC.
e VLANIF: Sets a VLANIF interface as

e LoopBack: Sets a loopback interface

Manage VLAN Select a management VLAN for
wireless configuration.

Select Ethernet interface Select an Ethernet interface for
wireless configuration.

Connect to switch.

Connection mode (Mandatory) Set connection mode.
The value can be Connect to AP or

mask for an AP.

IP/Mask (Mandatory) Set an IP address and

VLAN(Untagged mode) Set a VLAN ID for an interface in

an integer

untagged mode. The VLAN ID is an
integer ranging from 1 to 4094. The
value can be a range (such as 3-5) or

VLAN(Tagged mode) Set a VLAN ID for an interface in
tagged mode. The VLAN ID is an

untagged mode.

integer ranging from 1 to 4094. The
value can be a range (such as 3-5) or
an integer (such as 1, 7). The interface
can only be set to either tagged or
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Parameter Description
PVID (Mandatory) Set a PVID for an

interface. The value is an integer
ranging from 1 to 4094. The interface
can only be set to either tagged or
untagged mode.

Step 3 After configuring interface and address parameters on the Select Interface and
Assign Addresses page, click Next to access the Configure AC page, as shown in
Figure 1-29.

Figure 1-29 Configure AC page

Wireless Configuration Wizard

2. Configure AC 3. Check AP Login 4, Configure WLAN Service

The configured country code will take effect on all selected APs,
+ Country code : China

AP authentication mode :  MAC Add AP Offline

Previous Next Cancel

Step 4 On the Configure AC page, set Country code and AP authentication mode. (APs
can be added offline.) Click Next to access the AP Login page, as shown in Figure
1-30.

Figure 1-30 Check AP login page

Wireless Configuration Wizard
ign ure AC 3. Check AP Login 4. Configure WLAN Service
AP login takes about 2 minutes. Please wait. Click Refresh to check AP login and click Next to perform subsequent operations.
Refresh AP ID o}

APID » AP Name « MAC Address « Status Type = SN =
1 0000-0001-0001 0000-0001-0001 idle AP2010DN AALL
0000-0000-0002 0000-0000-0002 idle AP2010DN AAAA

5 Total 2 record(s) [ ‘

Previous MNext Cancel

e Add an AP in offline mode.

1.  On the Configure AC page, click Add AP Offline to access the Add AP
Offline page, as shown in Figure 1-31.
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1.

Figure 1-31 Add AP Offline page

Wireless Configuration Wizard

Configure AC = Add AP Offline

Mode : Manually add Batch impart
= AP MAC: 0000 - 0001 - 0001 APID: 1
+ AP MAC : 0000 - 0002 - 0003 APID: 2

3. Check AP Login 4. Configure WLAN Service
APtype: AP2010DN APSN: aall
APtype: AP2030DN APSN: aa22 x

Add APs manually.

On the Add AP Offline page, click Manually add to configure AP parameters.

Table 1-11 describes the parameters.
On the Add AP Offline page, click

click >,

to add multiple APs. To delete an AP,

After the configuration, click Finish. The configured AP information is

displayed on the Check AP login page.

Table 1-11 Description of parameters on the Add AP Login page

Parameter

Description

AP ID

ID of an AP

AP type

Type of an AP

AP MAC

MAC address of an AP

NOTE
When the AP authentication mode is
MAC address authentication, this
parameter is mandatory.

AP SN

SN of an AP

NOTE
When the AP authentication mode is SN
authentication, AP SN and AP ID are
mandatory.

Add APs in a batch.

On the Add AP Offline page, click Batch import to access the Batch import

page, as shown in Figure 1-32.
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Figure 1-32 Batch import page

Wireless Configuration Wizard
L Select :‘;{‘d/‘:::;d Assign 2. Configure AC 3. Check AP Login 4. Configure WLAN Service
Configure AC = Add AP Offline
Mode : Manually add Batch import
+ImportAPfile:  1lcsv o Impert | (M
Finish Cancel

Load the AP template file. Click Import to import the AP template file.
After the import is complete, click Finish. The configured AP information is
displayed on the Check AP login page.
Step 5 On the Check AP login page, query AP online status. Click Next to access the
Configure WLAN Service page, as shown in Figure 1-33.
e Search for an AP.

1. On the Check AP Login page, set the search criteria and click .

Figure 1-33 Configure WLAN Service page
Wireless Configuration Wizard

1. Select Interface and Assign

2. Configure AC 3. Check AP Login 4. Configure WLAN Service
Addresses

You can click Modify to modify WLAN parameters and select APs where parameters take effect.

Create Delete Refresh SSID
SSID =« IP/Mask = Security Policy « Operation
HUAWEL-WLAN 192.168.4.1/255.255.255.0 OPEN Modify Check AP
5 Total 1 record(s) |7‘
Previous Finish Cancel
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Step 6 On the Configure WLAN Service page, you can create, delete, modify, and search

for APs.

e Create an SSID.

1. On the Configure WLAN Service page, click Create to access the Create
SSID page, as shown in Figure 1-34.

2. On the Create SSID page, set parameters. Table 1-12 describes the

parameters.

Figure 1-34 Create SSID page

Wireless Configuration Wizard

1. Select Interface and Assign

! 2. Configure AC 3. Check AP Login 4. Configure WLAN Service
Addresses
Configure WLAN Service > Create SSID
» $SID: aaa
* Service VLAN @ 889 2]
* IP/Mask : 192 168 . 4 . 1 f 255 255 .255 ., O (7]
Security policy : WPA-WPA2 OPEN
+ Password : + Confirm password :
Select Effective AP
Optional AP £ Selected AP ol
APID « AP Name ~ MAC Address ~ APID « AP Name = MAC Address =
1 apName 1234-5678-9ABC No data.
1 1231-4564-1231 1231-4564-1231

Finish Cancel

3. Click Finish. The configured SSID is displayed on the Configure WLAN
Service page.

Table 1-12 Description of parameters on the Create SSID page

Parameter Description

SSID (Mandatory) Set a name for an

SSID.
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Parameter

Description

Service VLAN

(Mandatory) Set a service VLAN ID
for an added SSID. The value is an
integer ranging from 1 to 4094. The
interface can only be set to either
tagged or untagged mode.
NOTE
The value of Service VLAN on the
Create SSID page can be configured
only when Connection mode on the
Select Interface and Assign Addresses
page is set to Connect to switch.

IP/Mask

(Mandatory) Set an IP address and
mask for an SSID.

Security policy

(Mandatory) Set a security policy for
an SSID.

Password

(Mandatory) Set a password for an
SSID. When a STA connects to an
SSID, the correct password must be
entered; otherwise, the SSID cannot
be accessed.

Confirm password

(Mandatory) Enter the password
again. The value must be the same
as that of Password.

Select Effective AP

(Optional) Select APs from
configured APs to make them take
effect for an SSID.

e Modify an SSID.

1. On the Configure WLAN Service page, select an SSID and click Modify to
access the Refresh SSID page, as shown in Figure 1-35.

2. On the Modify SSID page, modify SSID parameters. Table 1-12 describes the

parameters.
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Figure 1-35 Modify SSID page
Wireless Configuration Wizard

L Select Interface and Assign 2. Configure AC 3. Check AP Login 4. Configure WLAN Service

Address,

Configure WLAN Service > Modify SSID

= SSID: aaa

= Service VLAN : 889 (2]

< IP/Mask: 192,168 . 4 . 1 / 255 . 255,255 . 0O 17}
Security policy : WPA-WPA2 OPEN

= Passwor d « Confirm p S PR

Select Effective AP

Optional AP 0 Selected AP o]
APID « AP Name « MAC Address « APID « AP Name « MAC Address «
1 apName 1234-5678-9ABC No data.
11 1231-4564-1231 1231-4564-1231
Finish C; |

Click Finish. In the displayed Warning dialog box, click OK.

Delete an SSID.

On the Configure WLAN Service page, select an SSID and click Delete.

In the displayed Warning dialog box, click OK.

Search for an SSID.

On the Configure WLAN Service page, set the search criteria and click .

SSIDs matching the search criteria are displayed. You can view, modify, and
delete the SSIDs.

Display information about an AP.
On the Configure WLAN Service page, select an SSID and click Check AP to
access the Check AP page, as shown in Figure 1-36.

On the Check AP page, set the search criteria and click £ to search for
information about valid APs.

Issue 11 (2024-08-30)

Copyright © Huawei Technologies Co., Ltd. 39



Huawei AR Series Access Routers
Web-based Configuration Guide

1 EasyOperation

Edition

Figure 1-36 Check AP page

Check AP

Effective AP List

APID » AP Mame =

AP ID e,

MAC Address =

Mo data.

Close

--—-End

1.7.1.3 L2TP Access Wizard

Context

The L2TP access wizard enables remote dial-up users to access enterprise intranets
over the Internet.

Procedure

Step 1 Log in to the web platform and choose Configuration > Configuration Wizard.
The Configuration Wizard page is displayed, as shown in Figure 1-37.
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Figure 1-37 Configuration wizard
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AR Web Platform _ a b . -
Monitoring Configuration Advanced Maintenance Diagnosis
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Wireless Configuration ] L2TP Access
Wizard L™ Wizard

Internet Access —
k2]
=2

Configuration Wizard
access the headquarters network.

E‘O Wizard
Cg ¥

WAN Configuration

=]
oo

LAN Configuration

Network Behavior
Management

@

Attack Defense

—
&

WLAN Management

Step 2 Click L2TP Access Wizard. The L2TP Access Wizard page is displayed, as shown
in Figure 1-38.
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Figure 1-38 L2TP access wizard

L2TP Access Wizard

Auto dialing :

Server : IP address Domain
= Server IP address : 192 . 168 .
* User name : huawe
* Password :
Advanced (¥)

Enable NAT :

Tunnel name : AR109W

Enabled Tunnel authentication :

Keepalive interval (seconds) :

Show AVP data :

MTU(Byte) :

TCP-MSS(Byte) : (7]

Finish Cancel

Step 3 On the L2TP Access Wizard page, set parameters as required. Table 1-13
describes parameters of the L2TP access wizard.

Table 1-13 Parameters of the L2TP access wizard

Parameter Description

Auto dialing Enable or disable auto dialing.
By default, auto dialing is disabled on the
device.

Server Select IP address or Domain.

Server IP address Enter the IP address of the L2TP server. This

option is mandatory.

Server domain name Enter the domain name of the L2TP server.
This option is mandatory.
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Parameter

Description

User name

Enter the user name that initiates the dial-up
on the L2TP client. This option is mandatory.
To set up an L2TP tunnel between the L2TP
server and client, the same user name and
password must exist on the L2TP server, and
the user cannot be set as the current online
user.

Password

Enter the password of the user name that
initiates the dial-up on the L2TP client. This
option is mandatory.

Enable NAT

Enable or disable NAT. If NAT is enabled, the
source IP address of data flows forwarded
through the L2TP tunnel is translated into
the client IP address allocated by the L2TP
server.

By default, NAT is disabled.

Tunnel name

Enter the tunnel name of the L2TP client.

By default, the device name is used as the
tunnel name. To view or modify the device
name, see the device information in 2.9
Device Information.

Enabled Tunnel authentication

Enable or disable tunnel authentication. If
tunnel authentication is enabled on the L2TP
server, it must be enabled on the L2TP client
too.

By default, tunnel authentication is disabled.

Tunnel password

Enter the tunnel password. When enable
tunnel authentication, this option is
mandatory.

Keepalive interval (seconds)

Set the interval for transmitting Hello packets
over the tunnel.

To ensure that the L2TP client and server can
normally communicate over the tunnel
established between them, the client
periodically sends Hello packets to check the
connectivity of the server. If the client
receives no response for five consecutive
Hello packets, the client will automatically
tear down the tunnel connection.

By default, the Keepalive interval is 60s.
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Parameter Description
Show AVP data Enable or disable encryption of AVP data in

L2TP packets. After encryption is enabled,
L2TP negotiation packets are encrypted
during the L2TP session setup process. This
improves security but slows down tunnel
setup. The L2TP client and server can
normally negotiate only after both of them
have this function enabled.

By default, AVP data is not encrypted.

MTU (Byte) Set the interface maximum transmission unit
(MTU).

By default, the interface MTU is 1500 bytes.

TCP-MSS(Byte) Set the maximum segment size (MSS) of TCP
packets on an interface.

By default, the TCP-MSS is 1200 bytes on the
interface.

Step 4 Click Finish. In the Info dialog box that is displayed, click OK.
----End

1.7.1.4 IPSec Configuration Wizard

Procedure

Step 1 Log in to the web platform and choose Configuration > Configuration Wizard.
The Configuration Wizard page is displayed, as shown in Figure 1-39.

Figure 1-39 Configuration wizard

AR Web Platform = ) a ) ’ ) A 2 admin 2 £ @ T
Monitoring Configuration Advanced Maintenance Diagnosis

WAN Configuration

LAN Configuration

Network Behavior
Management

Attack Defense

WLAN Management
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Step 2 Click IPSec Configuration Wizard. The Select Usage Scenario page is displayed,
as shown in Figure 1-40.

Figure 1-40 Selecting a usage scenario

IPSec Configuration Wizard

Select Usage Scenario 2.Configure Encryption and Authentication 3.Define Protected Data Flow

Site-to-Site Central Site Branch Site

Site to Site In this scenario, you can configure a gateway at either end during configuration of the gateway-to-gateway connection.

e

Configure Network

* Select Interface : GigabitEthernet0/0/0

* Remote address (IP address/domain name) : 10.10.10.1 Ping

Result :

Next Cancel

1. Select a usage scenario.

Site-to-Site

If either the local device or the remote device can initiate negotiation,
select Site-to-Site. The configurations of the local and remote devices
must be consistent.

Central Site

If the remote device has a variable or unknown IP address, select Central
Site. The local device is used as the responder.

Branch Site

When the local device actively sets up an Internet Protocol Security
(IPSec) tunnel with the central site, select Branch Site. The local device is
used as the initiator.

2. Configure the network.

Enable IPSec on an Ethernet interface and use it as the outbound
interface for IPSec-protected data.

Configure the remote device address (in IP address or domain name
format). You can also click Ping to perform the network connectivity test.

(11 NOTE

If the usage scenario is set to Central Site, you do not need to configure the remote
device address.
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Step 3 After you select a usage scenario and configure the network on the Select Usage
Scenario page, click Next. The Configure Encryption and Authentication page is
displayed, as shown in Figure 1-41.

Figure 1-41 Configuring encryption and authentication

IPSec Configuration Wizard

1Select Usage Scenario 2.Configure Encryption and Authentication 3.Define Protected Data Flow

Configure tunnel encryption and authentication parameters, including IKE and IPSec.
*Pre-sharedkey: ~ seeeseeen
IKE Parameter setting

Negotiation mode : Main mode

Authentication algorithm : SHA2-256
Encryption algorithm : AES-256
DH group number : Groupld
IPSec Parameter setting

Security protocol : ESP

ESP authentication algorithm : SHA2-256
ESP encryption algorithm : AES-256

Encapsulation mode : Tunnel mode Transport mode

Previous Mext Cancel

Negotiation can be successful only when the following parameter settings are the
same on the local and remote devices.

1. Configure the pre-shared key. The value is a string of 1 to 128 characters. If
the character string contains question marks (?) or spaces, you need to put
the string in double quotation marks (""). You need to configure the same
pre-shared key on the local and remote devices.

2. Table 1-14 describes Internet Key Exchange (IKE) parameters.

IKE provides the mechanism of negotiating keys and establishing security
associations (SAs) to simplify the usage and management of IPSec. After an
IKE SA is established between the local and remote devices to complete
identity authentication and key information exchange, a pair of IPSec SA is
negotiated based on parameters, such as the Authentication Header (AH) or
encapsulation security payload (ESP) security protocol. Then, the local and
remote devices can transmit encrypted data over the IPSec tunnel.

Issue 11 (2024-08-30) Copyright © Huawei Technologies Co., Ltd. 46



Huawei AR Series Access Routers
Web-based Configuration Guide

1 EasyOperation Edition

Table 1-14 Configuring IKE parameters

Parameter

Description

Negotiation mode

Negotiation mode in IKEv1 phase 1.
- Main mode: Identity information

is encrypted, having high security.

However, the negotiation speed i
slow.

- Aggressive mode: The negotiation

speed is faster than the main

mode, but identity authentication

is not supported.

S

Authentication algorithm

Authentication algorithm used by
the IKE protocol.

- SHAT: The SHAT1 algorithm uses a

160-bit key.

- MD5: The MD5 algorithm uses a
128-bit key.

- SHA2-256: The SHA2-256
algorithm uses a 256-bit key.

- SHA2-384: The SHA2-384
algorithm uses a 384-bit key.

- SHA2-512: The SHA2-512
algorithm uses a 512-bit key.

- SM3: The SM3 algorithm uses a
256-bit key.

Note that MD5 and SHA1

authentication algorithms cannot

ensure security. You are advised to

use another authentication

algorithm.
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3.

Parameter

Description

Encryption algorithm

Encryption algorithm used by the
IKE protocol.

- 3DES: The 3DES algorithm uses a
168-bit key.

- AES-128: The AES-128 algorithm
uses a 128-bit key.

- AES-192: The AES-192 algorithm
uses a 192-bit key.

- AES-256: The AES-256 algorithm
uses a 256-bit key.

- DES: The DES algorithm uses a
56-bit key.

- SM1: SM1 is an encryption
algorithm released by the State

Encryption Administration of
China. It uses a 128-bit key.

- SM4: SM4 is an encryption
algorithm released by the State
Encryption Administration of
China. It uses a 128-bit key.

Note that 3DES and DES encryption
algorithms cannot ensure security.
You are advised to use another
encryption algorithm.

DH group number

Diffie-Hellman group used in the IKE
key negotiation phase.

- Group1: 768-bit DH group.

- Group2: 1024-bit DH group.
- Group5: 1536-bit DH group.
- Group14: 2048-bit DH group

- Group19: 256-bit Encryption
Control Protocol (ECP) DH group.

- Group20: 384-bit ECP DH group.
- Group21: 521-bit ECP DH group.

Configure IPSec parameters. Table 1-15 describes IPSec parameters.
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Table 1-15 Configuring IPSec parameters

Parameter

Description

Security protocol

Security protocol used by IPSec to
provide security services.

- AH: Only the authentication
function is available.

- AH-ESP: Both AH and ESP are
used to provide security services.

- ESP: Both authentication and

encryption functions are
available.

AH authentication algorithm

Algorithm used by the AH protocol
to complete data origin
authentication and data integrity
check.

- MD5: The MD5 algorithm uses a
128-bit key.

- SHAT1: The SHAT1 algorithm uses a
160-bit key.

- SHA2-256: The SHA2-256
algorithm uses a 256-bit key.

- SM3: The SM3 algorithm uses a
256-bit key.
NOTE
When the SM3 algorithm is used, the

ESP encryption algorithm must be SM1,
SM4, or Non-encryption.

Note that MD5 and SHA1
authentication algorithms cannot
ensure security. You are advised to
use another authentication
algorithm.
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Parameter

Description

ESP authentication algorithm

Algorithm used by the ESP protocol
to complete data origin
authentication and data integrity
check.

- Non-authentication.

- MD5: The MD5 algorithm uses a
128-bit key.

- SHAT1: The SHAT1 algorithm uses a
160-bit key.

- SHA2-256: The SHA2-256
algorithm uses a 256-bit key.

- SM3: The SM3 algorithm uses a
256-bit key.
NOTE
When the SM3 algorithm is used, the

ESP encryption algorithm must be SM1,
SM4, or Non-encryption.

The authentication and encryption
algorithms of the ESP protocol
cannot be set to Non-
authentication and Non-
encryption simultaneously.

Note that MD5 and SHA1
authentication algorithms cannot
ensure security. You are advised to
use another authentication
algorithm.
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Parameter

Description

ESP encryption algorithm

Encryption algorithm used by the
ESP protocol to encrypt valid
payloads.

- Non-encryption.

- DES: The DES algorithm uses a
56-bit key.

- 3DES: The 3DES algorithm uses a
168-bit key.

- AES-128: The AES-128 algorithm
uses a 128-bit key.

- AES-192: The AES-192 algorithm
uses a 192-bit key.

- AES-256: The AES-256 algorithm
uses a 256-bit key.

- SM1: SM1 is an encryption
algorithm released by the State
Encryption Administration of
China. It uses a 128-bit key.

- SM4: SM4 is an encryption
algorithm released by the State
Encryption Administration of
China. It uses a 128-bit key.

NOTE

When the SM1 or SM4 algorithm is
used, the ESP authentication algorithm

must be SHA1, SM3, or Non-
authentication.

Note that 3DES and DES encryption
algorithms cannot ensure security.
You are advised to use another
encryption algorithm.
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Parameter

Description

Encapsulation mode

Mode in which AH or ESP-related
fields are inserted into raw IP
packets to authenticate and encrypt
the packets.

- Tunnel mode: An AH or ESP
header is added before a raw IP
header and a new IP header (IP
address of the local device) is
generated and added before the
AH or ESP header.

In tunnel mode, the IP addresses
of two connected hosts on the
intranets are shielded to improve
security of raw data packets. The
tunnel mode is applicable to
scenarios, in which forwarding
devices encapsulate traffic to be
protected. It is recommended for
communication between two
security gateways.

- Transport mode: An AH or ESP
header is inserted behind the IP
header but before the transport-
layer protocol.

The transport mode protects valid
payloads in raw data packets. It is
applicable to scenarios, in which
two communicating parties, such
as two hosts or a host and a
gateway, encapsulate traffic to be
protected.

Step 4 After you configure tunnel encryption and authentication parameters on the
Configure Encryption and Authentication page, click Next. The Define
Protected Data Flow page is displayed, as shown in Figure 1-42.
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Figure 1-42 Defining the data flows to be protected

IPSec Configuration Wizard

Select Usage Scenario

2.Configure Encryption and Authentication 3.Define Protected Data Flow

Enter the source and destination IP addresses of data flows. If you do not enter any value, click Add to protect all data flows by default.

Source IP/Wildcard : 10 .

Destination IP/Wildcard : 10 ,

Added Data Flows

Delete

Source IP/Wildcard «

192.168.1.1/0.0.0.255

10 .10 . 1 /0 . 0 . 0 .25

10,10, 6 /f o, 0 , 0,255

Destination IP/Wildcard +

192.168.1.6/0.0.0.255

Previous Finish Cancel

1. Enter the source IP address, destination IP address, and wildcard masks of the

source and destination IP addresses. Then, click

value is entered, click

to add the data flow. If no
to add the data flow, any data flows are protected.

The configurations of the local and remote devices must mirror each other.

(10 NOTE

You can add multiple data flows.

2. If one or more data flows no longer need IPSec protection, select them and

click Delete.
3. Click Finish.

----End

1.7.2 WAN Configuration

Context

Configure network access interfaces on the WAN Configuration page and set
Internet access modes based on the network environment.

(11 NOTE

The Cellular0/0/0 interface will be displayed only when a 3G/LTE data card is installed.

Procedure

Step 1

Click Configuration on the toolbar to access the Configuration page. In the

navigation tree on the left, click WAN Configuration to access the WAN

Configuration page.

(11 NOTE

The page only displays WAN interfaces.
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Step 2 Set Interface and Connection mode, as shown in Table 1-16.

Table 1-16 Access mode parameter description

Parameter

Description

Interface

Interface used by a router to connect

to the Internet.

Connection mode

Internet access mode of a router.

e Broadband dialup

e Fixed address

e Dynamic address
e 3G/AG(LTE)

e  PPPoE dial-up

a. Set Connection mode to Broadband dialup, as shown in Figure 1-43.

Figure 1-43 WAN configuration for PPPoE dial-up

Select an interface and configure the interface in the area of parameter settings.

GED GE1 GE4 FED  Cellulard  Cellularl

* Interface

* Connection mode
Status

* User name

* Password :
MTU(Byte)
TCR-MSS(Byte)
Enable NAT

Load Balancing -

+ Interface bandwidth (Kbps) -

Load Balancing Algorithm

Ethernet Interface List
Refresh
Interface Name «

GigabitEthernet0/0/0
GigabitEthernet0/0/1
GigabitEthernet0/0/4

GigabitEthernet0/0/5

5 Total 4 record(s)

il Connected

GigabitEthernet0/0/0

Broadband dialup

Enable Disable
admin
........
1500
1200

Ucmp ECMP
10

none

Apply || Clear

Interface Description =

HUAWEL AR Series, GigabitEther...

HUAWEIL AR Series, GigabitEther.
HUAWEL AR Series, GigabitEther.

VirtualPort

(2]

Physical Status =

Available

Unavailable

Unavailable

Unavailable

Disconnected

Protocol Status «

Available

Unavailable

Unavailable

Unavailable

Interface Name

Connection Mode « | IP Address/mask «

Fixed address 189.44.128.139/255.255.00

Fixed address 17216 31/255 255 255 252

b. Table 1-17 describes PPPoE dial-up parameters.

Operation
Disable Details Convert
Disable Details Convert
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Table 1-17 PPPoE dial-up parameter description

Parameter Description

Status PPPoE dial-up will be initiated
only when the connection is
enabled.

User name User name for PPPoE dial-up.

Password Password for PPPoE dial-up.

MTU (Byte) MTU of an interface.

If the MTU size is smaller than
packet size, packets will be
fragmented and discarded by QoS
queues. If the MTU is too large,
packets are transmitted slowly or
even lost.

The default value of MTU is 1500.

TCP-MSS(Byte)

MSS of TCP packets on an
interface.

The MSS refers to the maximum
length of a TCP packet segment
sent from the remote end to the
local end. During TCP connection
negotiation, devices at both ends
record the MSS of each other.
When sending TCP packets, the
devices limit the size of TCP
packets within the MSS.

The recommended value of TCP-
MSS is 1200.

Enable NAT

NAT must be enabled when a PC
on the private network of a LAN
connects to the Internet.

By default, NAT is disabled.

Load Balancing

Two load balancing modes are
supported:

= UCMP: Unequal Cost Multiple
Path

®  ECMP: Equal Cost Multiple Path

NOTE
This parameter is supported in
V200R010C10 and later versions.
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Parameter Description
Interface bandwidth(Kbps) When the load balancing mode is

UCMP, the interface bandwidth
needs to be configured.
NOTE

This parameter is supported in
V200R010C10 and later versions.

Load Balancing Algorithm Three load balancing Algorithms
are supported:

® Source IP: Indicates that the
load balancing is based on the
source |P address.

B Destination IP: Indicates that
the load balancing is based on
the destination IP address.

®  Source IP and Destination IP:
Indicates that the load
balancing is based on the
source IP address and
destination IP address.

NOTE

This parameter is supported in
V200R010C10 and later versions.

c. Click Apply to complete interface configuration.
e Fixed IP address

a. Set Connection mode to Fixed address, as shown in Figure 1-44.
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Figure 1-44 WAN configuration for fixed IP addresses

Select an interface and configure the interface in the area of parameter settings.

GED GE1 GE4 FEO Cellular0  Cellularl

= Interface :

* Connection mode

* IP address

* Subnet mask

* Default gateway
Primary DNS server
Secondary DNS server
MTUByte)
TCP-MS5(Byte) :
Enable NAT
Load Balancing :

Load Balancing Algorithm

Ethernet Interface List
Refresh
Interface Name =

GigabitEthemet0/0/0
GigabitEthemet0/0/1
GigabitEthemet0/0/4

GigabitEthemet0/0/5

5 Total 4 record(s)

il Connected Disconnected

GigabitEthernet0/0/0

Fixed address

92, 2 ., 1, 33

255 , 255 , 255 . O

192 1 1
2 2
1500
1200
UCMP ECMP

Apply || Clear

Interface Description «

HUAWEL AR Series, GigabitEther.
HUAWEL AR Series, GigabitEther.
HUAWEL AR Series, GigabitEther.

VirtualPort

7]
2]
7]
Interface Name
Physical Status = Protocol Status « Connection Mode + | IP Address/mask «
Available Available Fixed address 189.44128139/255 255.0.0
Unavailable Unavailable Fixed address 172163 1/255255.255 252
Unavailable Unavailable
Unavailable Unavailable

b. Table 1-18 describes fixed IP address parameters.

Table 1-18 Fixed IP address parameter description

Operation

Parameter

Description

IP address

IP address of an interface.

The interface IP address cannot

conflict with the IP addresses of
other interfaces on the device or
other devices in the network.

Subnet mask

Subnet mask of an interface.

Gateway

interface.

Default gateway address of an

The default gateway address must
be in the same network segment
as the interface IP address.

Primary DNS server

assigned to a device.
NOTE

mandatory.

Primary DNS server address

In V200R010CO0, this parameter is
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Parameter

Description

Secondary DNS server

Secondary DNS server address
assigned to a device.

MTU (Byte)

MTU of an interface.

If the MTU size is smaller than
packet size, packets will be
fragmented and discarded by QoS
queues. If the MTU is too large,
packets are transmitted slowly or
even lost.

The default value of MTU is 1500.

TCP-MSS(Byte)

MSS of TCP packets on an
interface.

The MSS refers to the maximum
length of a TCP packet segment
sent from the remote end to the
local end. During TCP connection
negotiation, devices at both ends
record the MSS of each other.
When sending TCP packets, the
devices limit the size of TCP
packets within the MSS.

The recommended value of TCP-
MSS is 1200.

Enable NAT

NAT must be enabled when a PC
on the private network of a LAN
connects to the Internet.

By default, NAT is disabled.

Load Balancing

Two load balancing modes are
supported:

® UCMP: Unequal Cost Multiple
Path

® ECMP: Equal Cost Multiple Path

NOTE
This parameter is supported in
V200R010C10 and later versions.
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Parameter

Description

Load Balancing Algorithm

Three load balancing Algorithms
are supported:

® Source IP: Indicates that the
load balancing is based on the
source |P address.

®  Destination IP: Indicates that
the load balancing is based on
the destination IP address.

® Source IP and Destination IP:
Indicates that the load
balancing is based on the
source IP address and
destination IP address.

NOTE

This parameter is supported in
V200R010C10 and later versions.

c. Click Apply to complete interface configuration.

e Dynamic address allocation

a. Set Connection mode to Dynamic address, as shown in Figure 1-45.

Figure 1-45 WAN configuration for dynamic address allocation

Select an interface and configure the interface in the area of parameter settings.

GEO GEL GE4 FEO  Cellulard  Cellularl
il Connected
* Interface GigabitEthemet0/0/0

* Connection mode
MTU(Byte)
TCP-MSS(Byte) :
Enable NAT
Load Balancing :

Load Balancing Algerithm

Ethernet Interface List
Refresh
Interface Name =

GigabitEthernet0/0/0
GigabitEthernet0/0/1
GigabitEthernst0/0/4

GigabitEthernst0/0/5

5 Total 4 record(s)

Dynamic address
1500

1200

UCWP ECMP

- none -

Apply || Clear

Interface Description ~

HUAWEIL AR Series, GigabitEther.
HUAWEIL AR Series, GigabitEther.
HUAWEL AR Series, GigabitEther.

VirtualPort

Physical Status «

Available

Unavailable

Unavailable

Unavailable

Disconnected

Interface Name

Protocol Status = Connection Mode « | IP Address/mask = Operation
Available Fixed address 189.44128139/255.25500  Disable Details Convert
Unavailable Fixed address 172.16.3.1/255.255.255.252 nvert
Unavailable
Unavailable Enable Details

b. Table 1-19 describes dynamic address allocation parameters.
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Table 1-19 Dynamic address allocation parameter description

Parameter

Description

MTU (Byte)

MTU of an interface.

If the MTU size is smaller than
packet size, packets will be
fragmented and discarded by QoS
queues. If the MTU is too large,
packets are transmitted slowly or
even lost.

The default value of MTU is 1500.

TCP-MSS(Byte)

MSS of TCP packets on an
interface.

The MSS refers to the maximum
length of a TCP packet segment
sent from the remote end to the
local end. During TCP connection
negotiation, devices at both ends
record the MSS of each other.
When sending TCP packets, the
devices limit the size of TCP
packets within the MSS.

The recommended value of TCP-
MSS is 1200.

Enable NAT

NAT must be enabled when a PC
on the private network of a LAN
connects to the Internet.

By default, NAT is disabled.

Load Balancing

Two load balancing modes are
supported:

®  UCMP: Unequal Cost Multiple
Path

® ECMP: Equal Cost Multiple Path

NOTE
This parameter is supported in
V200R010C10 and later versions.
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C.

a.

Parameter

Description

Load Balancing Algorithm

Three load balancing Algorithms
are supported:

® Source IP: Indicates that the
load balancing is based on the
source |P address.

®  Destination IP: Indicates that
the load balancing is based on
the destination IP address.

® Source IP and Destination IP:
Indicates that the load
balancing is based on the
source IP address and
destination IP address.

NOTE

This parameter is supported in
V200R010C10 and later versions.

Click Apply to complete interface configuration.
3G/4G (LTE)

Set Interface to Cellular0/0/0 and set Connection mode to 3G/4G(LTE),

as shown in Figure 1-46.

Figure 1-46 WAN configuration for 3G/4G(LTE)

Select an interface and configure the interface in the area of parameter settings.

GEO GEL GE4 FEO Cellulard  Cellularl
il Connected

* Interface Cellularo/0/0 One-click Diagnose
* Connection mode 3G/4G(LTE)

Status Enable Disable

User name : Sguser (7]

Password:  ssssss

APN 3GNET

Dialer number: [}

MTU(Byte) 1500

TCP-MSS(Byts) : 1200 %]

Enable NAT

Load Balancing - ucMmpP ECMP [7]

Load Balancing Algorithm : - none -

Apply Clear

Ethernet Interface List

Refresh
Interface Name = Interface Description ~ Physical Status -
GigabitEthernet0/0/0 HUAWEI AR Series, GigabitEther. Available
GigabitEthernet0/0/1 HUAWEI AR Series, GigabitEther. Unavailable
GigabitEthernet0/0/4 HUAWEIL AR Series, GigabitEther. Unavailable
GigabitEthernet0/0/5 VirtualPort Unavailable
5 Total 4 recordis)

Disconnected

data card is unavailable or abnormal
Interface Name
Protocol Status = Connection Mode = | IP Address/mask ~ Operation
Available Fixed address 189.44128139/255.25500  Disable Details Convert
Unavailable Fixed address 17216.3.1/255255.255.252 onvert
Unavailable
Unavailable
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b. Table 1-20 describes 3G/4G(LTE) parameters.

Table 1-20 3G/4G(LTE) parameter description

Parameter

Description

One-click Diagnose

One-click Diagnose will be
initiated only when the connection
mode is 3G/4G(LTE).

NOTE

This parameter is supported in
V200R010C10 and later versions.

Status

3G/LTE dial-up will be initiated
only when the connection is
enabled.

User name

User name for accessing an
external PDN network, which is
provided by the carrier.

Password

User password for accessing an
external PDN network, which is
provided by the carrier.

APN

APN for the router.

NOTE
APNs are provided by the carrier.

Dialer number

Configure a dialer number for
calling the remote end.
NOTE

This parameter is supported in
V200R010C10 and later versions.

MTU(Byte)

MTU of an interface.

If the MTU size is smaller than
packet size, packets will be
fragmented and discarded by QoS
queues. If the MTU is too large,
packets are transmitted slowly or
even lost.

The default value of MTU is 1500.
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Parameter

Description

TCP-MSS(Byte)

MSS of TCP packets on an
interface.

The MSS refers to the maximum
length of a TCP packet segment
sent from the remote end to the
local end. During TCP connection
negotiation, devices at both ends
record the MSS of each other.
When sending TCP packets, the
devices limit the size of TCP
packets within the MSS.

The recommended value of TCP-
MSS is 1200.

Enable NAT

NAT must be enabled when a PC
on the private network of a LAN
connects to the Internet.

By default, NAT is disabled.

Load Balancing

Two load balancing modes are
supported:

®  UCMP: Unequal Cost Multiple
Path

®  ECMP: Equal Cost Multiple Path

NOTE
This parameter is supported in
V200R010C10 and later versions.

Load Balancing Algorithm

Three load balancing Algorithms
are supported:

= Source IP: Indicates that the
load balancing is based on the
source IP address.

® Destination IP: Indicates that
the load balancing is based on
the destination IP address.

®  Source IP and Destination IP:
Indicates that the load
balancing is based on the
source IP address and
destination IP address.

NOTE

This parameter is supported in
V200R010C10 and later versions.

c. Click Apply to complete interface configuration.
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Step 3 (Optional) Change the working mode of interfaces or view information about
interfaces in the Ethernet interface list. Click Configuration in the function area to
access the Configuration page, and click WAN Configuration in the navigation
tree to access the WAN Configuration page.

(11 NOTE

V200R010C10 and later versions support this function.
e Change the working mode of interfaces in the Ethernet interface list.

a. Choose Configuration > WAN Configuration to access the WAN
Configuration page.

b. On the WAN Configuration page, view the Ethernet Interface List area.
Click Refresh to view the Ethernet interface list on the device.

c. In the Ethernet interface list, click Convert for the interface whose
working mode needs to be changed. On the page similar to Figure 1-47
that is displayed, click OK and clear the interface configuration as
prompted to change the working mode of the interface.

Figure 1-47 Prompt information

Info

The interface has services configured and
cannot be converted. Delete the service

configuration from the interface before

conmverting.

e View information about interfaces in the Ethernet interface list.

a. Choose Configuration > WAN Configuration to access the WAN
Configuration page.

b. In the Ethernet Interface List area, select a search condition from the
drop-down list box, such as Interface Name, Interface Description,
Physical Status, Protocol Status, Connection Mode and IP Address/
Mask, enter the corresponding information in the text box on the right,

and click * . The queried information will be displayed in the Ethernet
Interface List area.

--—-End

1.7.3 LAN Configuration

1.7.3.1 LAN(Local Area Network)
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Context

The function allows you to set the default gateway IP address and subnet mask of
the host.

Procedure

Step 1 Choose Configuration > LAN Configuration > LAN(Local Area Network) to
access the LAN page, as shown in Figure 1-48.

Figure 1-48 LAN page

AR Web Platform 1of A 2 admn ? &£ 7

Monitoring Configuration Advanced Maintenance Diagnosis

Users with fixed MAC addresses obtain fixed IP addresses through DHCP.

= IP address :
Configuration Wizard
- Subnetmask: 255 . 255 . 255 . 0

Apply || Clear

WAN Configuration

Network Behavior
Management

Attack Defense

WLAN Management

Step 2 Configure the LAN.
1. Enter parameters on the LAN page. Table 1-21 describes the parameters.
2. Click Apply.

3. In the displayed alarm box, click OK to make the configured parameters take
effect.

Table 1-21 Description of parameters on the LAN page

Parameter Description
IP address IP address of the host.
Subnet mask Subnet mask of the host.

Step 3 Clear LAN.
1. Click Clear.
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2. In the displayed alarm box, click OK.

--—-End

1.7.3.2 WLAN

(1 NOTE

The WLAN AP function is available only on the AR121W, AR129W, AR129CVW, AR121GW-L,
AR129GW-L, AR129CGVW-L, AR109W, AR109GW-L, AR151W-P, AR156W, AR157W,
AR157VW, AR158EVW, AR161W, AR161EW, AR161EW-M1, AR161FGW-L, AR161FGW-Lc,
AR169W, AR161FW, AR161FW-P-M5, AR161FGW-La, AR169FVW, AR169FVW-8S,
AR169JFVW-4B4S, AR169JFVW-2S, AR169CVW-4B4S, AR169EGW-L, AR169EW, AR169CVW,
AR169FGVW-L, AR169FGW-L, AR169W-P-M9, AR169RW-P-M9, AR201VW-P, AR207VW,
AR1220W, AR1220EVW, and AR1220VW.

1.7.3.2.1 WLAN(Wireless Local Area Networks)

Context
Configure Wi-Fi to assign IP addresses to mobile STAs and facilitate wireless
connection. Wi-Fi configuration breaks the limitation of wired networks and
enables users to easily access a wireless network and move around within the
coverage of the wireless network.

Procedure

Step 1 Configure Wi-Fi.
1. Choose Configuration > LAN Configuration > WLAN(Wireless Local Area
Networks) to access the Wi-Fi Settings page, as shown in Figure 1-49.

Figure 1-49 Wi-Fi Settings page

AR Web Platform Lod B & admin

Monitoring Configuration Advanced Maintenance Diagnosis

Wi-Fi Settings  WLAN User Management  Blacklist/Whitelist

Check Network Topology
Configuration Wizard

WAN Configuration

Network Behavior
Management

Attack Defense

WLAN Management
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2. Set Wi-Fi parameters. Table 1-22 describes the parameters.
3. Click Apply. In the Info dialog box that is displayed, click OK.

Table 1-22 Description of parameters on the Wi-Fi Settings page

Parameter Description

WLAN Specify whether to enable the Wi-Fi
function.

e ON: indicates the Wi-Fi function is
enabled.

e OFF: indicates the Wi-Fi function is
disabled.

Wi-Fi name Set the Wi-Fi name.

Encryption mode Set a security policy for WLAN access
of mobile STAs to ensure user security.
The values can be as follows:

e WEP: indicates that WEP is used as
the security policy, and shared key
authentication and WEP encryption
are used.

e WHPA: indicates that WPA is used as
the security policy, and PSK
authentication and CCMP
encryption are used.

e WPA2: indicates that WPA2 is used
as the security policy, and PSK
authentication and CCMP
encryption are used.

e Non-encryption: indicates that the
WEP policy is used as the security
policy, and open system
authentication and non-encryption
mode are used.

Wi-Fi password Set a password for mobile STAs. A user
must enter this password to access the
WLAN.

Confirm password Confirm the password for mobile STAs

to access the WLAN.
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Parameter

Description

Channel

Channel deployment mode used by a
WLAN. The values can be as follows:

e Auto: Channels are automatically
selected to adapt to the radio
environment.

e Fixed: Channels must be specified
manually. Channel adjustment may
cause service interruptions. To avoid
channel changes due to automatic
channel adjustment, use this mode.

Hide Wi-Fi name

Specify whether to hide the WLAN
name.

After the WLAN name is hidden, a STA
can access the WLAN only after you
configure the WLAN name on the
wireless adapter.

NOTE

Only super administrators at levels 3 to 15
can check and configure this parameter.

Step 2 WLAN User Management

1. Choose Configuration > LAN Configuration > WLAN(Wireless Local Area
Networks) > WLAN User Management to access the WLAN User
Management page, as shown in Figure 1-50.

Figure 1-50 WLAN User Management

AR Web Platform 1:,:3;157

Mornitoring

Configuration Wizard

WAN Configuration

Network Behavior
Management

Attack Defense

WLAN Management

2. In the Online Users List area, select a search criterion, enter the search

content, and click ~.
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on

3.

Click Refresh to refresh online users information.

Step 3 Blacklist/Whitelist

1.

Enable Blacklist/Whitelist

Choose Configuration > LAN Configuration > WLAN(Wireless Local Area
Networks) > Blacklist/Whitelist to access the Blacklist/Whitelist page, as
shown in Figure 1-51.

Figure 1-51 Blacklist/Whitelist

AR Web Platform ) G B 2 admin ? 5 3 T
g Configuration nce enance

Whitelist Settings
WAN Configuration Adding mode : Manually add  * Select online user
Blacklist/Whitelst type Blacklist  Whitelist

Select user - Select -

Configured Whitelist Table
Delete || Refresh MAC Addres
Network Behavior VAC Address -
Management Blacklist 0000-0000-0001

Attack Defense

WLAN Management

In the Enable Blacklist/Whitelist area, click Blacklist to enable the blacklist
function; or click Whitelist to enable the whitelist function; or click Disabled

to disable the blacklist/whitelist function.
The values can be as follows:

- Blacklist: indicates that the blacklist function is enabled.

- Whitelist: indicates that the whitelist function is enabled.

- Disabled: indicates that the blacklist/whitelist function is disabled.
Click Apply. In the Info dialog box that is displayed, click OK.

Setting a blacklist or whitelist

Choose Configuration > LAN Configuration > WLAN(Wireless Local Area
Networks) > Blacklist/Whitelist to access the Blacklist/Whitelist page, as
shown in Figure 1-51.

Set parameters under Whitelist Settings. Table 1-23 describes the
parameters.

Click Add to add the MAC addresses of mobile STAs to the blacklist or
whitelist.
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Table 1-23 Description of parameters on the Blacklist/Whitelist page

Parameter

Description

Adding mode

Configure the mode of adding the
MAC addresses of mobile STAs to a
blacklist or whitelist. The values can be
as follows:

e Manually add: Enter the MAC
address of a mobile STA manually
and add the MAC address to a
blacklist or whitelist.

e Select online user: Select STAs
from online STAs and add their
MAC addresses to a blacklist or
whitelist.

MAC address

Enter the MAC address of a mobile
STA manually.
NOTE

This parameter is displayed only when
Adding mode is set to Manually add.

Blacklist/Whitelist type

Specify a blacklist or whitelist type.

Select user

Select STAs from online STAs and add

their MAC addresses to a blacklist or

whitelist.

Click '~ ' to access the Select Online
User page, and select online STAs.
NOTE

This parameter is displayed only when
Adding mode is set to Select online user.

If an online STA is not added to the
blacklist or whitelist of a WLAN, the STA
will not be immediately disconnected from
the WLAN. When the STA disconnects from
the WLAN and tries to access again, the
access fails.

e Delete a blacklist or whitelist

1. Choose Configuration > LAN Configuration > WLAN(Wireless Local Area
Networks) > Blacklist/Whitelist to access the Blacklist/Whitelist page, as

shown in Figure 1-51.

2. In the Configured Whitelist Table area, select the blacklist or whitelist that

you want to delete and click Delete.

3. In the Confirm dialog box that is displayed, click OK.

(11 NOTE

Click Refresh to refresh the blacklist or whitelist.
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e Search a blacklist or whitelist

1. Choose Configuration > LAN Configuration > WLAN(Wireless Local Area
Networks) > Blacklist/Whitelist to access the Blacklist/Whitelist page, as
shown in Figure 1-51.

2. In the Configured Whitelist Table area, set the search criteria and click o
----End

1.7.3.2.2 Switching the WLAN Mode

Context

The device supports the WLAN AP and AC modes and can switch between the two
modes.

(11 NOTE

e Only models whose name contain W supports WLAN mode switching.

e By default, the AR121W, AR129W, AR129CVW, AR121GW-L, AR129GW-L, AR129CGVW-L,
AR109W, ART09GW-L, AR151W-P, AR156W, AR157W, AR157VW, AR158EVW, AR161W,
AR161EW, AR161EW-M1, AR161FGW-L, AR161FGW-Lc, AR169W, AR161FW, AR161FW-P-M5,
AR161FGW-La, AR169FVW, AR169FVW-8S, AR169JFVW-4B4S, AR169JFVW-2S,
AR169CVW-4B4S, AR169EGW-L, AR169EW, AR169CVW, AR169FGVW-L, AR169FGW-L,
AR169W-P-M9, AR169RW-P-M9, AR201VW-P, AR207VW, AR1220W, AR1220EVW, and
AR1220VW works in AP mode and other devices work in AC mode.

Procedure

Step 1 Switch from the AC mode to the AP mode.

1. Log in to the web platform, and click @ in the upper right corner of the
page to switch to the AP mode, as shown in Figure 1-52.

Figure 1-52 Switching from the AC mode to the AP mode

AR Web Platform B 2 admin ?

Monitering Configuration Advanced Maintenance Diagnosis

L
]
-«

Auto refresh User traffic information and application statistics

Device Status 2} Network Connection 2}
Stable running period : 0 week(s) 0 day(s) 0 hour(s) 1 minute(s)
HUAWEL o o o @ o o o

‘ ‘ R120CGVWA

=

Interface Traffic Information EBNC)

Interface:  GigabitEthernet0/0/4 Statistic period :  Last 1 hour
Traffic Statistics Trend Chart Real-Time Packet Rate Statistics
Traffic (Kbps Download O Upload
Unicast Packet Rate (PPS) | Multicast Packet Rate (PPS) |Broadcast Packet Rate (PPS)
Upload | Downlo.. | Upload | Downlow | Upload | Downlo..

0 0 0 0
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L] NOTE
The button is displayed upon login only when the device is working in AC mode.
2. In the Confirm dialog box that is displayed, select OK, as shown in Figure

1-53. The device switches to the AP mode after the device configuration is
saved and the device restarts.

Figure 1-53 Confirming the mode switching

Confirm

The switched working mode takes effect
after restart. Are you sure you want to

restart rt?

| Ok | Cancel

Step 2 Switch from the AP mode to the AC mode.

[
1. Log in to the web platform, and click = in the upper right corner of the
page to switch to the AC mode, as shown in Figure 1-54.

Figure 1-54 Switching from the AP mode to the AC mode

AR Web Platform N B 2 admin ? &5 @ T B
Monitoring Configuration Advanced Maintenance Diagnosis
Auto refresh : User traffic information and application statistics
Device Status L3] Network Connection L2
Stable running pericd : 0 week(s) 1 day(s) 0 hour(s) 9 minute(s)
HUAWEl o o o ®
arvmsaes PR 518
Terr | ite
NG JL L L L L JL L JL T 4 EU (o)
Ea I

Interface Traffic Information

Interface :

GigabitEthemet0/0/4 Statistic period :  Last 1 hour

Traffic Statistics Trend Chart Real-Time Packet Rate Statistics

Troffic (Kops) Download O Upload
Unicast Packet Rate (PPS) | Multicast Packet Rate (PPS) | Broadcast Packet Rate (PPS)
Upload | Downlo.. | Upload | Downlo.. | Upload | Downlo..
5 5 o o 0 0
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(11 NOTE

The {E:J

2. In the Confirm dialog box that is displayed, select OK, as shown in Figure
1-55. The device switches to the AC mode after the device configuration is
saved and the device restarts.

button is displayed upon login only when the device is working in AP mode.

Figure 1-55 Confirming the mode switching

Confirm

The switched working mode takes effect
after restart. Are you sure you want to
restart rit?

| 0K Cancel

----End

1.7.3.3 DHCP Binding Table

Context
Static binding indicates that IP addresses from an interface address pool are
bound to clients' MAC addresses. When the DHCP server receives a request from a
client with the bound MAC address, the DHCP server assigns the bound IP address
to the client.

Procedure

e Configure the DHCP binding table.
- Adding DHCP binding entries one by one

i. Choose Configuration > LAN Configuration > DHCP Binding Table,
The DHCP Binding Table page is displayed, as shown inFigure 1-56.
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Figure 1-56 DHCP binding table page (adding entries one by one)
0

Check Network Topology

Binding Address Settings
Creation mode : Manually add Batch import
* User IP address:

* User MAC address :

Configured DHCP Binding Table

Delete || Refresh || Export User IP Address o

User IP Address User MAC Address «

No data

ii. Inthe Binding Address Settings area, set parameters to configure
the DHCP binding table. For details about these parameters, see
Table 1-24.

Table 1-24 Configuring the DHCP binding table by adding entries

one by one
Parameter Description
Creation mode Only one entry can be added at
a time in manual mode.
User IP address IP address to be bound.
User MAC address MAC address to be bound.

iii. Click Add.
- Importing DHCP binding entries in batches
L] NOTE
This function is supported in V200R0O10C10 and later versions.

i. Choose Configuration > LAN Configuration > DHCP Binding Table.
The DHCP Binding Table page is displayed, as shown in Figure 1-57.

Figure 1-57 DHCP binding table page (importing entries in batches)
o

Check Network Topology

Binding Address Settings

Creation mode : Manu:

ly add Batch import

* Import DHCP bound address file || mport | €

Configured DHCP Binding Table

Delete Refresh Export User IP Address o

User IP Address + User MAC Address + Operation

No data.

ii. Click ®4 to export the DHCP binding table profile file.
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iii. Set parameters in the profile and save it on the local host. Then, click
to select the file.

iv. Click Import, as shown in Figure 1-58.

Figure 1-58 Batch import success
(4]

Check Network Topology

Binding Address Settings

Creation mode : Manually add Batch import
* Import DHCP bound address file:  DHCPTemplate-huawei.csv w | | Import | (
Import result

User IP Address + User MAC Address + Import Result +

192168.1.2 1234-5678-9abc Success
16813 1234-5678-0bac Success
168.1.4 1234-5878-9abc Success

192

192

192.168.1.5 1234-5677-9bac ~ ®Sugess
192.

168.1.6 1244-5678-9abe Success

5 Total 5 record(s) B
Add

Configured DHCP Binding Table

Delete Refresh Export User IP Address I}

User IP Address User MAC Address ~

No data.

v. If the import result is Success, click Add to complete the batch
import.

e Modifying a DHCP binding table
a. Choose Configuration > LAN Configuration > DHCP Binding Table. The
DHCP Binding Table page is displayed.

b. Click Modify in the Operation column. The Modify DHCP Binding Table
page is displayed.

¢. On the Modify DHCP Binding Table page, modify the DHCP address
binding information and click OK.

e Deleting a DHCP binding table

a. Choose Configuration > LAN Configuration > DHCP Binding Table. The
DHCP Binding Table page is displayed.

b. Select the DHCP binding information to be deleted and click Delete.
¢. In the Confirm dialog box, click OK.
e Updating the DHCP binding table

a. Choose Configuration > LAN Configuration > DHCP Binding Table. The
DHCP Binding Table page is displayed.

b. Click Refresh to update the DHCP binding table.
e  Exporting the DHCP binding table

a. Choose Configuration > LAN Configuration > DHCP Binding Table. The
DHCP Binding Table page is displayed.

b. Click Export to export the configured DHCP binding table.
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1.7.3.4 ARP

Context

Procedure

e Searching for a DHCP binding table

a. Choose Configuration > LAN Configuration > DHCP Binding Table. The
DHCP Binding Table page is displayed.

b. Set the search criteria and click * to search for specific DHCP binding
entries. Currently, you can search for DHCP binding entries by User IP
Address or User MAC Address.

--—-End

You can configure ARP attack defense and static ARP entries on the ARP page. In
addition, you can update, search, or delete static and dynamic ARP entries.
Dynamic entries are automatically generated and can be cleared.

In ARP attack defense settings, you can enable or disable ARP anti-spoofing, strict
ARP learning, and ARP packet rate limiting.

To defend against ARP address spoofing attacks, configure ARP anti-spoofing.

If the device processes a large number of ARP packets, the CPU is overloaded. In
addition, the device also learns ARP entries from these packets, and ARP entry
resources on the device are used up by invalid ARP entries. As a result, the device
cannot generate ARP entries after receiving ARP packets from authorized users,
and cannot communicate with the users properly. The device incorrectly updates
ARP entries after receiving forged ARP packets. As a result, authorized users
cannot communicate with the device properly. You can enable strict ARP learning
to avoid the preceding problems. After strict ARP learning is enabled, only the ARP
Reply packets in response to the ARP Request packets sent by the device can
trigger ARP learning on the device. If other devices send ARP packets to the
device, ARP learning is not triggered on the device. This prevents most ARP packet
attacks.

The device may have no sufficient CPU resources to process other services when
processing a large number of ARP packets. To protect CPU resources of the device,
limit the rate of ARP packets.

e ARP attack defense settings
- Enabling ARP anti-spoofing

i. Choose Configuration > LAN Configuration > ARP. The ARP page is
displayed, as shown in Figure 1-59.
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Figure 1-59 ARP page

o
ARP Attack Defense Settings
ARP anti-spoofing

Strict ARP leamning :

ARP packet rate limit Rate limit (pps) 5
Apply
Static ARP Entry Settings
*IP address 192,168, 1, 1 (2}
* MAC address 0000 - 0000 - 0001
Outbound interface :  GigabitEthernet0/0/3 B =2
* VLANID
Add
ARP Entry
Delete || Refresh || Clear Dynamic ARP Entries 1P Address
Type ~ 1P Address ~ MAC Address ~ VLAN ID (Quter/Inner) ~ Outbound Interface ~ Timeout Interval (Minutes) ~
Dynamic 10137721 0000-5€00-0191 4094/ GigabitEtheret0/0/3 20
Dynamic 10137.72.20 6008-10ed-5518 4094/ GigabitEthernet0/0/3 20
Dynamic 10137.72.202 2825-eb59-b1c0 4094/ GigabitEthernet0/0/3 1
Dynamic 10.137.72.206 04bd-70bf-46¢9 4094/ GigabitEthernet0/0/3 1
Dynamic 10137.72.209 0200-1200-1200 4094/ GigabitEthernet0/0/3 1
5 Total 12 record(s) 1 EAE
. .
In the ARP Attack Defense Settings area, click next to

ARP anti-spoofing to enable ARP anti-spoofing, and select a mode
from the Anti-spoofing mode drop-down list box on the right, as
shown in Figure 1-60, and click Apply. Table 1-25 describes the
three modes and application scenarios.

Figure 1-60 Enabling ARP anti-spoofing

ARP Attack Defense Settings

ARP anti-spoofing : Anti-spoofing mode:  fixed-mac mode
Strict ARP learning :

ARP packet rate limit : Rate limit (pps) : 5

Apply
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Table 1-25 Scenarios to which different ARP anti-spoofing modes are
applicable

ARP Anti-Spoofing Mode

Application Scenario

fixed-mac mode

When receiving an ARP packet,
the device discards the packet if
its MAC address matches no
ARP entry. If the MAC address in
the ARP packet matches an ARP
entry but the port number or
VLAN ID matches no ARP entry,
the device updates the port
number or VLAN ID mapping
the MAC address in the ARP
table. This mode applies to
networks that use static IP
addresses and have redundant
links. When services are
switched on the link, port
information in the ARP entry
can change rapidly.

fixed-all mode

When the MAC address, port
number, and VLAN ID of an ARP
packet match an ARP entry, the
device updates other
information in the ARP entry.
This mode applies to networks
that use static IP addresses and
have no redundant link, and
users with the same IP address
access the device using the
same port.

send-ack mode

When receiving an ARP packet
with a changed MAC address,
port number, or VLAN ID, the
device does not immediately
update the corresponding ARP
entry. Instead, the device sends
a unicast ARP Request packet to
the user with the IP address
mapping the original MAC
address in the ARP entry, and
determines whether to change
the MAC address, VLAN ID, or
port number in the ARP entry
depending on the response from
the user. This mode applies to
networks that use dynamic IP
addresses and have redundant
links.
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A dialog box containing an operation success message is displayed,
indicating that the function is enabled successfully. Click OK.

- Disabling ARP anti-spoofing

Choose Configuration > LAN Configuration > ARP. The ARP page is
displayed, as shown in Figure 1-59.

In the ARP Attack Defense Settings area, click next to
ARP anti-spoofing to disable ARP anti-spoofing, and click Apply.

A dialog box containing an operation success message is displayed,
indicating that the function is disabled successfully. Click OK.

- Enabling strict ARP learning

Choose Configuration > LAN Configuration > ARP. The ARP page is
displayed, as shown in Figure 1-59.

In the ARP Attack Defense Settings area, click next to
Strict ARP learning to enable strict ARP learning, as shown in
Figure 1-61, and click Apply.

Figure 1-61 Enabling strict ARP learning

ARP Attack Defense Settings
ARP anti-spoofing : Anti-spoofing mode:  fixed-mac mode
Strict ARP leaming :

ARP packet rate limit : Rate limit (pps) :

Apply

A dialog box containing an operation success message is displayed,
indicating that the function is enabled successfully. Click OK.

- Disabling strict ARP learning

Choose Configuration > LAN Configuration > ARP. The ARP page is
displayed, as shown in Figure 1-59.

In the ARP Attack Defense Settings area, click next to
Strict ARP learning to disable strict ARP learning, and click Apply.

A dialog box containing an operation success message is displayed,
indicating that the function is disabled successfully. Click OK.

- Enabling ARP packet rate limiting

Choose Configuration > LAN Configuration > ARP. The ARP page is
displayed, as shown in Figure 1-59.

In the ARP Attack Defense Settings area, enter the rate limit in the
Rate limit(pps) text box next to ARP packet rate limit, as shown in
Figure 1-62, and click Apply.
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Figure 1-62 Enabling ARP packet rate limiting

ARP Attack Defense Settings
ARP anti-spoofing : Anti-spoofing mode:  fixed-mac mode
Strict ARP learning :

ARP packet rate limit : Rate limit (pps) :

Apply

(1 NOTE

By default, ARP packet rate limiting is enabled, and the rate limit is 5 pps. If
the rate limit rate is set to 0, ARP packet rate limiting is disabled.

iii. A dialog box containing an operation success message is displayed,
indicating that the function is enabled successfully. Click OK.

- Disabling ARP packet rate limiting

i.  Choose Configuration > LAN Configuration > ARP. The ARP page is

displayed, as shown in Figure 1-59.

ii. Inthe ARP Attack Defense Settings area, click next to
ARP packet rate limit to disable ARP packet rate limiting, and click

Apply.

iii. A dialog box containing an operation success message is displayed,
indicating that the function is disabled successfully. Click OK.

e  Static ARP entry settings

a. Choose Configuration > LAN Configuration > ARP. The ARP page is

displayed, as shown in Figure 1-59.

b. In the Static ARP Entry Settings area, set parameters based on actual
requirements to create a static ARP entry, as shown in Figure 1-63. Table

1-26 describes the parameters.

Figure 1-63 Configuring a static ARP entry
Static ARP Entry Settings

* 1P address 10 .10 .10 . 1 (7]
* MAC address : 0023 - 0045 - 0067
Outbound interface : Ethernetl/0/1 X
* WVLAM ID :
Add
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C.

Table 1-26 Parameters for creating a

static ARP entry

Item

Description

IP address

IP address of a static ARP entry.

MAC address

MAC address of a static ARP entry.

Outbound interface

Outbound interface of ARP
packets sent based on a static ARP

entry. Click . The Select
Interface page is displayed, as
shown in Figure 1-64. Select an
outbound interface from the
interface list, and click OK.

You can also enter a keyword in
the Interface Name text box, click

£ to search for and select the
outbound interface, and click OK.

Figure 1-64 Selecting an interface

Select Interface

NOTE
If the selected outbound interface is
added to a VLAN, and the VLANIF
interface corresponding to the VLAN
is assigned an IP address, the
specified IP address in a static ARP
entry should be on the same network
segment as the IP address of the
VLANIF interface, and the ID of the
VLAN to which a static ARP entry
belongs should be the same as the ID
of the VLAN to which the outbound
interface belongs.

VLAN ID

ID of the VLAN to which a static
ARP entry belongs.

NOTE
The VLAN ID and outbound interface
must be configured at the same time.
The value of VLAN ID is an integer
that ranges from 1 to 4094.

Click Add.

ARP entry operations
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Deleting an ARP entry

i. Choose Configuration > LAN Configuration > ARP. The ARP page is
displayed. You can view the configured static ARP entries or the
generated dynamic ARP entries, as shown in Figure 1-59.

ii. Inthe ARP Entry area, select the check box next to the ARP entry to
be deleted and click Delete.

iii. Inthe dialog box that is displayed, click OK to delete the ARP entry.
- Updating ARP entries

i. Choose Configuration > LAN Configuration > ARP. The ARP page is
displayed. You can view the configured static ARP entries or the
generated dynamic ARP entries, as shown in Figure 1-59.

ii. Inthe ARP Entry area, click Refresh to update ARP entries.
- Clearing dynamic ARP entries
i. Choose Configuration > LAN Configuration > ARP. The ARP page is

displayed. You can view the configured static ARP entries or the
generated dynamic ARP entries, as shown in Figure 1-59.

ii. Inthe ARP Entry area, click Clear Dynamic ARP Entries. In the
dialog box that is displayed, click OK to delete all dynamic ARP
entries.

- Searching for an ARP entry
i. Choose Configuration > LAN Configuration > ARP. The ARP page is

displayed. You can view the configured static ARP entries or the
generated dynamic ARP entries, as shown in Figure 1-59.

ii. Inthe ARP Entry area, select IP Address, MAC Address, or Type
from the drop-down list, enter the corresponding value in the text

box, and click ©. Table 1-27 describes the parameters.

Table 1-27 ARP entry parameter description

Item Description

Type Type of an ARP entry.

e Static: a manually configured
ARP entry.

e Dynamic: an automatically
generated ARP entry.

IP Address IP address of an ARP entry.
MAC Address MAC address of an ARP entry.
VLAN ID (Outer/Inner) ID of the inner VLAN or outer
VLAN to which an ARP entry
belongs.
NOTE

Currently, a static ARP entry can be
configured only with an outer
VLAN ID.
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Item

Description

Outbound Interface

Outbound interface of an ARP
entry.

Timeout Interval (Minutes)

Remaining lifetime of an ARP
entry, in minutes.

This parameter is valid only for
dynamic ARP entries. Each
dynamic ARP entry has a
lifetime. When the remaining
lifetime of an ARP entry is O, the
ARP entry will be deleted.

--—-End

1.7.3.5 VLAN

1.7.3.5.1 VLAN

Context

You can configure a VLAN and add interfaces to the VLAN.

Procedure
e Configure VLANS.

a. Choose Configuration > LAN Configuration > VLAN > VLAN to access
the VLAN page, as shown in Figure 1-65.

Figure 1-65 VLAN page

AR Web Platform o]
Monitorin Configuration

Configuration Wizard ~ addtionmode: (@ Single " Batch

WAN Configuration

Network Behavior 2 VLAN 0002
Management

Attack Defense

WLAN Management
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b. Configure VLANs one by one or in a batch.

= |f you select Single, the Single page is displayed, as shown in Figure
1-66.

Figure 1-66 Single page
AR Web Platform Monitorin

o
VLAN VLANIF
VLAN Settings
Configuration Wizard Addition mode Single ) Batch

* VLAN ID

WAN Configuration

Configured VLAN List

Delete | BatchDelete || Refresh

ooooo

Network Behavior 3 VLAN 0002
Management
sss VLA 088

289 VLAN 0889

[ - |

Attack Defense 5 Total 4 record(s)

WLAN Management

1) Enter the VLAN ID. The value cannot be empty. It ranges from 1
to 4094.
2) (Optional) Enter the description. The value is a string of 1 to 80
characters.
3) (Optional) Select an interface.
. Configuration . .
1) Click , and select interfaces to be added in
Available Interface List on the Select interface page, as
shown in Figure 1-67.
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Figure 1-67 Single page

Select interface

Available Interface List Added Interface List

Interface Name « Link Type Interfa.. « |Mode « | Link Ty.. +
Ethernet0/0/1 hybrid No data.

Ethernet/0/2 hybrid

Ethernet0/0/3 hybrid

Ethernet0/0/4 hybrid

Ethernet0/0/5 hybrid

Ethernet0/0/56 hybrid

ok || cancel
=
2) Click and add selected interfaces. On the Modify

Link Type page, select Link type and Mode, as shown in
Figure 1-68. Table 1-28 describes the parameters.

Figure 1-68 Single page

Modify Link Type

Link type : Hybrid
Mode Tagged Untagged
| OK | Cancel

Table 1-28 Description of parameters for changing the link

type
Item Description
Link type Link type of an interface:
e Hybrid
e Access
e Trunk
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Item Description

Mode Mode in which an interface
joins a VLAN:

e Tagged

e Untagged

3) Click OK. The interfaces to be added are added to Added
Interface List on the Select interface page.

4) (Optional) Select interfaces to be deleted in Added

Interface List and click = to delete interfaces.

4) (Optional) Select or deselect Create VLANIF. If Create VLANIF
is selected, enter values in Primary IP address/mask and
Description. The value of Description is a string of 1 to 242
characters.

5) Click Add.

" |f you select Batch, the Batch page is displayed, as shown in Figure
1-69.

Figure 1-69 Batch page

AR Web Platform o ) 8 2 amn 2?2 & ¥ B
Monitoring Configuration Advanced Maintenance Diagnosis
o
VLAN VLANIF

VLAN Settings
Configuration Wizard Addition mode Single

WAN Configuration Configured VLAN List

VIANID ~

<|=<|=|=[8
5 B B B B
2|22 2 5
S g 8 3 o

Network Behavior
emen

Attack Defense

WLAN Management

1) Enter the VLAN ID. The value is a string of 1 to 4094 characters
in the format of 1,3-5,7.

2) Click Add.
e Delete VLANSs.
a. In Configured VLAN List, select VLANs to be deleted.
b. Click Delete or Batch Delete.
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c. Click OK.
e  Refresh VLANs.

- In Configured VLAN List, click Refresh to refresh VLAN list information.
e Search for VLANS.

a. In the search box on the right of Configured VLAN List, select VLAN ID
or VLAN Description.

b. Enter the content in the search box and click £ . VLAN information is
displayed in the list.

e Check information about interfaces in the VLAN.

- In Interface List of Configured VLAN List, click Query Interface to
check information about interfaces in the VLAN.

e Modify VLAN information.

a. In Operation of Configured VLAN List, click Modify. Modify VLAN
information in Modify VLAN. You can change values of Description,
Select interface, create VLANIF, Primary IP address/mask, and
Description.

b. Click OK.
--—-End

1.7.3.5.2 VLANIF

Context

You can create VLANIF interfaces.

Procedure
e Configure VLANIF interfaces.

a. Choose Configuration > LAN Configuration > VLAN > VLANIF to access
the VLANIF page, as shown in Figure 1-70.

Figure 1-70 VLANIF page

AR Web Platform o] A 2 wmn 2?2 % T B
Monitorin Configuration

VLAN VLANIF

VLANIF Settings

Configuration Wizard - vuwm

WAN Configuration

Network Behavior
Management

Attack Defense

WLAN Management
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b. Set VLAN ID. The value cannot be empty. It ranges from 1 to 4094.

o

(Optional) Select interface status. Click to enable the

interface and click to disable the interface.
d. (Optional) Set Description. The value is a string of 1 to 242 characters.

e. (Optional) Set MTU(Byte). The value ranges from 46 to 1600. The
default value is 1500.

f.  (Optional) Set Primary IP address/mask.

g. (Optional) Set Secondary IP address/mask. If Primary IP address/mask
is not set, the input value of Secondary IP address/mask is invalid. You
can enter multiple values of Secondary IP address/mask.

h. Click Add.
Delete VLANIF interfaces.

a. In Configured VLANIF Interface List, select VLANIF interfaces to be
deleted.

b. Click Delete.
¢. Click OK in the displayed dialog box.
Search for VLANIF interfaces.

a. In the search box of Configured VLANIF Interface List, select Interface
Name, Connection Status, Primary IP address, mask, MTU(Byte), or
Description.

b. Enter the content in the search box and click L . VLANIF interface
information is displayed in the list.

Modify VLANIF interface information.

a. In Operation of Configured VLANIF Interface List, click Modify. Modify
VLANIF interface information in Modify VLANIF. You can change values
of interface status, Description, MTU(Byte), Primary IP address/mask,
and Secondary IP address/mask.

b. Click OK.

----End

1.7.4 Online Behavior Management
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Context

(10 NOTE

For SAC-capable devices, their licensing requirements for the SAC function are as follows:

° ART00&AR120 series: SAC is a basic feature of the device and is not under license
control.

e  ART50&AR160&AR200&AR1200&AR2200&AR3200&AR3600 series: By default, this
function is disabled on a new device. To use the SAC function, apply for and purchase
the following license from the Huawei local office.

e  AR150&160&200 series: AR150&160&200 value-added service package for
security services

e  AR1200 series: AR1200 value-added service package for security services
e  AR2200 series: AR2200 value-added service package for security services
e  AR3200 series: AR3200 value-added service package for security services
e  AR3600 series: AR3600 value-added service package for security services

1.7.4.1 User Group Management

Context
On the User Group Management page, you can add, modify, or delete user
groups and add, delete, refresh, or search for members of a user group.
Procedure

Step 1 Choose Configuration > Network Behavior Management > User Group
Management to access the Network Behavior Management page, as shown in
Figure 1-71.

Figure 1-71 Network Behavior Management page
AR Web Platform & A2 o 2 % T

Monitoring Configuration Advanced Maintenance Diagnosis

User Group List [, /* Default Group Member List
Add Member || Delete || Refresh User Address o

Configuration Wizard Ng User Address =

WAN Configuration

LAN Configuration

Attack Defense

WLAN Management
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Step 2 Manage user groups.
e Create a user group.

a. Under User Group List, click =48 on the right.

b. In the displayed text box under User Group List, enter the name of a
user group to be created.

e Modify a user group.

a. Under User Group List, select a user group.

b. Under User Group List, click 4 on the right.

¢. In the displayed text box under User Group List, enter the new name of
a user group.

e Delete a user group.

a. Under User Group List, select a user group.

il

b. Under User Group List, click T on the right.
¢. In the displayed dialog box, click OK.

Step 3 Manage group members.
e Add a group member.

a. Under User Group List, select a user group.

b. Click Add Member under as Group Member List, as shown in Figure
1-72.

Figure 1-72 Add Member page

o
User Group List e | Add Member

User address : 1P address 1P address range

1P Address X

c. On the Add Member page, click IP address or IP address range based
on the actual requirement and set the parameter value. Table 1-29
describes the parameters on this page.
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Table 1-29 Description of parameters on the add member page

Parameter Description

IP address IP address of a user in the
specified user group.

IP address range Start and end IP addresses of the
IP network segment for users in
the specified user group.

d. Click and select user addresses to be added. Click OK.

e Delete a group member.

a. Under User Group List, select a user group.
b. Under User Group List, select a user address and click Delete.
¢. In the displayed dialog box, click OK.

e Update member information about a group.

a. Under User Group List, select a user group.
b. Click Refresh to display all members in the group.
e Search for a group member.

a. Under User Group List, select the user group to which the user belongs.

b. Enter the IP address of the user in the IP address text box and click ‘D.
The information about the specified user will be displayed in the list.

--—-End

1.7.4.2 User Bandwidth Management

1.7.4.2.1 User Bandwidth Limit

Context
Configure user bandwidth limiting to limit the bandwidth occupied by non-key
services and prevent non-key services from consuming a large amount of
bandwidth and affecting other services.

Procedure

e Configure user bandwidth limit.

a. Choose Configuration > Network Behavior Management > User
Bandwidth Management to access the User Bandwidth Limit page, as
shown in Figure 1-73.
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Figure 1-73 User Bandwidth Limit page

o
User Bandwidth Limit User Bandwidth Guarantee

User Rate Limit Settings

* Limit type 1P address User group

* Selectinterface: - Select - (2]
* Rate limit : Upload 256K
Download 236K
alidity time : —
Description :
Add
Configured Rate Limit List

Delete Refresh

1P Address/User .. « | Interface Status =+ Upload Rate.. «+ | Download R.. = | Limit Mode « Validity Time

No data.

1P Address/Use fe)

Description Operation

b. Set Limit type to IP address or User group. If IP address is selected,

enter an IP address in the text box, or click

to select an IP address.

If User group is selected, select a user group from the drop-down list box
or create a user group. To create a user group, click Create. On the

Create User Group page, set parameters based on
and click OK, as shown in Figure 1-74. Table 1-30
parameters.

Figure 1-74 Create User Group

Create User Group

* User group name :

User address : IP address IP address range
* IP address :
IP Address
No data.
OK Cancel

actual requirements
describes the
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Table 1-30 Description of parameters on the Create User Group page

Parameter

Description

User group name

Name of the created user group.

User address

The value is IP address or IP
address range.

IP address

IP address of a user in a specified
web user group.

IP address range

Start and end IP addresses of the
IP network segment for users in
the specified web user group.

Select an interface type from the Select interface drop-down list box.

Set Rate limit to limit upload and download rates of a user.

(Optional) Set Limit mode. The value is Separate or Global. The value
Separate indicates that every user in the user group occupies an
exclusive bandwidth. The value Global indicates that all users in the user

group share the bandwidth.

(Optional) Set Validity time of the limited bandwidth, as shown in

Figure 1-75. On the Time Range Settings page, configure specific time

points and click OK. If you do not specify the time points, the bandwidth

limiting function remains effective.
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Figure 1-75 Time Range Settings page

Time Range Settings

Periodic Time Tange

Validity time : Al Sun Mon Tue Wed
Thu Fri Sat
Start time 00: 00 = End time : 0 : 00 =
Add
() Validity Period
Added Time Range
Validity Time Start Time End Time Operation
Mo data.
| OK | Cancel

g. (Optional) Configure a description for bandwidth limiting.
(11 NOTE

The value is a string of 1 to 31 case-sensitive characters. It can contain special
characters.

h. Click Add to make the configured parameters take effect.

Delete user bandwidth limiting configuration.

a. Under Configured Rate Limit List, select an IP address or user group.
b. Click Delete.

¢. In the displayed dialog box, click OK.

Modify user bandwidth limiting configuration.

a. Under Configured Rate Limit List, click Modify of an IP address or user
group.

b. Under User Rate Limit Modify, modify one or more values of Rate limit,
Limit mode, Validity time, and Description.

c¢. Click OK.
Disable the bandwidth limiting function.

Issue 11 (2024-08-30)

Copyright © Huawei Technologies Co., Ltd. 94



Huawei AR Series Access Routers
Web-based Configuration Guide 1 EasyOperation Edition

- Under Configured Rate Limit List, click Disable of an IP address or user
group. The value of Status of the user or user group displays Disable.

e Enable the bandwidth limiting function.

- Under Configured Rate Limit List, click Enable of an IP address or user
group. The value of Status of the user or user group displays Enable.

e Search for a user based on bandwidth limiting configuration.

a. Under Configured Rate Limit List, select a search criterion from the
drop-down list box, including IP Address/User Group, Status, Interface,
Limit Mode, and Description.

b. Enter the search criterion in the text box and click £ . The information
about the specified user will be displayed in the list.

--—-End

1.7.4.2.2 User Bandwidth Guarantee

Context

Configure user bandwidth guarantee to reserve bandwidth for key services so that
key services will not be affected when a network is busy.

Procedure
e Configure user bandwidth guarantee.

a. Choose Configuration > Network Behavior Management > User
Bandwidth Management and click User Bandwidth Guarantee to
access the User Bandwidth Guarantee page, as shown in Figure 1-76.

Figure 1-76 User Bandwidth Guarantee page

AR Web Platform _ o] B 2 admin 2 £ 7
Monitoring Configuration Advanced Maintenance Diagnosis

Configuration Wizard * Guarantee type 1P address

WAN Configuration

LAN Configuration Configured Guarantee List

Delete || Refresh P Address/Use el

1P Address/User Gro... 4 | Interface Status & Minimum Bandwidth(k) + | Validity Time Description Operation

Attack Defense

WLAN Management
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Set Guarantee type to IP address or User group. If IP address is

selected, enter an IP address in the text box, or click '™ ' to select an
IP address. If User group is selected, select a user group from the drop-
down list box or create a user group. To create a user group, click Create.
On the Create User Group page, set parameters based on actual
requirements and click OK, as shown in Figure 1-77. Table 1-31
describes the parameters.

Figure 1-77 Create User Group page

Create User Group

* User group name

User address : IP address IP address range
= IP address

IP Address X

No data.

OK Cancel

Table 1-31 Description of parameters on the Create User Group page

Parameter Description
User group name Name of the created user group.
User address The value is IP address or IP

address range.

IP address IP address of a user in a specified
web user group.

IP address range Start and end IP addresses of the
IP network segment for users in
the specified web user group.

Select an interface type from the Select interface drop-down list box.
(Optional) Configure the minimum bandwidth for users.

{11 NOTE

The value must be lower than the bandwidth assigned by the carrier (1024 kbit/s).
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e. (Optional) Set the effective time of bandwidth guarantee, as shown in
Figure 1-78. On the Time Range Settings page, configure specific time
points and click OK. If you do not specify the time points, the bandwidth
guarantee function remains effective.

Figure 1-78 Time Range Settings page

Time Range Settings

Periodic Time Tange

Validity time : Al Sun Mon Tue Wed

Thu Fri Sat

1)
m
=
o
-+
=)
ad
1)

Start time 00: 00

Add
(%) Validity Period
Added Time Range

Validity Time Start Time End Time Operation

MNo data.

OK Cancel

f.  (Optional) Configure a description for bandwidth guarantee.

(11 NOTE

The value is a string of 1 to 31 case-sensitive characters. It can contain special
characters.

g. Click Add to make the configured parameters take effect.
e Delete user bandwidth guarantee configuration.
a. Under Configured Guarantee List, select an IP address or user group.
b. Click Delete.
¢. In the displayed dialog box, click OK.
e Modify user bandwidth guarantee configuration.

a. Under Configured Guarantee List, click Modify of the IP address or user
group to be modified.
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b. Under User Guarantee Modify, modify one or more values of Minimum
bandwidth, Validity time, and Description.

c. Click OK.
e Disable the user bandwidth guarantee function.

- Under Configured Guarantee List, click Disable of the IP address or user
group. The value of Status of the user or user group displays Disable.

e Enable the user bandwidth guarantee function.

- Under Configured Guarantee List, click Enable of the IP address or user
group. The value of Status of the user or user group displays Enable.

e Search for a user based on user bandwidth guarantee configuration.

a. Under Configured Guarantee List, select a search criterion from the
drop-down list box, including IP Address/User Group, Status, Interface,
and Description.

b. Enter the search criterion in the text box and click £ . The information
about the specified user will be displayed in the list.

--—-End

1.7.4.3 Application Control

Context

Manage permission to use application software, such as video and chat software.

Procedure

Step 1 Choose Configuration > Network Behavior Management > Application Control
to access the Application Control page, as shown in Figure 1-79.

Figure 1-79 Application Control page

AR Web Platform . o B 2 admin ? £ 7

Monitoring Configuration Advanced Maintenance Diagnosis

o

Application Control Settings
* User group : - Select - Create

Configuration Wizard * Applicatien protocel - Select -

WAN Configuration

Application Control List

Delete Refresh User Group bel

LAN Configuration
UserGroup = |Status « Application Prot. Filtering Mo... + | Rate Limit (K) ~ | Validity Time

Attack Defense

WLAN Management

Issue 11 (2024-08-30) Copyright © Huawei Technologies Co., Ltd. 98



Huawei AR Series Access Routers
Web-based Configuration Guide 1 EasyOperation Edition

Step 2 Configure application control.

e Configure application control for a user group.
a. Set User group by selecting a user group from the drop-down list box or
creating a user group. To create a user group, click Create. On the Create
User Group page, set parameters based on actual requirements and click

OK, as shown in Figure 1-80. Table 1-32 describes the parameters on
this page.

Figure 1-80 Create User Group page

Create User Group

* User group name

User address : IP address IP address range
* IP address

IP Address X

No data.

OK Cancel

Table 1-32 Description of parameters on the Create User Group page

Parameter Description
User group name Name of the created user group.
User address The value is IP address or IP

address range.

IP address IP address of a user in a specified
web user group.

IP address range Start and end IP addresses of the
IP network segment for users in
the specified web user group.

b. Click —  to access the Application protocol page, as shown in
Figure 1-81. Select the application protocols to be filtered out and click
OK.
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Figure 1-81 Application protocol page

Select Application Protocol

Available protocol : £ Selected protocol : o

Auth_Service

Finance

Data_Backup
Database

Email
Enterprise_Application
Internet_Conferencing
Remote_Access

Game
Instant_Messaging

Media_Sharing -

| QK | Cancel

(11 NOTE

You cannot select a previously selected application protocol. If this situation
occurs, a dialog box will be displayed, indicating that this protocol has been
selected.

¢. Set a filtering mode. The value is Prohibit application or Limit rate. The
value Prohibit application indicates that the applications using the
selected protocols will be blocked. The value Limit rate indicates that a
rate limit will be set to filter out applications exceeding the rate limit.

d. (Optional) Set Validity time of application control, as shown in Figure
1-82. On the Time Range Settings page, configure specific time points
and click OK. If you do not specify the time points, the application control
function remains effective.
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Figure 1-82 Time Range Settings page

Time Range Settings

Periodic Time Tange

Validity time : Al Sun Mon Tue Wed
Thu Fri Sat
Start time 00: 00 = End time : 00: 00 =
Add
() Validity Period

Added Time Range

Validity Time Start Time End Time DOperation

Mo data.

| OK | Cancel

e. (Optional) Describe information about application control.
(1O NOTE

The value is a string of 1 to 31 case-sensitive characters. It can contain special
characters.
f.  Click Add to make the configured parameters take effect.
e Delete application control configuration.
a. Under Application Control List, select a user group.
b. Click Delete.
¢. In the displayed dialog box, click OK.
e Modify application control configuration.

a. Under Application Control List, click Modify of a user group.

b. Under Application Control Settings, modify one or more values of
Application protocol, Filtering mode, Validity time, and Description.

c. Click OK.
e Disable the application control function.

- Under Application Control List, click Disable of a user group. The value
of Status of the user group displays Disable.
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e Enable the application control function.

- Under Application Control List, click Enable of a user group. The value
of Status of the user group displays Enable.

e Search for a user based on application control configuration.

a. Under Application Control List, select a search criterion from the drop-
down list box, including User Group, Status, Filtering Mode, and
Description.

b. Enter the search criterion in the text box and click L . The information
about the specified user will be displayed in the list.

e Check application protocol information.

- Under Application Control List, click View Details of a user group. The
View Details page is displayed, as shown in Figure 1-83.

Figure 1-83 View Details page
View Details

Application protocol DL

Auth_Service

| Close |

--—-End

1.7.4.4 Website Access Control

1.7.4.4.1 Website Access Control

Context

Configure website access control to set accessible and inaccessible websites for
users.
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Procedure

e Configure website access control.

a.

Choose Configuration > Network Behavior Management > Website
Access Control to access the Website Access Control page, as shown in
Figure 1-84.

Figure 1-84 Website Access Control page

AR Web Platform & A 2 .
Monitoring Configuration Advanced Maintenance Diagnosis samn

(4

Website Access Control  Website Category

Website Access Control Settings

Configuration Wizard * User group, - Select - Create

Allow Block Alert @
( Configuration
Enable @
WAN Configuration
Enable @
LAN Cenfiguration Add
Configured Website Access Control List
Delete || Refresh User Group o
UserGroup ~ | Status + Default Action + | Blacklist Whitelist Website Cat. Validity Time Description Operation
No data.
Attack Defense
WLAN Management
&

Set User group by selecting a user group from the drop-down list box or
creating a user group. To create a user group, click Create. On the Create
User Group page, set parameters based on actual requirements and click
OK, as shown in Figure 1-85. Table 1-33 describes the parameters.

Figure 1-85 Create User Group page

Create User Group

* User group name :

User address : IP address IP address range
* IP address :
IP Address x
No data.
OK Cancel
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e.

Table 1-33 Description of parameters on the Create User Group page

Parameter

Description

User group name

Name of the created user group.

User address

The value is IP address or IP

address range.

IP address

IP address of a user in a specified
web user group.

IP address range

Start and end IP addresses of the

IP network segment for users in
the specified web user group.

(Optional) Set Default action to Allow, Block, or Alert. If the Uniform
Resource Locator (URL) category is not configured for the default access
action, set Default action to Alert.

(Optional) Configure access control based on the URL category, as shown
in Figure 1-86. After the configuration, click OK.

Figure 1-86 Website category control page

Website category control
Website List

Category
Customization
P2P
Download
Humanity
Sports

Social Focus
Military

Social Metwork

OK

Category
Allow Block
Allow Block
Allow Block
Allow Block
Allow Block
Allow Block
Allow Block
Allow Block
Allow Block

| Cancel

Alert
Alert
Alert
Alert
Alert
Alert
Alert
Alert

Alert

(Optional) Enable or disable the blacklist function. Determine whether to

set Blacklist to Enable based on actual requirements. If Enable is

selected, enter website addresses in the text box.
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1.

{11 NOTE

When the blacklist function is enabled, users will be prevented from accessing the
URLs defined in the blacklist. Whitelist priority is higher than blacklist priority, that
is, users will be allowed to access the URL that is defined in both the whitelist and
blacklist.

Enter only one URL record in an individual line. You can use an asterisk (*) as the
wildcard at the start or in the end of a record. For example, www.abc.com,
www.abc*, and *abc.com.

(Optional) Enable or disable the whitelist function. Determine whether to
set Whitelist to Enable based on actual requirements. If Enable is
selected, enter website addresses in the text box.

1.

{11 NOTE

When the whitelist function is enabled, users will be allowed to access the URLs
defined in the whitelist. Whitelist priority is higher than blacklist priority, that is,
users will be allowed to access the URL that is defined in both the whitelist and
blacklist.

Enter only one URL record in an individual line. You can use an asterisk (*) as the
wildcard at the start or in the end of a record. For example, www.abc.com,
www.abc*, and *abc.com.

(Optional) Set the effective time of website access control, as shown in
Figure 1-87. On the Validity time page, configure specific time points
and click OK. If you do not specify the time points, the website access
control function remains effective.
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Figure 1-87 Time Range Settings page
Time Range Settings

Periodic Time Tange

Validity time : Al Sun Mon Tue Wed

Thu Fri Sat

Ak
m
=
=
-
=
L]
Ak

Start time : 00: 00
Add
(v Validity Period

Added Time Range

Validity Time Start Time End Time DOperation

MNo data.

| OK | Cancel

h. (Optional) Describe information about website access control.

(1 NOTE

The value is a string of 1 to 31 case-sensitive characters. It can contain special
characters.

i. Click Add to make the configured parameters take effect.

NOTICE

If many items are configured, the configuration may take a long time.

e Delete website access control configuration.

a. Choose Configuration > Network Behavior Management > Website
Access Control to access the Website Access Control page, as shown in
Figure 1-84.

b. Under Configured Website Access Control List, select a user group.
c. Click Delete.
d. In the displayed dialog box, click OK.
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Modify website access control configuration.

a. Choose Configuration > Network Behavior Management > Website
Access Control to access the Website Access Control page, as shown in
Figure 1-84.

b. Under Configured Website Access Control List, click Modify of a user
group.

¢. Under Website Access Control Settings, modify one or more values of
Default action, Website category control, Blacklist, Whitelist, Validity
time, and Description.

d. Click OK.

NOTICE

If many items are configured, the configuration may take a long time.

Disable the website access control function.

Under Configured Website Access Control List, click Disable of a user
group. The value of Status of the user group displays Disable.

Enable the website access control function.

Under Configured Website Access Control List, click Enable of a user group.
The value of Status of the user group displays Enable.

Search for a user based on website access control configuration.

a. Under Configured Website Access Control List, select a search criterion
from the drop-down list box, including User Group, Status, Default
Action, Blacklist, Whitelist, and Description.

b. Enter the search criterion in the text box and click £ . The information
about the specified user will be displayed in the list.

Check access action information.

Under Configured Website Access Control List, click View Details of a user
group. The View Details page is displayed, as shown in Figure 1-88.
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Figure 1-88 View Details page

View Details

Website List Category D
Category Allow Block Alert
Customization Allow Block Alert
P2p Allow Block Alert
Download Allow Block Alert
Humanity Allow Block Alert
Sports Allow Black Alert
Social Focus Allow Block Alert
Military Allow Block Alert
Social Network Allow Block Alert -

Close

--—-End

1.7.4.4.2 Website Category

Context

Classify URLs into different categories based on the website function to facilitate
website management.

Procedure
e Configure a user-defined Website Category.

a. Choose Configuration > Network Behavior Management > Website
Access Control and click Website Category to access the Website
Category page, as shown in Figure 1-89.
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Figure 1-89 Website Category page

AR Web Platform & B 2 amn ? & T B

Monitorin 9 Configuration Advanced Maintenance Diagnosis

Configuration Wizard T
[== ]
p2p

WAN Configuration

LAN Configuration

Attack Defense

WLAN Management

b. Under Website Category List, click Customization.

c. Click Create Subcategory. In the displayed text box, enter the name of a
category and click OK.

e Update user-defined Website Category.

a. Choose Configuration > Network Behavior Management > Website
Access Control and click Website Category to access the Website
Category page, as shown in Figure 1-89.

b. Under Website Category List, click Customization.
¢. Click Refresh to display all categories.
e Delete a user-defined Website Category.

a. Choose Configuration > Network Behavior Management > Website
Access Control and click Website Category to access the Website
Category page, as shown in Figure 1-89.

b. Under Website Category List, click Customization.

il

c.  On the right of Customization, click ' of a category.
d. In the displayed dialog box, click OK.
e Modify the name of a user-defined Website Category.

a. Choose Configuration > Network Behavior Management > Website
Access Control and click Website Category to access the Website
Category page, as shown in Figure 1-89.

b. Under Website Category List, click Customization.

¢. On the right of Customization, click 7 of the category to be modified.
In the displayed text box, enter the new name of the category.

e Configure URLs for a user-defined Website Category.
- Add URLs to a URL category.
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--—-End

i. Under Website Category List, click Customization. On the right of

Customization, select a URL category and click

ii. Click Add URL. In the displayed text box, enter URLs and click OK, as
shown in Figure 1-90.

iii. Figure 1-90 Add URL page
Add URL

* URL :

oK Cancel

(10 NOTE
If many items are configured, the configuration may take a long time.
Delete a URL from a URL category.
i. Under Website Category List, click Customization. On the right of
Customization, select a URL category and click ®
ii. Select a URL and click Delete. In the displayed dialog box, click OK.
Update URLs of a URL category.
i. Under Website Category List, click Customization. On the right of
Customization, select a URL category and click ®
ii. Click Refresh to display all URLs in the URL category.

1.7.5 Attack Defense

1.7.5.1 Firewall

1.7.5.1.1 Security Zone

Context

Before configuring a firewall, you need to create zones. Then you can deploy
security services based on priorities of zones. The device considers that data
transmission within a zone is reliable and no security policy needs to be used. The
firewall checks data and carries out security policies only when the data flows
from one zone to another.
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The priority of a zone must be set; otherwise, other configurations cannot be
performed. The configured priority of a zone cannot be changed. The priority of a
zone is unique, and a larger value indicates a higher priority of a zone.

The device automatically creates a zone named local with the highest priority. The
zone local cannot be deleted and its priority cannot be changed. Interfaces must
be added to zones so that the firewall can take effect.

Procedure
e Configure a zone.

a. Choose Configuration > Attack Defense > Firewall > Security Zone to
access the Security Zone page, as shown in Figure 1-91.

Figure 1-91 Security Zone

Web Platform £ B 2 hawei ? % T
Monitoring Configuration Advance d Maintenance Diagnosis

Intrusion Defense Policy ~ URLFiltering Policy ~ Security Policy  Interzone Policy  IP Source Guard

Configuration Wizard

WAN Configuration add

Configured Security Zone List

Delete Refresh

LAN Configuration interzonel 3

Network Behavior -
Management 5 Total 3 record(s) ‘7‘

WLAN Management

b. Set parameters on the Security Zone page, as shown in Figure 1-92.
Table 1-34 describes parameters of the zone.

Figure 1-92 Security Zone Settings

Security Zone Settings

* Zone name zone
* Priority : 12 (7]

Select interface

Add
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Table 1-34 Description of parameters of the zone

Item Description

Zone name Name of the zone. The value must
start with a letter and cannot
contain the hyphen (-).
The device provides the zone local
by default, and the priority of this
zone varies depending on device
models.

Priority Priority of the zone.

The priority of a zone varies
depending on device models.

Select interface

Interface that needs to join a
zone.

1. Click ' to access the
Select interface page, as
shown in Figure 1-93.

2. Select the interface to be
added to a zone and click OK.

Click ** in Selected Interface
to delete the selected interface.

Figure 1-93 Select interface

Select interface

Available Interface

Interface Name

Ethernetd/0/0
AtmQ/0/0

Vlanifl

CellularD/0/0
GigabitEthernet0/0/0
Tunnel0/0/0

&7 The interface has joined a zone.

Status

Selected Interface (0/16)

Interface Name Operation

Cancel
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¢. Click Add to complete the configuration. The added zone will be
displayed in the zone list.

e Modify a zone.

a. Choose Configuration > Attack Defense > Firewall > Security Zone to
access the Security Zone page.

b. On the Security Zone page, check Configured Security Zone List. Click
Refresh to check the configured zone list of the device.

c. In the zone list, click Modify on the right of the zone to be modified. On
the Security Zone Modify page, change parameters and click OK to save
the configuration. Table 1-34 describes parameters of the zone.

e Delete a zone.

a. Choose Configuration > Attack Defense > Firewall > Security Zone to
access the Security Zone page.

b. Select the name of the zone to be deleted and click Delete. In the
displayed dialog box, click OK.

e Search for a zone.

a. Choose Configuration > Attack Defense > Firewall > Security Zone to
access the Security Zone page.

b. Select Zone name, Priority, or Interface name from the drop-down list
box on the right of Configured Security Zone List. Enter the

corresponding content and click - . The queried content will be displayed
in Configured Security Zone List.

--—-End

1.7.5.1.2 Intrusion Defense Policy

Context

Intrusion Prevention System (IPS) signature database is the basis for detect
intrusions. Before configuring the policy, load the IPS signature database.

After the IPS signature database is loaded, a large number of signatures
dynamically generated by files in the IPS signature database are not categorized,
and features contained in some signatures do not exist on the local network. You
need to use the signature filter to filter signatures in batches and configure unified
actions. To configure specified actions for some signatures, administrators need to
add the signatures to exception signatures.

You can configure IPS profiles to solve the preceding problem. One IPS profile can
be configured with multiple signature filters and multiple exception signatures.
After being configured with signature filters and exception signatures, IPS profiles
can filter signatures that are suitable for the local network. The device can use IPS
profiles to defend against intrusions.

The device has multiple default IPS profiles for different application scenarios. The
default IPS profiles can be displayed, cloned, or referenced in security policies, but
cannot be modified or deleted.
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Prerequisites

Procedure

strict: It contains all signatures and the action is block. It applies to all
protocols and categories. The IPS profile applies to the scenarios in which the
device is required to block all packets that match signatures.

web_server: It contains all signatures and the default action is used. It applies
to DNS, HTTP, FTP protocols and all categories. The IPS profile applies to
scenarios in which the device is deployed in front of a web server.

file_server: It contains all signatures and the default action is used. It applies
to DNS, SMB, NETBIOS, NFS, SUNRPC, MSRPC, FILE, and TELNET protocols
and all categories. The IPS profile applies to scenarios in which the device is
deployed in front of a file server.

dns_server: It contains all signatures and the default action is used. It applies
to DNS and categories. The IPS profile applies to scenarios in which the device
is deployed in front of a DNS server.

mail_server: It contains all signatures and the default action is used. It applies
to DNS, IMAP4, SMTP, POP3 protocols and all categories. The IPS profile
applies to scenarios in which the device is deployed in front of a mail server.

inside_firewall: It contains all signatures and the default action is used. It
applies to all protocols except TELNET, TFTP and all categories. The IPS profile
applies to scenarios in which the device is deployed behind a firewall.

dmz: It contains all signatures and the default action is used. It applies to all
protocols except NETBIOS, NFS, SMB, TELNET, and TFTP protocols and all
categories. The IPS profile applies to scenarios in which the device is deployed
in front of a DMZ.

outside_firewall: It contains all signatures and the default action is used. It
applies to all protocols and categories except Scanner. The IPS profile applies
to scenarios in which the device is deployed in front of a firewall.

ids: It contains all signatures and the action is alert. It applies to all protocols
and categories. The IPS profile applies to scenarios in which the device is
deployed as an IDS in bypass mode.

default: It contains all signatures and the default action is used. It applies to
all protocols and categories. The IPS profile applies to scenarios in which the
device is deployed as an IPS in in-line mode.

(11 NOTE

Only the AR169BF, AR169FGW-L, AR169FGVW-L, AR169FVW-8S, AR169JFVW-4B4S,
AR169JFVW-2S, AR169CVW-4B4S, ART69EGW-L, ART69EW, AR161EW, AR169CVW,
AR161EW-MT1, and ART69FVW support the IPS configuration.

By default, deep security defense is disabled. When you select Intrusion Defense
Policy, URL Filtering Policy, or Security Policy on the Firewall page, a dialog box
is displayed. Click OK to enable deep security defense.

Create an IPS profile.

a. Choose Configuration > Attack Defense > Firewall > Intrusion Defense
Policy to access the Intrusion Defense Policy page, as shown in Figure
1-94.
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Figure 1-94 Intrusion Defense Policy

Web Platform G a s 2 &£ T DB
Monitoring Configuration Advanced Maintenance Diagnosis
(4]
Security Zone Intrusion Defense Policy URL Filtering Policy Security Policy  Interzone Policy IP Source Guard
Intrusion Defense Policy Settings
Configuration Wizard * Policy name test
Action Default () Alert () Block
Filt ftion: @ Target Server Client )
High Medium Low Information
WAN Configuration
Unix-fike: Windows Android 105 Other
LAN Configuration
Add
Configured Intrusion Defense Policy List
NEmErk e Delete || Refresh Policy Name o
Management Policy Name Protocol | Threat Ty.. | Other Si. Gz
b1 HTTPFTPS... Virus,Trojan,.. Details Modify Result
rict Al Al Details Result

DNSHTTP,... Al Details R
DNS,SMB,... Al Detals Result
NS Al Details Result

WLAN Management

b. In Intrusion Defense Policy Settings, set parameters, as shown in Figure
1-95. Table 1-35 describes parameters of the IPS profile.

Figure 1-95 Intrusion Defense Policy Settings

Intrusion Defense Policy Settings

* Policy name : test
Action : Default Alert Block
Filtering condition: (@ Target: Server Client [7]
@ Severity : High Medium Low Information
& Operating system: || Unix-like Windows Android 105 Other

@ Protocol :
® Threat type :

Other signatures :

Add

Table 1-35 Description of parameters of the IPS profile

Parameter Description

Policy name Name of the IPS profile. The
successfully configured IPS profile
cannot be changed.

Issue 11 (2024-08-30) Copyright © Huawei Technologies Co., Ltd. 115



Huawei AR Series Access Routers
Web-based Configuration Guide

1 EasyOperation Edition

Parameter

Description

Action

action for an IPS signature filter:

e Default: A predefined signature
presets the default action as
Block or Alert.

e Alert: The device permits
packets and generates a log
when the packets match a
signature in the signature filter.

e Block: The device discards
packets and generates a log
when the packets match a
signature in the signature filter.

By default, an IPS signature filter
uses the action Default.

Filtering condition

Filtering condition of the IPS
signature filter. The filtering
conditions include the object,
severity, operating system,
protocol, and category. If the
filtering condition is not set, the
device filters all signatures by
default.

Target Target by which signatures are
filtered. You can select multiple
targets. The IPS signature filter
filters signatures by target.

Severity Severity by which signatures are

filtered. You can select multiple
severities. The IPS signature filter
filters signatures by severity.

Operation system

Operating system by which
signatures are filtered. You can
select multiple operating systems.
The IPS signature filter filters
signatures by operating system.

Protocol

Protocol by which signatures are
filtered. You can select multiple
protocols. The IPS signature filter
filters signatures by protocol. Click

to access the Select
Application Protocol page. You
can select protocols. You can
query Available protocol and
Selected protocol, as shown in
Figure 1-96.
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Parameter

Description

Threat type

Category by which signatures are
filtered. You can select multiple
categories. The IPS signature filter
filters signatures by category. Click

to access the Select
Thread Type page. You can select
categories. You can query
Available Threat and Selected
Threat, as shown in Figure 1-97.

Other signatures

Exception signature. Click

to access the Signature Exception
Settings page and set parameters,
as shown in Figure 1-98. Table
1-36 describes parameters of the
exception signature. After

parameters are set, click to
add the exception signature.

Figure 1-96 Select Application Protocol

Select Application Protocol

Available protacol : o,

Met File Protocol
MNet Service Protocaol
Mail Protocol

IM Protocol
Diatabase Protocol

Other

Selected protocol : o

Cancel
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Figure 1-97 Select Thread Type

Select Threat Type

Available Threat D Selected Threat 0o
Type: Type :

Virus

Traojan

Botnet
Spyware
Adware

CaGl

XSS

Injection
Dir-traversal
Info-Disclosure

Remote-File-Inclusion -

OK Cancel

Figure 1-98 Signature Exception Settings

Signature Exception Settings

* Signature ID : 2000

Action : Allow Alert Block
Signature ID Signature Name Action Operation
MNo data.
oK Cancel

Table 1-36 Description of parameters of an exception signature

Parameter Description

Signature 1D The ID of an IPS signature is
configured in the system and
cannot be changed.

Signature Name The name of an IPS signature is
configured in the system and
cannot be changed.
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Parameter Description
Action Action taken for an exception
signature:

e Allow: The device permits
packets but does not generate
a log when the packets match
an exception signature.

e Alert: The device permits
packets and generates a log
when the packets match an
exception signature.

e Block: The device discards
packets and generates a log
when the packets match an
exception signature.

By default, the action taken for an
exception signature is Allow.

Operation Click ** to delete the added
exception signature.

c. Click Add to complete the configuration. The added IPS profile will be
displayed in Configured Intrusion Defense Policy List.

e Modify an IPS profile.

a. Choose Configuration > Attack Defense > Firewall > Intrusion Defense
Policy to access the Intrusion Defense Policy page.

b. In Configured Intrusion Defense Policy List, select an IPS profile to be
modified. Click Modify under Operation. On the Intrusion Defense
Policy Modify page, change parameters. Table 1-35 describes
parameters of the IPS profile. Policy name cannot be changed.

c. Click OK to save the configuration.
e Delete an IPS profile.

a. Choose Configuration > Attack Defense > Firewall > Intrusion Defense
Policy to access the Intrusion Defense Policy page.

b. In Configured Intrusion Defense Policy List, click Refresh to check all
configured IPS profiles. Select an IPS profile to be deleted and click
Delete. In the displayed dialog box, click OK.

e Search for an IPS profile.

a. Choose Configuration > Attack Defense > Firewall > Intrusion Defense
Policy to access the Intrusion Defense Policy page.

b. On the right of Configured Intrusion Defense Policy List, you can
search for an IPS profile by profile name, action, severity, or another item.

Enter the corresponding content and click P,
e Check an IPS profile.

a. Choose Configuration > Attack Defense > Firewall > Intrusion Defense
Policy to access the Intrusion Defense Policy page.
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b. In Configured Intrusion Defense Policy List, you can check details of

configured intrusion defense policies. Click Details under Other
signatures to check details of an exception signature of a specified IPS

profile, as shown in Figure 1-99.

Figure 1-99 Signature Exception

Signature Exception Details

Signature ID Signature Mame

Mo data.

Close

Action

c. Click Result under Operation to check the signature filtering result of a

specified IPS profile. On the Signature Filtering Result page, query

Signature ID or Signature Name, as shown in Figure 1-100.

Figure 1-100 Signature filtering result
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d. Click the signature name to check signature details.

--—-End

1.7.5.1.3 URL Filtering Policy

Context

With rapid development of Internet applications and popularity of computer
networks, acquisition, sharing, and dissemination of information has become more
widespread than ever, which brings unprecedented threats to enterprises:

e Visiting non-work-related websites during working hours reduces work
efficiency.

e Visiting illegitimate or malicious websites may result in threats such as
worms, viruses, and Trojan horses.

Uniform Resource Locator (URL) filtering regulates online behavior by controlling
URLs that users can access.

The system provides the pre-defined URL filtering profile default. This profile
contains all pre-defined URL categories and defines the permit action. The device
that uses the URL filtering profile default does not process HTTP packets and
permits the HTTP packets to pass through.

(11 NOTE

e The following product models support URL filtering function:
e  ART00&AR120&AR150&AR160&AR200&AR3200 series: All models.
e  AR1200 series: AR1220C, AR1220-8GE, AR1220E, AR1220EV, and AR1220EVW.
° AR2200 series: all models except AR2201-48FE, AR2202-48FE, and AR2204.

Prerequisites

By default, deep security defense is disabled. When you select Intrusion Defense
Policy, URL Filtering Policy, or Security Policy on the Firewall page, a dialog box
is displayed. As shown in Figure 1-101. Click OK to enable deep security defense.

Figure 1-101 Dialog box of enabling deep security defense

Confirm

The deep security function is
disabled. This operation will enable

deep security, and it will take 60 to
90 seconds. Are you sure you want to
continue?

| oK | Cancel
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Procedure
e C(Create a URL filtering profile.

a. Choose Configuration > Attack Defense > Firewall > URL Filtering
Policy to access the URL Filtering Policy page, as shown in Figure
1-102.

Figure 1-102 URL Filtering Policy

Web Platform ) 'E} a s 2 &£ T D
Menitoring Configuration Advanced Maintenance Diagnosis
o
SecurityZone  Intrusion Defense Policy ~ URLFiltering Policy  Security Policy ~ Interzone Policy  IP Source Guard

URL Filtering Policy Settings
Configuration Wizard test

Allow Block  Alet @

WAN Configuration

Configured URL Filtering Policy List
LAN Configuration

Delete Refresh Policy Name 0
Policy Name ~ Default Action ~ Blacklist Whitelist
V1476072045118 Allow asdasdcdsfsagawgawtgwartgwr
Network Behavior qne Block
Management
rt Al
Allow
Alloy
5 7 d(s D 2 >

WLAN Management

b. In URL Filtering Policy Settings, configure parameters, as shown in
Figure 1-103. Table 1-37 describes parameters of the URL filtering
profile.

Figure 1-103 URL Filtering Policy Settings

URL Filtering Policy Settings

* Policy name : test
Default action : Allow Block Alert @
Access action management : Configuration
Blacklist : Enable @
Whitelist : Enable @
Add
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Table 1-37 Description of parameters of the URL filtering profile

Parameter

Description

Policy name

Name of the URL filtering profile.

Default action

Default action in the URL filtering
profile:

e Allow: The device does not
process HTTP packets and
permits the HTTP packets to
pass through.

e block: The device rejects HTTP
packets and generates a log. In
addition, the device displays
the page for blocking HTTP
packets.

e Alert: The device permits HTTP
packets to pass through and
generates a log.

The default action is taken for
URL categories for which no
action is configured.

Access action management

Access action of categories.

1. Click Configuration to access
the Access action
management page.

2. Perform either of the following
operations:

e Select a category (for
example, Download) and
configure an action (Allow,
Block, or Alert) for the
category.

e Click *, select a
subcategory (for example, e-
Books of Download), and
configure an action to
accurately control URL
categories.

3. Click OK.
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Parameter

Description

Blacklist

The websites that enterprise
employees are not allowed to
access can be added to the
blacklist.

1. Select Enable to enable the
blacklist.

2. In the displayed dialog box,
enter the URL. You can enter a
URL in each column and use
the wildcard (*) to represent
any character string. However,
the wildcard can be prefixed or
suffixed to the input content.

NOTE

If the URL that a user accesses does
not match the whitelist, the device
checks whether the URL matches the
blacklist. If the URL matches the
blacklist, the device blocks the URL. If
the URL does not match the blacklist,
the device queries category
information of the URL.

Whitelist

The websites that enterprise
employees are allowed to access
can be added to the whitelist.

1. Select Enable to enable the
whitelist.

2. In the displayed dialog box,
enter the URL. You can enter a
URL in each column and use
the wildcard (*) to represent
any character string. However,
the wildcard can be prefixed or
suffixed to the input content.

NOTE

The whitelist takes precedence over
the blacklist. If the URL that a user
accesses matches the whitelist, the
device permits packets to pass
through and does not match the URL
with the blacklist.
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Parameter Description
Encrypted traffic filtering Set the status of the encrypted

traffic filtering function.

1. Click ON to enable the
Encrypted traffic filtering.

2. The URL requests sent by users
to access desired websites are
transmitted using HTTP or
HTTPS. For HTTP traffic, the
Router can properly implement
URL filtering. For HTTPS traffic,
the Router can implement URL
filtering only after encrypted
traffic filtering is configured.

3. Encrypted traffic filtering takes
effect only when it is enabled
in the URL filtering profile. If
encrypted traffic filtering is
disabled in the URL filtering
profile, the URL filtering profile
does not take effect for HTTPS
traffic.

NOTE

This parameter is supported in
V200R010C10 and later versions.

c. Click Add to complete the configuration. In Configured URL Filtering
Policy List, the newly configured URL filtering profile is displayed.

e Modify a URL filtering profile.

a. Choose Configuration > Attack Defense > Firewall > URL Filtering
Policy to access the URL Filtering Policy page.

b. In Configured URL Filtering Policy List, select a URL filtering profile to
be modified and click Modify.

¢. On the URL Filtering Policy Modify page, change parameters. Policy
name cannot be changed.

d. Click OK.
e Delete a URL filtering profile.

a. Choose Configuration > Attack Defense > Firewall > URL Filtering
Policy to access the URL Filtering Policy page.

b. In Configured URL Filtering Policy List, select a URL filtering profile to
be deleted and click Delete. In the displayed Confirm dialog box, click
OK.

e Search for a URL filtering profile.

a. Choose Configuration > Attack Defense > Firewall > URL Filtering
Policy to access the URL Filtering Policy page.

b. In Configured URL Filtering Policy List, click Refresh to check all
configured URL filtering profiles. You can search for a URL filtering profile
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d.

View Blacklist Details
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Figure 1-104 View Blacklist Details
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On the right of the search result, click the content under Blacklist to
access the View Blacklist Details page. You can check details of the
blacklist, as shown in Figure 1-104.

On the right of the search result, click the content under Whitelist to
access the View Blacklist Details page. You can check details of the
whitelist, as shown in Figure 1-105.

by profile name, default action, or another item. Enter the corresponding
content in the text box and click .
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View Whitelist Details
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Figure 1-105 View Whitelist Details

Figure 1-106 Access Action Details
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On the right of the search result, click Details to access the Access
Action Details page. You can check details of the action of the URL
filtering profile, as shown in Figure 1-106.

Alert
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Alert
Alert
Alert
Alert
Alert
Alert

Alert

F

]

-

Issue 11 (2024-08-30)

Copyright © Huawei Technologies Co., Ltd.

127



Huawei AR Series Access Routers
Web-based Configuration Guide 1 EasyOperation Edition

f.  On the Access Action Details page, search for access actions by category.
Enter the corresponding content in the text box and click .

--—-End

1.7.5.1.4 Security Policy

Context
A security policy is used by the device to control traffic forwarding and integrated
content security detection on network traffic.
After a security policy is configured, the device performs content security detection
for all traffic between the source zone and destination zone. If traffic matches the
security policy, the device takes the action defined in the traffic policy to better
protect security of enterprise networks.
{11 NOTE

e The following product models support URL filtering function:

e  ART00&AR120&AR150&AR160&AR200&AR3200 series: All models.

e  AR1200 series: AR1220C, AR1220-8GE, AR1220E, AR1220EV, and ART1220EVW.

° AR2200 series: all models except AR2201-48FE, AR2202-48FE, and AR2204.

{11 NOTE
e The following product models support IPS function:

e  AR160 series: AR169BF, AR169FGW-L, AR169FGVW-L, AR169FVW-8S,
AR169JFVW-4B4S, AR169JFVW-2S, AR169EGW-L, AR169EW, AR168F-4P, AR161EW,
AR161EW-M1, AR161FW, AR161FV-1P, and ART69FVW.

e  AR1200 series: AR1220E, ART1220EV, and AR1220EVW.

e  AR2200 series: AR2204, AR2204XE, AR2204XE-DC, AR2220, AR2220E, AR2240, and
AR2240C.

e  AR3200 series: All models.

Prerequisites

By default, deep security defense is disabled. When you select Intrusion Defense
Policy, URL Filtering Policy, or Security Policy on the Firewall page, a dialog box
is displayed. Click OK to enable deep security defense.

Figure 1-107 Dialog box of enabling deep security defense

Confirm

The deep security function is
disabled. This operation will enakle

deep security, and it will take 60 to
90 seconds. Are you sure you want to
continue?

| oK | Cancel
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Procedure

e C(Create a security policy.

a. Choose Configuration > Attack Defense > Firewall > Security Policy to
access the Security Policy page, as shown in Figure 1-108.
Figure 1-108 Security Policy
Web Platform ) [= Y 2 £ 7 B
Monitoring Configuration Advanced Maintenance Diagnosis
o
Security Zone Intrusion Defense Policy URL Filtering Policy Security Policy Interzone Policy 1P Source Guard
Security Policy Settings
Configuration Wizard * Policy name test
AcL x
WAN Configuration e el e =
Configured Security Policy List
Delete Refresh Policy Name o
LAN Configuration Policy Name T B S TRy URL Filtering Policy ACL~ Operat
) 5 Total 1 record B
Network Behavior
Management
WLAN Management
b.

In Security Policy Settings, set parameters, as shown in Figure 1-109.
Table 1-38 describes parameters of the security policy.

Figure 1-109 Security Policy Settings

Security Policy Settings

* Policy name : test
ACL: X
Intrusion defense policy : Enable default
URL filtering policy : Enable default
Add
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Table 1-38 Description of parameters of the security policy

Parameter

Description

Policy name

Name of the security policy.

ACL

Object for which content security
detection is required, which can be
the time range and IP address
segment. The ACL must exist.

e Click =  to access the
Select ACL page and select the
configured ACL, as shown in
Figure 1-110.

e Click * to delete the selected
ACL.

NOTE
The security policy takes effect only
when the ACL defines the permit
action.

For details about the ACL

configuration, see 1.7.5.2 ACL.

Intrusion defense policy

IPS profile that has been enabled.

1. Select the Enable check box to
enable the IPS profile.

2. Click ™ to select an IPS
profile, as shown in Figure
1-111.

3. Click OK to select the IPS
profile.

For details about the IPS profile
configuration, see 1.7.5.1.2
Intrusion Defense Policy.

URL filtering policy

URL filtering profile that has been
enabled.

1. Select the Enable check box to
enable the URL filtering profile.

2. Click ™ to select a URL
filtering profile, as shown in
Figure 1-112.

3. Click OK to select the URL
filtering profile.

For details about the URL filtering

profile configuration, see 1.7.5.1.3
URL Filtering Policy.
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Figure 1-110 Select ACL

Select ACL
Refresh ACL Name o,

ACL Name = ACL Number «

r 2997

abcd 2998

abc 2999

act5 3997

bede 3999

10 Total 5 record(s) [:]
Cancel

Figure 1-111 Select Intrusion Defense Policy

Select Intrusion Defense Policy

Refresh Policy Name o,
Policy Name « | Action « Target Severity Operatin... Protocol Threat Type
b1 Block Client Medium Unix-like,Oth... HTTP,FTP,S... Virus,Trojan,Botne...
strict Block Server,Cli... Low,Mediu... Unix-like Win... All All
web_server Default Server,Cli... Low Mediu... Unix-likeWin... DNS HTTP,... All
file_server Default Server,Cli.. Low Mediu... Unix-like Win... DNS,SMB,... All
dns_server Default Server,Cli... Low Mediu... Unix-like Win... DNS All
mail_server Default Server,Cli.. Low Mediu... Unix-like Win... DNSIMAP... All
inside_firewall Default Server,Cli... Low,Mediu.. Unix-like,Win.. DNS,HTTP,... All
dmz Default Server,Cli... Low Mediu... Unix-like Win... DNS HTTP,... All
outside_firewall Default Server,Cli.. Low, Mediu... Unix-like Win... All Virus, Trojan, Botne...
ids Alert Server,Cli... Low,Mediu... Unix-like Win... All All
10 Total 11 record(s) [:] 2 >

Cance'
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C.

Figure 1-112 Select URL Filtering Policy

Select URL Filtering Paolicy

Refresh Policy Name D
Policy Name = Default Action = Blacklist Whitelist
v1476072045118 Allow asdasdcdsfsagawgawtg...
qwe Block
wert Allow
wer Allow
we Allow
~1@#8%"*(_+={{\|z<.. Block ~1@E§%A )+ =\ <en  ~1 @896 7(_+ =\
default Allow
10 Total 7 record(s) |:|

| OK | Cancel

Click Add to complete the configuration.

e Modify a security policy.

a.

C.

Choose Configuration > Attack Defense > Firewall > Security Policy to
access the Security Policy page.

In Configured Security Policy List, click Refresh to check all configured
security policies. Click Modify on the right of the security policy to be
modified and change parameters. Policy name cannot be changed.

Click OK.

e Delete a security policy.

a.

Choose Configuration > Attack Defense > Firewall > Security Policy to
access the Security Policy page.

In Configured Security Policy List, select a security policy to be deleted
and click Delete. In the displayed dialog box, click OK.

e Search for a security policy.

a.

--—-End

Choose Configuration > Attack Defense > Firewall > Security Policy to
access the Security Policy page.

On the right of Configured Security Policy List, you can search for a
security policy by policy name, IPS profile, or another item. Enter the

corresponding content and click P,
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1.7.5.1.5 Interzone Policy

Context

Procedure

Any two zones form an interzone. Each interzone has an independent interzone
view. Most firewall configurations are performed in the interzone view. After the
firewall function is configured, the device checks data transmitted between two
zones.

The configured firewall takes effect only when the firewall is enabled in the
interzone.

When data is transmitted between two zones, the ACL-based packet filtering
firewall enforces packet filtering policies based on ACL rules.

e Configure a policy in an interzone.

a. Choose Configuration > Attack Defense > Firewall > Interzone Policy
to access the Interzone Policy page, as shown in Figure 1-113.

Figure 1-113 Interzone Policy

Web Platform & B 2 amn 2 % T
Monitoring Configuration Advanced Maintenance Diagnosis

[
Security Zone  Intrusion Defense Policy  URLFiltering Policy ~ Security Policy  Interzone Policy 1P Source Guard

Interzone Policy Settings

Configuration Wizard * Source zone - Select - * Destinationzone: - Select -
WAN Configuration

LAN Configuration Add

Network Behavior
Management

WLAN Management

b. Set parameters on the Interzone Policy Settings page, as shown in
Figure 1-114. Table 1-39 describes parameters of the policy in the
interzone.
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Figure 1-114 Interzone Policy Settings

Interzone Palicy Settings

Table 1-39 Description of parameters of the policy in the interzone

Parameter

Description

Source zone

You can select the source zone
from the drop-down list box. The
source zone must have been
created and has a higher priority
than the destination zone.

Destination zone

You can select the destination
zone from the drop-down list box.
The destination zone must have
been created and has a lower
priority than the source zone.

Status

Whether to enable or disable the
firewall. You can click ON to
enable the firewall. By default, the
firewall is disabled.

Security policy

Policy in the interzone.

1. Click to access the Select
Security Policy page, as shown
in Figure 1-115.

2. Select the configured policy
and click OK to return to the
Interzone Policy Settings

page. Click X to delete the
selected policy.

Source Zone->Destination Zone

Data flows from the source zone
to the destination zone.

Destination Zone->Source Zone

Data flows from the destination
zone to the source zone.

Action

You can select the permit or deny
action.
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Parameter Description
ACL Name of the ACL used for filtering

packets. The basic or advanced
ACL can be used.

1. Click - ' to access the Select
ACL page, as shown in Figure
1-116.

2. On the Select ACL page, click
Refresh to check all configured
ACLs. For details about the ACL
configuration, see 1.7.5.2.1
Basic ACL. Click the required
ACL and click OK to return to
the Interzone Policy page. The
selected ACL is displayed on
the Interzone Policy page.

(Optional) You can search for
an ACL by ACL name or
number. Enter the
corresponding content and

click £ to search for the
required ACL.

3. (Optional) To delete the
selected ACL, click * .

Figure 1-115 Select Security Policy

Select Security Policy

Refresh Policy Name 0

Policy Name = Intrusion Defense P.. «+ | URL Filtering Policy « ACL =

Mo data.

| OK | Cancel
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Figure 1-116 Select ACL

Select ACL
Refresh ACL Mame jo
ACL Mame = ACL Mumber =«
acl3 2997
acl2 2998
acll 2999
3000
10 Total 4 record(s) | |

| OK | Cancel

c. Click Add to complete the configuration. The new policy is added to the
policy list.

Modify a policy in an interzone.

a. Choose Configuration > Attack Defense > Firewall > Interzone Policy
to access the Interzone Policy page.

b. Access the Interzone Policy page. In Configured Interzone Policy List,
click Modify under Operation to modify a policy in an interzone. On the
Interzone Policy Modify page, change parameters again. Table 1-39
describes the parameters. Source zone and Destination zone cannot be
changed.

c. Click OK to confirm and save the parameters.
Delete a policy in an interzone.

a. Choose Configuration > Attack Defense > Firewall > Interzone Policy
to access the Interzone Policy page.

b. On the Configured Interzone Policy List page, select a policy to be
deleted. Click Delete. In the displayed Confirm dialog box, click OK.

Search for a policy in an interzone.

a. Choose Configuration > Attack Defense > Firewall > Interzone Policy
to access the Interzone Policy page.

b. On the Configured Interzone Policy List page, select Source zone,
Destination zone, Status, Direction, Action, ACL, or Security policy.

Enter the corresponding content and click L to search for a policy in an
interzone.

----End

1.7.5.1.6 IPSG
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Context

IP Source Guard (IPSG) implements source IP address filtering based on Layer 2
interfaces. IPSG is used to prevent network access from malicious hosts using
stolen IP addresses. In addition, IPSG prevents unauthorized hosts from accessing
or attacking networks with forged IP addresses.

As networks continue to increase in scale, many attackers are forging source IP
addresses to initiate network attacks (IP address spoofing attacks). Some attackers
steal the IP addresses of authorized users to obtain network access rights and
access networks. As a result, authorized users are unable to access networks or
sensitive information may be intercepted. IPSG provides a mechanism to
effectively defend against IP address spoofing attacks.

(11 NOTE

e This function is supported in V200R010C10 and later versions.
e AGE-2S, 4ES2G-S,4ES2GP-S and 9ES2 cards do not support IPSG.

Procedure
e Setting IPSG

a. Choose Configuration > Attack Defense > Firewall > IP Source Guard.
The IP Source Guard tab page is displayed, as shown in Figure 1-117.

Figure 1-117 IP Source Guard

AR Web Platform R & Auto-save B2 amn 2 & T
onitorin Configuration

(4
Security Zone  Intrusion Defense Policy  URLFiltering Policy ~ Security Policy ~ Interzone Policy 1P Source Guard

IP Source Guard Settings
Configuration Wizard Application interface
Apply
Static Binding Settings
- inding address 1P address 1P address range
WAN Configuration Binding add 5
* IP address
* MAC address
Add

LAN Configuration
Configured Static Binding List

Clear || Delete || Refresh 1P Address 0
1P Address ~ MAC Address ~

Network Behavior No data
Management

WLAN Management

b. On the IP Source Guard tab page, set application interface parameters,

as shown in Figure 1-118. Click . The Select interface page is
displayed, as shown in Figure 1-119.
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Figure 1-118 IP Source Guard Settings
IP Source Guard Settings

Application interface :

Apply

Figure 1-119 IP Source Guard

Select interface

Available Interface Selected Interface
Interface Name Interface Name Operation
GigabitEthernet0/0/1
GigabitEthernet0/0/2
GigabitEthernet0/0/3
| OK | Cancel

c. Select the interface to which IPSG will be applied and click OK. In the
Selected Interface area, you can click * to delete a selected interface.
d. Click Apply.
e Setting static binding
- Set the type of address for static binding to IP address.

i. Choose Configuration > Attack Defense > Firewall > IP Source
Guard. The IP Source Guard tab page is displayed.

ii. On the IP Source Guard tab page, set related parameters, as shown
in Figure 1-120. For detailed parameter descriptions, see Table 1-40.
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Figure 1-120 Static Binding Settings

Static Binding Settings

Binding address : IP address IP address range
* IP address
* MAC address : - -
Add
Click Add.

Set the type of address for static binding to IP address range.

Choose Configuration > Attack Defense > Firewall > IP Source
Guard. The IP Source Guard tab page is displayed.

On the IP Source Guard tab page, set related parameters, as shown
in Figure 1-121. For detailed parameter descriptions, see Table 1-40.

Figure 1-121 Static Binding Settings
Static Binding Settings

Binding address : IP address IP address range
= IP address range :

* MAC address :

Add

iii. Click Add.

Table 1-40 Parameters for configuring static binding

Parameter

Description

Binding address

Specifies the type of the IP address
for static binding. Two options are
available:

e |P address
e |P address range

IP address

Specifies the user IP address in a
static binding entry. The value is in
dotted decimal notation.

MAC address

Specifies the user MAC address in a
static binding entry. The value is in
the format of H-H-H. Each H
indicates a hexadecimal number of 1
to 4 digits.
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Parameter Description
IP address range Specifies the user IP address range
in a static binding entry.

e Deleting static binding

a. Choose Configuration > Attack Defense > Firewall > IP Source Guard.
The IP Source Guard tab page is displayed.

b. On the IP Source Guard tab page, view information in the Configured
Static Binding List area. Click Refresh. You can view the list of static
binding entries configured on the device.

c. Select the static binding entry to be deleted and click Delete. In the
displayed dialog box, click OK.

e Clearing static binding

a. Choose Configuration > Attack Defense > Firewall > IP Source Guard.
The IP Source Guard tab page is displayed.

b. Click Clear. In the displayed dialog box, click OK.
e Searching for a static binding entry

a. Choose Configuration > Attack Defense > Firewall > IP Source Guard.
The IP Source Guard tab page is displayed.

b. In the Configured Static Binding List area, select a search type from the
drop-down list on the right, for example, IP address and MAC address. In

the search text box, enter the corresponding content and click = The
information searched out will be displayed in Configured Static Binding
List.

--—-End

1.7.5.2 ACL

1.7.5.2.1 Basic ACL

Context

After a basic ACL is configured on the device, the device can classify IP packets
based on information such as the source IP address, and time range of packets.

Procedure
e Configure a basic ACL rule.

a. Choose Configuration > Attack Defense > ACL > Basic ACL to access
the Basic ACL page, as shown in Figure 1-122.
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Figure 1-122 Basic ACL

Web Platform
Monitoring Configuration Advanced Maintenance

[

Basic ACL Advanced ACL Layer 2 ACL
Rule Settings

Configuration Wizard * Rule number 2001

WAN Configuration

Add
LAN Configuration Configured ACL List

Delete Refresh

ACL Name =

Network Behavior
Management

WLAN Management

Diagnosis

ACL Number &

b. In Rule Settings, configure parameters of the basic ACL rule, as shown in
Figure 1-123. Table 1-41 describes parameters of the basic ACL rule.

Figure 1-123 Rule Settings

Rule Settings

* Rule number 2001
Action : Permit Deny
* Effective ACL : - Select -
Advanced (¥)
Add

Create

Table 1-41 Description of parameters of the basic ACL rule

Parameter

Description

Rule number

ID of the ACL rule.

Action

Action to be taken for packets.
You can configure the device to
permit or discard packets.
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Parameter

Description

Effective ACL

ACL that takes effect. You can
select the configured ACL from
the Effective ACL drop-down list
box. Click Create to add an ACL.
On the Create ACL page, you can
enter the ACL name and click OK
to save the configuration, as
shown in Figure 1-124.
NOTE
The ACL name is a string of 1 to 32
characters without question marks (?)

and spaces, and must start with a
letter.

Source IP/Wildcard

Source addresses of packets that
match the ACL rule.

When an IPv4 ACL is used, enter
the source IP address and
wildcard. The source IP address
and wildcard are in dotted
decimal notation.

Time Range

Time range during which the ACL

takes effect. Click - ™ ' to access
the Time Range Settings page,
and set parameters, as shown in
Figure 1-125. Table 1-42
describes parameters of the time
range.

NOTE

The time range name is displayed on
the configuration result page.

If this parameter is not specified, the
ACL is always valid.

Figure 1-124 Create ACL

Create ACL

* ACL Name :

Cancel
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Figure 1-125 Time Range Settings

Time Range Settings

Periodic Time Range

Walidity time : All +| Sun Mon Tue Wed
Thu Fri Sat
Start time : 00: 00 = End time : 0000 =
Add
= Validity Period
Start time : 2015-10-11 19:04 End time : 2015-10-11 19:04
Add | @
Added Time Range
Validity Time Start Time End Time Operation
2016-10-1119:04 2016-10-12 19:04 X
OK Cancel
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Table 1-42 Description of parameters of the time range

Parameter

Description

Periodic time

Periodic time range of the ACL,
including the validity period in a
week, start time, and end time.

The validity period in a week can
be Monday, Tuesday, Wednesday,
Thursday, Friday, Saturday, or
Sunday. You can select one or
more days.

The start time and end time are in
the range of 00:00 to 23:59. When
both the start time and end time
are 00:00, the time range is from
0:00 to 24:00 of the current day.

After the validity period in a week,
start time, and end time are
selected, click Add. Repeat the
preceding operations to create
multiple periodic time ranges.

Validity Period

Validity period of the ACL,
including the start time and end
time.

After the start time and end time
are selected, click Add. Repeat the
preceding operations to create
multiple validity periods.

Added Time Range

Added time range. To delete a

configured time range, click * on
the right of the time range.

c. Click Add to add an ACL rule. The configured ACL rule is displayed in
Configured ACL List. Click ~ on the left of the ACL name to check

details of the ACL rule.

Modify a basic ACL.

a. Choose Configuration > Attack Defense > ACL > Basic ACL to access

the Basic ACL page.

b. In Configured ACL List, Click — on the left of the ACL name to check
details of the ACL rule. Click Modify to change parameters. Rule number
and effective ACL cannot be changed. Click Delete, then in the displayed

Confirm dialog box, click OK.

Delete a basic ACL.

a. Choose Configuration > Attack Defense > ACL > Basic ACL to access

the Basic ACL page.
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b. In Configured ACL List, select the basic ACL to be deleted. In the
displayed Confirm dialog box, click OK.

e Search for a basic ACL.

a. Choose Configuration > Attack Defense > ACL > Basic ACL to access
the Basic ACL page.

b. Select the ACL name or number from the drop-down list box on the right

of Configured ACL List. Enter the corresponding content and click ‘D.
----End

1.7.5.2.2 Advanced ACL

Context
After an advanced ACL is configured on the device, the device can classify IP
packets based on information such as the source and destination IP addresses,
source and destination port numbers, protocol type, priority, and time range of
packets.

Procedure

e Configure an advanced ACL rule.

a. Choose Configuration > Attack Defense > ACL > Advanced ACL to
access the Advanced ACL page, as shown in Figure 1-126.

Figure 1-126 Advanced ACL

Web Platform & B 2 huawe 2 &£ 7T
Monitoring Configuration Advanced Maintenance Diagnosis

o
Basic ACL Advanced ACL Layer 2 ACL

Rule Settings

Configuration Wizard * Rule number

WAN Configuration

LAN Configuration

Network Behavior
Management

WLAN Management

b. In Rule Settings, configure parameters of the advanced ACL rule, as
shown in Figure 1-127. Table 1-43 describes parameters of the advanced
ACL rule.
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Rule Settings

* Rule number
Action :

* Protocol type :

= Effective ACL:
Advanced (¥
Matched priority :
ToS priority :
Matched IP address

Source IP/Wildcard :

Destination IP/Wildcard :

Time Range:

Figure 1-127 Rule Settings

3000

Permit

- Select -

- Select -

- none -

- none -

Add

Deny

Create

Table 1-43 Description of parameters of the advanced ACL rule

Parameter

Description

Rule number

ID of the ACL rule.

Action

Action to be taken for packets.
You can configure the device to
permit or discard packets.
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Parameter Description
Protocol type Protocol type:
e ICMP(1)

After ICMP(1) is selected, you
can enter the ICMP message
type and code in ICMP
parameter.

e IGMP(2)

e GRE(47)

o |P

e [PINIP(4)

e OSPF(89)

e TCP(6)

e UDP(17)

e User-defined type

NOTE
You can set the value of Protocol
type to User-defined type only
when setting parameters in Rule
Settings.

When the value of Protocol type
is set to User-defined type, you
must enter the protocol number in
User-defined parameter.

Source port This parameter is valid only when
the protocol is TCP or UDP. If this
parameter is not specified,
Transmission Control Protocol
(TCP) or User Datagram Protocol
(UDP) packets with any source
port are matched.

Destination port This parameter is valid only when
the protocol is TCP or UDP. If this
parameter is not specified, TCP or
UDP packets with any destination
port are matched.
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Parameter Description
Effective ACL ACL that takes effect. You can

select the configured ACL from
the drop-down list box. Click
Create to add an ACL. On the
Create ACL page, you can enter
the ACL name and click OK to
save the configuration, as shown
in Figure 1-128.
NOTE
The ACL name is a string of 1 to 32
characters without question marks (?)

and spaces, and must start with a
letter.

Matched priority Matching priority of the advanced
ACL:

e DSCP priority

The device filters packets
matching the ACL rule based
on the Differentiated Services
CodePoint (DSCP) priority of
the packets. After the DSCP
priority is selected, enter the
value in the text box on the
right.

e [P priority

The device filters packets
matching the ACL rule based
on the IP priority. After the IP
priority is selected, enter the
value in the text box on the
right.

ToS priority The device filters packets
matching the ACL rule based on
the ToS field.

Source IP/Wildcard Source addresses of packets that
match the ACL rule. The source IP
address and wildcard are in dotted
decimal notation.

Destination IP/Wildcard Destination addresses of packets
that match the ACL rule. The
destination IP address and
wildcard are in dotted decimal
notation.
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Parameter Description
Time Range Time range during which the ACL
takes effect. Click - ™' to access

the Time Range Settings page,
and set parameters, as shown in
Figure 1-129. Table 1-44
describes parameters of the time
range.
NOTE
The time range name is displayed on
the configuration result page.

If this parameter is not specified, the
ACL is always valid.

Figure 1-128 Create ACL
Create ACL

* ACL Name : test

OK Cancel
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Figure 1-129 Time Range Settings

Time Range Settings

Periodic Time Range

Validity time : All + Sun Mon Tue Wed
Thu Fri Sat

Start time : 00 00 = End time : 00:00 =
Add

(=) Validity Period
Start time : 2016-10-11 19:04 End time : 2016-10-11 19:04

add | @

Added Time Range

Validity Time Start Time End Time Operation

2016-10-1119:04 2016-10-12 19:04 X

OK Cancel
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Table 1-44 Description of parameters of the time range

Parameter

Description

Periodic time

Periodic time range of the ACL,
including the validity period in a
week, start time, and end time.

The validity period in a week can
be Monday, Tuesday, Wednesday,
Thursday, Friday, Saturday, or
Sunday. You can select one or
more days.

The start time and end time are in
the range of 00:00 to 23:59. When
both the start time and end time
are 00:00, the time range is from
0:00 to 24:00 of the current day.

After the validity period in a week,
start time, and end time are
selected, click Add. Repeat the
preceding operations to create
multiple periodic time ranges.

Validity Period

Validity period of the ACL,
including the start time and end
time.

After the start time and end time
are selected, click Add. Repeat the
preceding operations to create
multiple validity periods.

Added Time Range

Added time range. To delete a

configured time range, click X
under Operation on the right of
the time range.

¢. Click Add to add an ACL rule. The configured ACL rule is displayed in
Configured ACL List. Click ~ on the left of the ACL name to check

details of the ACL rule.
Modify an advanced ACL.

a. Choose Configuration > Attack Defense > ACL > Advanced ACL to

access the Advanced ACL page.

b. In Configured ACL List, click — on the left of the ACL name to check
details of the ACL rule. Click Modify to change parameters. Rule number
and effective ACL cannot be changed. Click Delete to delete the
advanced ACL. In the displayed Confirm dialog box, click OK.

c. Click Details to check details of the advanced ACL.

Delete an advanced ACL.
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a. Choose Configuration > Attack Defense > ACL > Advanced ACL to
access the Advanced ACL page.

b. In Configured ACL List, select the advanced ACL to be deleted. In the
displayed Confirm dialog box, click OK.

e Search for an advanced ACL.

a. Choose Configuration > Attack Defense > ACL > Advanced ACL to
access the Advanced ACL page.

b. Select the ACL name or number from the drop-down list box on the right

of Configured ACL List. Enter the corresponding content and click ‘D.

----End

1.7.5.2.3 Layer 2 ACL

Context
After a Layer 2 ACL is configured, the device classifies packets based on link layer
information such as the source MAC address, destination MAC address, and Layer
2 protocol type.

Procedure

e Configure a Layer 2 ACL rule.

a. Choose Configuration > Attack Defense > ACL > Layer 2 ACL to access
the Layer 2 ACL page, as shown in Figure 1-130.

Figure 1-130 Layer 2 ACL

Web Platform ) o A 2 huae 2 £ 7
Monitorin Configuration

Configuration Wizard

WAN Configuration

Source MAC address mask

LAN Configuration

Network Behavior

Management
Add

WLAN Management

b. In Rule Settings, configure parameters of the Layer 2 ACL rule, as shown
in Figure 1-131. Table 1-45 describes parameters of the Layer 2 ACL rule.
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Figure 1-131 Rule Settings

Rule Settings

* Rule number

Layer 2 protocol
802.1P

Matched MAC address
Source MAC address :

Destination MAC address ;

Source MAC address mask

Destination MAC address mask :

Source VLAN mask :

Table 1-45 Description of parameters of the Layer 2 ACL rule

Parameter

Description

Rule number

ID of the ACL rule.

Action

Action to be taken for packets.
You can configure the device to
permit or discard packets.

Effective ACL

ACL that takes effect. You can
select the configured ACL from
the drop-down list box. Click
Create to add an ACL. On the
Create ACL page, you can enter
the ACL name and click OK to
save the configuration, as shown
in Figure 1-132.
NOTE
The ACL name is a string of 1 to 32
characters without question marks (?)

and spaces, and must start with a
letter.
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Parameter

Description

Layer 2 protocol

Protocol type of the Layer 2 ACL.

You can use a hexadecimal
number to specify a protocol type
or use the following protocol
types:

e ARP

e |P

e MPLS

e RARP

e User-defined type

NOTE
When the value of Layer 2
protocol is set to User-defined
type, you must enter the protocol
number in User-defined
parameter.

802.1P

802.1p priority in the outer VLAN
tag of packets that match the ACL
rule.

Source MAC address

Source MAC address of packets
that match the ACL rule.

The value is in H-H-H format,
where H is a hexadecimal number
of 1 to 4 digits.

Source MAC address mask

Mask of the source address of
packets that match the ACL rule.

The value is in H-H-H format,
where H is a hexadecimal number
of 1 to 4 digits.

Destination MAC address

Destination MAC address of
packets that match the ACL rule.

The value is in H-H-H format,
where H is a hexadecimal number
of 1 to 4 digits.

Destination MAC address mask

Destination MAC address of
packets that match the ACL rule.

The value is in H-H-H format,
where H is a hexadecimal number
of 1 to 4 digits.

Source VLAN

Outer VLAN ID in packets that
match the ACL rule.

Source VLAN mask

Mask of the outer VLAN ID in
packets that match the ACL rule.
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Parameter Description
Time Range Time range during which the ACL
takes effect. Click - ™' to access

the Time Range Settings page,
and set parameters, as shown in
Figure 1-133. Table 1-46
describes parameters of the time
range.
NOTE
The time range name is displayed on
the configuration result page.

If this parameter is not specified, the
ACL is always valid.

Figure 1-132 Create ACL

Create ACL

* ACL Name : test

OK Cancel
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Figure 1-133 Time Range Settings

Time Range Settings

Periodic Time Range

Validity time : All + Sun Mon Tue Wed
Thu Fri Sat

Start time : 00 00 = End time : 00:00 =
Add

(=) Validity Period
Start time : 2016-10-11 19:04 End time : 2016-10-11 19:04

add | @

Added Time Range

Validity Time Start Time End Time Operation

2016-10-1119:04 2016-10-12 19:04 X

OK Cancel
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Table 1-46 Description of parameters of the time range

Parameter

Description

Periodic time

Periodic time range of the ACL,
including the validity period in a
week, start time, and end time.

The validity period in a week can
be Monday, Tuesday, Wednesday,
Thursday, Friday, Saturday, or
Sunday. You can select one or
more days.

The start time and end time are in
the range of 00:00 to 23:59. When
both the start time and end time
are 00:00, the time range is from
0:00 to 24:00 of the current day.

After the validity period in a week,
start time, and end time are
selected, click Add. Repeat the
preceding operations to create
multiple periodic time ranges.

Validity Period

Validity period of the ACL,
including the start time and end
time.

After the start time and end time
are selected, click Add. Repeat the
preceding operations to create
multiple validity periods.

Added Time Range

Added time range. To delete a

configured time range, click *
under Operation on the right of
the time range.

Click Add to add an ACL rule. The configured ACL rule is displayed in
Configured ACL List. Click ~> on the left of the ACL name to check

details of the ACL rule.

Modify a Layer 2 ACL.
Choose Configuration > Attack Defense > ACL > Layer 2 ACL to access

a.

a.

the Layer 2 ACL page.

In Configured ACL List, click ~> on the left of the ACL name to check
details of the ACL rule. Click Modify to change parameters. Rule number
and effective ACL cannot be changed. Click Delete to delete the Layer 2
ACL, then in the displayed Confirm dialog box, click OK.

Delete a Layer 2 ACL.
Choose Configuration > Attack Defense > ACL > Layer 2 ACL to access

the Layer 2 ACL page.
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b. In Configured ACL List, select the Layer 2 ACL to be deleted. In the
displayed Confirm dialog box, click OK.

e Search for a Layer 2 ACL.

a. Choose Configuration > Attack Defense > ACL > Layer 2 ACL to access
the Layer 2 ACL page.

b. Select the ACL name or number from the drop-down list box on the right
of Configured ACL List. Enter the corresponding content and click =
----End

1.7.5.3 Security Management
1.7.5.3.1 AAA

Service Scheme

Context
Access users must obtain authorization information before going online.
Authorization information about users can be managed by configuring a service
scheme.

Procedure

e Configure a service scheme.

a. Choose Configuration > Attack Defense > Security Management >
AAA > Service Scheme to access the Service Scheme page, as shown in
Figure 1-134.

Figure 1-134 Service Scheme
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Monitoring Configuration Advanced Maintenance Diagnosis

AAA
RADIUS | HWTACACS | Advanced
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ervice Scheme Name | Primary DNS Server « Secondary DNS Server « | Idle User Disconnection + | Traffic Threshold(Kbyt... + | Idle User Disconnectio... | Operation
adfa 10112 10113 Based on uplink and down... 200 10 Modify

Network Behavior ~
Management otal 1 record(s) ‘7

WLAN Management
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b. In Service Scheme Settings, configure the service scheme, as shown in
Figure 1-135. Table 1-47 describes parameters of the service scheme.

Figure 1-135 Service Scheme Settings

Service Scheme Settings

* Service scheme name :
Primary DNS server . . . Secondary DNS server :

Idle user disconnection : Based on uplink traffic

+ Traffic Idle user disconnection
threshold(Kbyte/minute) : nterval(min) :

Add

Table 1-47 Description of parameters of the service scheme

Parameter Description

Service scheme name Name of the created service
scheme.

Primary DNS server IP address of the primary DNS
server.

Secondary DNS server IP address of the secondary DNS
server.

Idle user disconnection Idle-cut mode:
e Close

e Based on uplink traffic
e Based on downlink traffic

e Based on uplink and downlink
traffic

Traffic threshold (Kbyte/minute) Traffic threshold for the idle-cut
function.

NOTE
This parameter is available only when
the value of Idle user disconnection
is Based on uplink traffic, Based on
downlink traffic, or Based on uplink
and downlink traffic.

Idle user disconnection Period in which an idle user can
interval(min) stay online.
NOTE

This parameter is available only when
the value of Idle user disconnection
is Based on uplink traffic, Based on
downlink traffic, or Based on uplink
and downlink traffic.
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C.

Click Add to add the service scheme. The service scheme will be displayed
in the service scheme list.

e Modify a service scheme.

a.

d.

Access the Service Scheme page.

Choose Configuration > Attack Defense > Security Management >
AAA > Service Scheme to access the Service Scheme page.

In Service Scheme List, select the service scheme to be modified and
click Modify.

On the Modify Service Scheme page, change parameters. Service
scheme name cannot be changed. Table 1-47 describes parameters of
the service scheme.

Click OK to confirm and save the parameters.

e Delete a service scheme.

a.

C.

Access the Service Scheme page.

Choose Configuration > Attack Defense > Security Management >
AAA > Service Scheme to access the Service Scheme page.

In Service Scheme List, select the service scheme to be deleted and click
Delete.

In the displayed dialog box, click OK.

e Search for a service scheme.

Access the Service Scheme page.

Choose Configuration > Attack Defense > Security Management >
AAA > Service Scheme to access the Service Scheme page.

In Service Scheme List, click Refresh to check all configured service
schemes. On the right of Service Scheme List, enter the name of the

service scheme to be queried and click * to search for a service scheme.

RADIUS used for authentication and accounting protects a network against
unauthorized access. It is often used on the networks that require high security
and remote user access control.

a.
b.
----End
RADIUS
Context
Procedure

e Configure a RADIUS server template.

a.

Create a RADIUS server template.

Choose Configuration > Attack Defense > Security Management >
AAA > RADIUS to access the RADIUS page, as shown in Figure 1-136.
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Figure 1-136 RADIUS
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b. In RADIUS Server Profile, configure the RADIUS server template, as
shown in Figure 1-137. Table 1-48 describes parameters of the RADIUS
server template.

Figure 1-137 RADIUS Server Profile

= RADIUS Server Profile

Profile Settings

* Profile name:  test
T * Confirm key :
User name Original user name Mode : Active/Standby mode Load balancing mods
Add

Table 1-48 Description of parameters of the RADIUS server template

Parameter Description

Profile name Name of the RADIUS server
template.

Key Shared key of a RADIUS server.

The shared key is used to encrypt
the password and generate the
response authenticator.

Confirm key Confirm shared key of a RADIUS
server.
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Parameter

Description

User name

Whether the packets sent by the
device to the RADIUS server
contain domain names.

e Original user name
e With domain name
e Without domain name

NOTE
If the RADIUS server does not accept
the user names carrying domain
names, set the value of User name to
Without domain name. Then the
device removes domain names from
the user names before sending
packets to the RADIUS server.

Mode

RADIUS server mode:

e Active/Standby mode: When
multiple RADIUS
authentication or accounting
servers are configured, the
server with the highest weight
becomes the primary server,
and the other servers are
secondary servers. Among the
secondary servers, the servers
with higher weight have higher
priority. If the servers have the
same weights, they are selected
in the sequence in which they
were configured.

e Load balancing mode: The
device distributes
authentication or accounting
packets to the RADIUS servers
based on the weights of the
servers. For example, the
weights of server A, server B,
and server C are 80, 80, and 40.
The possibilities that the device
sends packets to the servers
are as follows:

- Server A: 80/(80 + 80 + 40)
=40%

- Server B: 80/(80 + 80 + 40)
=40%

- Server C: 40/(80 + 80 + 40)
=20%
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Click Add to complete the configuration.
Modify a RADIUS server template.

Choose Configuration > Attack Defense > Security Management >
AAA > RADIUS to access the RADIUS page.

In Profile List, click Refresh to check all configured RADIUS server
templates. Select a RADIUS server template to be modified and click
Modify.

In Modify Profile, change parameters. Profile name cannot be changed.
Table 1-48 describes parameters of the RADIUS server template.

Click OK.
Delete a RADIUS server template.

Choose Configuration > Attack Defense > Security Management >
AAA > RADIUS to access the RADIUS page.

In Profile List, select a RADIUS server template to be deleted and click
Delete.

In the displayed dialog box, click OK.
Search for a RADIUS server template.

Choose Configuration > Attack Defense > Security Management >
AAA > RADIUS to access the RADIUS page.

On the right of Profile List, you can search for a RADIUS server template
by profile name, user name, mode, or another item. Enter the

corresponding content in the text box and click P,

Configure an authentication or accounting server.

a.

Create an authentication or accounting server.

Choose Configuration > Attack Defense > Security Management >
AAA > RADIUS to access the RADIUS page.

In Server Setting of Authentication/Accounting Server, set parameters,
as shown in Figure 1-138. Table 1-49 describes parameters of the
authentication or accounting server.

Figure 1-138 Authentication/Accounting server settings

Server Settings
= Profile name : - Select -
Server type : Authentication server Accounting server

* IP address R . . * Port number : Weight

Add

Table 1-49 Description of parameters of the authentication or accounting
server

Parameter Description

Profile name Name of the created RADIUS

server template.
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Parameter Description

Server type The server type is authentication
or accounting server.

IP address IP address of the RADIUS
authentication or accounting
server.

Port number Port number of the RADIUS
authentication or accounting
server.

Weight Weight of the RADIUS
authentication or accounting
server.

{1 NOTE

e  After an authentication or accounting server is created, you can rapidly
query the configured authentication or accounting server based on the
search item.

e A maximum of four RADIUS servers can be configured in a RADIUS server
template. The device sends authentication or accounting packets to the
servers based on Mode or Weight.

Click Add to complete the configuration.
Modify an authentication or accounting server.

Choose Configuration > Attack Defense > Security Management >
AAA > RADIUS to access the RADIUS page.

In Server List of Authentication/Accounting Server, click Refresh to

b

check all configured servers. Click =+ to check detailed information
about a specified server. Select an authentication or accounting server to
be modified and click Modify. In Modify Profile, change parameters.
Profile name and Server type cannot be changed. Table 1-49 describes
parameters of the authentication or accounting server.

Click OK.
Delete an authentication or accounting server.

Choose Configuration > Attack Defense > Security Management >
AAA > RADIUS to access the RADIUS page.

In Server List of Authentication/Accounting Server, select an
authentication or accounting server to be deleted and click Delete.

In the displayed dialog box, click OK.
Search for an authentication or accounting server.

Choose Configuration > Attack Defense > Security Management >
AAA > RADIUS to access the RADIUS page.

In Server List of Authentication/Accounting Server, you can search for
an authentication or accounting server by template name, server type, or
another item. Enter the corresponding content in the text box on the

right and click #.
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Configure an authorization server.

a.

Create an authorization server.

Choose Configuration > Attack Defense > Security Management >
AAA > RADIUS to access the RADIUS page.

In Server Setting of Authorization Server, set parameters, as shown in
Figure 1-139. Table 1-50 describes parameters of the authorization
server.

Figure 1-139 Settings of the authorization server

Server Settings

+ Authorization Server IP Address : X X X Profile name

* Key: Confirm ke

Table 1-50 Description of parameters of the authorization server

Parameter Description

Authorization Server IP Address IP address of the authorization
server.

Profile name Name of the created RADIUS

server template.

Key Shared key of the RADIUS
authorization server.

Confirm key Confirm shared key of the RADIUS
authorization server.

Click Add to complete the configuration.
Modify an authorization server.

Choose Configuration > Attack Defense > Security Management >
AAA > RADIUS to access the RADIUS page.

In Server List of Authorization Server, click Refresh to check all
configured authorization servers. Select an authorization server to be
modified and click Modify. In Modify Server, change parameters.
Authorization Server IP Address cannot be changed. Table 1-50
describes parameters of the authorization server.

Click OK.
Delete an authorization server.

Choose Configuration > Attack Defense > Security Management >
AAA > RADIUS to access the RADIUS page.

In Server List of Authorization Server, select an authorization server to
be deleted and click Delete.

In the displayed dialog box, click OK.
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Search for an authorization server.

Choose Configuration > Attack Defense > Security Management >
AAA > RADIUS to access the RADIUS page.

In Server List of Authorization Server, you can search for an
authorization server by Authorization Server IP Address, Profile name,
or another item. Enter the corresponding content in the text box on the

right and click ©.

HWTACACS used for authentication, authorization, and accounting protects a
network against unauthorized access. It also supports command line
authorization. Compared with RADIUS, HWTACACS is more reliable in transmission
and encryption, and is more suitable for security control.

a.
b.
----End
HWTACACS
Context
Procedure

e Configure an HWTACACS server.

a.

b.

Enable HWTACACS globally.

Choose Configuration > Attack Defense > Security Management >
AAA > HWTACACS to access the HWTACACS page, as shown in Figure
1-140.

Figure 1-140 HWTACACS

Web Platform ) £ B & admin 2 £ 7
Monitorin Configuration dvan

Configuration Wizard
HWTACACS function

= HWTACACS Server Profile

Profile Settings

WAN Configuration

Add
LAN Configuration

Network Behavior
Management

® Authentication/Authorization/Accounting Server

WLAN Management

Click to enable HWTACACS globally.
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- Create an HWTACACS server template.

a. Choose Configuration > Attack Defense > Security Management >
AAA > HWTACACS to access the HWTACACS page.

b. In Profile Setting of HWTACACS Server Profile, set parameters as
shown in Figure 1-141. Table 1-51 describes parameters of the
HWTACACS server template.

Figure 1-141 Settings of the HWTACACS server template

Profile Settings
* Profile name : test
= Key: = Confirm key :

User name

Add

Table 1-51 Description of parameters of the HWTACACS server template

Parameter Description

Profile name Name of the HWTACACS server
template.

Key Shared key of the HWTACACS
server.

The shared key is used to encrypt
the password and generate the
response authenticator.

Confirm key Confirm shared key of the
HWTACACS server.

User name Whether the packets sent by the
device to the HWTACACS server
contain domain names.

e Original user name
e With domain name

e Without domain name

NOTE
If the HWTACACS server does not
accept the user names carrying
domain names, set the value of User
name to Without domain name.
Then the device removes domain
names from the user names before
sending packets to the HWTACACS
server.

c. Click Add to complete the configuration.
- Modify an HWTACACS server template.
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a. Choose Configuration > Attack Defense > Security Management >
AAA > HWTACACS to access the HWTACACS page.

b. In Profile List of HWTACACS Server Profile, click Refresh to check all
configured HWTACACS server templates. Select an HWTACACS server
template to be modified and click Modify. In Modify Profile, change
parameters. Table 1-51 describes parameters of the HWTACACS server
template. Profile name cannot be changed.

c. Click OK.

- Delete an HWTACACS server template.

a. Choose Configuration > Attack Defense > Security Management >
AAA > HWTACACS to access the HWTACACS page.

b. In Profile List of HWTACACS Server Profile, select an HWTACACS server
template to be deleted and click Delete.

¢. In the displayed dialog box, click OK.

- Search for an HWTACACS server template.

a. Choose Configuration > Attack Defense > Security Management >
AAA > HWTACACS to access the HWTACACS page.

b. In Profile List of HWTACACS Server Profile, you can search for an

HWTACACS server template by HWTACACS server template name, user
name, or another item. Enter the corresponding content in the text box

and click ~.

Configure an authentication, authorization, or accounting server.

a.

Create an authentication, authorization, or accounting server.

Choose Configuration > Attack Defense > Security Management >
AAA > HWTACACS to access the HWTACACS page.

In Server Setting of Authentication/Authorization/Accounting Server,
set parameters as shown in Figure 1-142. Table 1-52 describes
parameters of the authentication, authorization, or accounting server.

Figure 1-142 Settings of the authentication, authorization, or accounting
server

Server Settings

* Profile name :  Select -

Table 1-52 Description of parameters of the authentication,
authorization, or accounting server

Parameter Description

Profile name Name of the created HWTACACS

server template.
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Parameter Description
Server type The server type is authentication,
authorization, or accounting
server.
Primary server IP address IP address of the primary

--—-End

C.

authentication, authorization, or
accounting server.

Primary server port number Port number of the primary
authentication, authorization, or
accounting server.

Secondary server IP address IP address of the secondary
authentication, authorization, or
accounting server.

Secondary server port number Port number of the secondary
authentication, authorization, or
accounting server.

Click Add to complete the configuration.
Modify an authentication, authorization, or accounting server.

Choose Configuration > Attack Defense > Security Management >
AAA > HWTACACS to access the HWTACACS page.

In Server List of Authentication/Authorization/Accounting Server,
click Refresh to check all configured authentication, authorization, or
accounting servers. Select an authentication, authorization, or accounting
server to be modified and click Modify.

In Modify Server, change parameters. Table 1-51 describes parameters
of the authentication, authorization, or accounting server. Profile name
and Server type cannot be changed.

Delete an authentication, authorization, or accounting server.

Choose Configuration > Attack Defense > Security Management >
AAA > HWTACACS to access the HWTACACS page.

In Server List of Authentication/Authorization/Accounting Server,
select an authentication, authorization, or accounting server to be
deleted and click Delete.

In the displayed dialog box, click OK.
Search for an authentication, authorization, or accounting server.

Choose Configuration > Attack Defense > Security Management >
AAA > HWTACACS to access the HWTACACS page.

In Server List of Authentication/Authorization/Accounting Server, you
can search for an authentication, authorization, or accounting server by
profile name or server type.

Enter the corresponding content in the text box and click L,
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Advanced

Context

Procedure

Traditional network security technologies focus on threats brought by external
computers but not threats brought by internal computers. Current network devices
cannot prevent attacks initiated by devices on internal networks.

Network Admission Control (NAC) is used to ensure security of network
communication services. NAC considers network security from the perspective of
user terminals, implements security control over access users, and provides end-
to-end (E2E) security.

In NAC authentication, if a user fails to be authenticated consecutively within a
short period, the system is affected. In addition, an attacker may make several
attempts to enter the user name and password to crack the user name and
password. After the quiet function is enabled, if the number of times that a user
fails to be authenticated within 60s exceeds the upper limit, the device discards
the user's authentication request packets for a period to avoid frequent
authentication failures.

NAC includes 802.1x authentication, MAC address authentication, and Portal
authentication.

e Configure 802.1x authentication globally.

a. Choose Configuration > Attack Defense > Security Management >
AAA > Advanced to access the Advanced page, as shown in Figure
1-143.

Figure 1-143 Advanced settings

Web Platform o B 2 admn ? £ T
Monitoring Configuration Advance d Maintenance Diagnosis

vice Scheme | RADIUS | HWTACACS

oniotionza 802.1X Authentication Global Settings

WAN Configuration

LAN Configuration

Network Behavior
Management

Apply

WLAN Management
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In 802.1X Authentication Global Settings, set parameters, as shown in
Figure 1-144. Table 1-53 describes parameters of global 802.1x
authentication.

Figure 1-144 Settings of global 802.1x authentication

802.1X Authentication Global Settings
Quiet timer

Maximum authentication failure [ - Quict timer value
count before turning quiet:

Table 1-53 Description of parameters of global 802.1x authentication

Parameter Description

Quiet timer Whether to enable or disable the
quiet timer. By default, the quiet
timer is enabled.

Maximum authentication failure Maximum number of

count before turning quiet authentication failures before the
device quiets a user. By default,
the value is 10.

Quiet timer value (s) Quiet period for 802.1x
authentication users who fail to
be authenticated. By default, the
value is 60s.

e Configure global Portal authentication.

a.

Choose Configuration > Attack Defense > Security Management >
AAA > Advanced to access the Advanced page.

In Portal Authentication Global Settings, set parameters, as shown in
Figure 1-145. Table 1-54 describes parameters of global Portal
authentication.

Figure 1-145 Settings of global Portal authentication

Portal Authentication Global Settings

Quiet timer

10 Quiet timer

ransparent transmission of
authentication information:

V1&Vv2 V2

Lower alarm threshold
percentage (%):
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C.

Table 1-54 Description of parameters of global Portal authentication

Parameter

Description

Quiet timer

Whether to enable or disable the
quiet timer. By default, the quiet
timer is enabled.

Maximum authentication failure
count before turning quiet

Maximum number of
authentication failures before the
device quiets a user. By default,
the value is 10.

Quiet timer value (s)

Quiet period for Portal
authentication users who fail to
be authenticated. By default, the
value is 60s.

Port number in portal packets

Number of the port through
which the device listens to Portal
packets. By default, the port
number is 2000.

Transparent transmission of
authentication information

Whether to enable or disable
transparent transmission of user
authentication information. By
default, the device is enabled to
transparently transmit user
authentication information.

Portal version

Version of the Portal protocol. By
default, the device supports Portal
protocol v1 and v2.

Upper alarm threshold
percentage(%)

Upper alarm threshold for the
number of Portal authentication
users, in percentage. By default,
the value is 100.

Lower alarm threshold

Lower alarm threshold for the

percentage (%) number of Portal authentication
users, in percentage. By default,
the value is 50.
Click Apply.

Configure MAC address authentication globally.

a.

Choose Configuration > Attack Defense > Security Management >
AAA > Advanced to access the Advanced page.

In MAC Address Authentication Global Settings, set parameters, as
shown in Figure 1-146. Table 1-55 describes parameters of global MAC

address authentication.
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Figure 1-146 Settings of global MAC address authentication

MAC Address Authentication Global Settings

Maximum authentication failure Quiet timer value (s) : 50
count before turning quiet:

Table 1-55 Description of parameters of global MAC address
authentication

Parameter Description

Maximum authentication failure Maximum number of

count before turning quiet authentication failures before the
device quiets a user. By default,
the value is 10.

Quiet timer value (s) Value of the quiet timer. By
default, the value is 60s.

c. Click Apply.
e Perform other configurations.

a. Choose Configuration > Attack Defense > Security Management >
AAA > Advanced to access the Advanced page.

b. In Others, set parameters, as shown in Figure 1-147. Table 1-56
describes parameters of other configurations.
Figure 1-147 Other configurations

Others

Apple CNA configuration

Apply

Table 1-56 Description of parameters of other configurations

Parameter Description

Apply CNA configuration Whether to enable or disable
Apple CNA. By default, Apple CNA
is disabled.

c. Click Apply.
----End

1.7.6 WLAN Management
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(11 NOTE

The AR109, AR109W, and ART09GW-L on the EasyOperation web platform do not support the
WLAN AC function. Therefore, the WLAN AC function cannot be configured for these models on
the EasyOperation web platform.

1.7.6.1 AC Management

1.7.6.1.1 AC Configuration

Context

An AC manages APs, controls WLAN user access, and guarantees security. APs can
communicate with the AC only after the AC basic parameters are configured.

Procedure

Step 1

Choose Configuration > WLAN Management > AC Management > Basic

Configuration > AC Configuration. The AC Configuration page is displayed, as

shown in Figure 1-148.

Figure 1-148 AC Configuration page

AR Web Platform

Configuration Wizard

WAN Configuration

LAN Configuration

Network Behavior
Management

Attack Defense

(4

Monitoring

Basic Configuration

&

Configuration

Advance d

Priority of CAPWAP management packets 5
sent from AP to AC

Confirm pre-shared key

CAPWAP heartbeat detection count 6

Step 2 Configure AC basic parameters. Table 1-57 describes the AC basic parameters.
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Table 1-57 AC basic parameters

Parameter

Description

AC source address

Source interface of the AC.

e VLANIF: A VLANIF interface is used as the source
interface.

e LoopBack: A loopback interface is used as the source
interface.

NOTE
The selected source interface must have an IP address.

Click ™ . In the Interface list dialog box that is displayed,
select an AC source address.

To delete the AC source address, click X

AP data buffer

Whether to enable the AC to buffer AP data.

Buffer duration(min)

Period during which an AC buffers AP data. The
parameter takes effect only when you set AP data
buffer to ON.

AP authentication
mode

Authentication mode used to authenticate APs. By
default, the AC authenticates APs using MAC address
authentication.

NOTE

e MAC address authentication: The AP authentication mode
can be set to MAC address authentication.

e SN authentication: The AP authentication mode can be set
to SN authentication.

e Non-authentication: The AP authentication mode can be set
to non-authentication.

NOTE
When the parameter is set to MAC address authentication or
SN authentication, you can click Add AP to add APs manually
or import APs in batches. For details, see 1.7.6.2.2 AP
Configuration.

1-58.

Step 3 Configure AC advanced parameters. For description of the parameters, see Table

Table 1-58 AC advanced parameters

Parameter

Description

Priority of CAPWAP
management
packets sent from AC
to AP

Priority of CAPWAP management packets sent from the
AC to APs.
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Parameter

Description

Priority of CAPWAP
management
packets sent from AP
to AC

Priority of CAPWAP management packets sent from APs

to the AC.

Allow AP to establish
DTLS session with AC
using default pre-
shared key

Whether to allow an AP to establish a DTLS session with
an AC using the default pre-shared key.

Pre-shared key

Pre-shared key used for DTLS encryption.

Confirm pre-shared
key

Confirm pre-shared key used for DTLS encryption.

CAPWAP heartbeat
detection interval(s)

CAPWAP heartbeat detection interval.

CAPWAP heartbeat
detection count

Number of CAPWAP heartbeat detections.

Step 4 Click Apply. In the Info dialog box that is displayed, click OK.

--—-End

1.7.6.2 AP Management

1.7.6.2.1 AP Group Configuration

AP Group

Context

Procedure

The AP group function is used to configure multiple APs in batches. When multiple
APs managed by an AC require the same configurations, you can add these APs to
one AP group and configure the AP group to complete AP configuration.

(11 NOTE

For details about configurations of each profile bound to an AP group, see 1.7.6.3 Profile.

e Create an AP group.

a. Choose Configuration > WLAN Management > AP Management > AP
Group Configuration > AP Group. The AP Group page is displayed, as
shown in Figure 1-149.
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b.

Figure 1-149 AP Group page

AR Web Platform - . o B 2 admin 2 &£ T
Monitoring Configuration Advanced Maintenance Diagnosis

(4

AP Group Configuration AP Configuration AP Maintenance  Profile Management

Configuration Wizard AP Group Settings

WAN Configuration AP Group List

LAN Configuration

Network Behavior 5 Total 3 record(s) (1]
Management o

Attack Defense

Set AP group name and click Add. The new AP group is added to the AP
group list.

Delete an AP group.

a.

b.
C.

Choose Configuration > WLAN Management > AP Management > AP
Group Configuration > AP Group. The AP Group page is displayed, as
shown in Figure 1-149.

Select the AP group that you want to delete and click Delete.
In the dialog box that is displayed, click OK. The AP group is deleted.

Search for an AP group.

a. Choose Configuration > WLAN Management > AP Management > AP
Group Configuration > AP Group. The AP Group page is displayed, as
shown in Figure 1-149.

b. Under AP Group List, in the search box, select a search criterion, enter
the search content, and click oy

(1] NOTE

Click Refresh to refresh AP group information.

Bind profiles to the AP group.

a.

Choose Configuration > WLAN Management > AP Management > AP
Group Configuration > AP Group. The AP Group page is displayed, as
shown in Figure 1-149.

Click Configuration mapping an AP group. The AP Group Configuration
page is displayed, as shown in Figure 1-150.
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Figure 1-150 AP Group Configuration page

AR Web Platform

Monitoring

Configuration Wizard

WAN Configuration

LAN Configuration

Network Behavior
Management

Attack Defense

o)

Configuration

Advance d

Maintenance Diagnosis

Profile Management

On the AP Group Configuration page that is displayed, you can see the
configurations of the AP group. See 1.7.6.3 Profile for description of the
configuration profiles and Table 1-59 for details about the configuration

parameters.

Table 1-59 Configuration parameters of an AP group

Parameter

Description

VAP Configuration

Configures VAPs for AP groups:
adds or removes VAP profiles for
AP groups. After a VAP profile is
added, the AP generates a VAP to
implement basic WLAN services.

For detailed parameters, see
1.7.6.3.1 Wireless Service.

Radio Management

Configures radio parameters for
AP groups, enabling the radios to
work at the optimal performance.

e Regulatory domain profile:
configures the country code
and DCA parameters for radios.

e Radio 0/Radio 1/Radio 2:
configures parameters for
radios.

For detailed parameters, see
1.7.6.3.2 Radio Management.
Configure radios describes
parameters on the Radio 0, Radio
1, and Radio 2 pages.

Issue 11 (2024-08-30)

Copyright © Huawei Technologies Co., Ltd. 178



Huawei AR Series Access Routers
Web-based Configuration Guide

1 EasyOperation Edition

d.
Configure radios.

a.

Parameter

Description

AP

Configures system and wired
interface parameters for AP
groups.

e AP system profile: configures
system parameters for AP
groups.

e ETH-TRUNK profile: configures
wired interface parameters for
AP groups.

For detailed parameters, see

1.7.6.3.3 AP. See AP Wired Port

Profile for parameters of the ETH-

TRUNK profiles.

Click Apply. In the Info dialog box that is displayed, click OK.

Choose Configuration > WLAN Management > AP Management > AP
Group Configuration > AP Group. The AP Group page is displayed, as

shown in Figure 1-149.

Click Configuration mapping an AP group. The AP Group Configuration

page is displayed.

Click + ahead of Radio Management. Among the displayed items, click
Radio 0, Radio 1, or Radio 2. The radio configuration page is displayed,
as shown in Figure 1-151. For detailed parameters, see Table 1-60.

Figure 1-151 Radio configuration page

AR Web Platform

Configuration Wizard

WAN Configuration

LAN Configuration

Network Behavior
Management

Attack Defense
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Table 1-60 Radio configuration parameters

Parameter Description

Radio 0 Settings(2.4G)/Radio 1 Settings(5G)/Radio 2 Settings(5G)

Working status Whether the radio is enabled or
disabled.

EIRP(dBm) Transmit power of a radio.

Channel Working bandwidth and working
channel of the radio.

Antenna gain(dB) Antenna gain of the radio.

Bridge distance(0.1km) Radio coverage distance.

Switch to 5G Whether the working frequency of

a radio is switched to the 5 GHz
frequency band. Only radio 0
supports this parameter.

d. Click Apply. In the Info dialog box that is displayed, click OK.
----End

Static Load Balancing Group

Context

The load balancing function applies to scenarios where there is a high degree of
overlap between APs' coverage ranges. If APs engaged in load balancing are far
from each other, a STA may connect to a distant AP, which affects wireless
experience of users.

When the load difference between APs reaches the load difference threshold,
some STAs may access the network slowly because the APs will reject access
requests of STAs according to the load balancing algorithm. If a STA continues
sending association requests to an AP, the AP allows the STA to associate when
the number of consecutive association attempts of the STA exceeds the maximum
number of rejection times. Currently, the maximum number of rejection times can
be configured only in dynamic load balancing mode but not in static load
balancing mode. The default value is 3.

In static load balancing mode, APs providing the same services are manually
added to a load balancing group. When a STA needs to access a WLAN, it sends
an Association Request packet to an AC through an AP. The AC determines
whether to permit access from the STA according to a load balancing algorithm.
The implementation of static load balancing must meet the following conditions.

e If dual-band APs are used, traffic is load balanced among APs working on the
same frequency band.

e Each load balancing group supports a maximum of 16 AP radios.
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Procedure
e Create a static load balancing group.

a. Choose Configuration > WLAN Management > AP Management > AP
Group Configuration > Static Load Balancing. The Static Load
Balancing page is displayed, as shown in Figure 1-152.

Figure 1-152 Static Load Balancing page

AR Web Platform od ) A 2 oamin 2 % T

Monitoring Configuration Advanced Maintenance Diagnosis

Configuration Wizard
9 Static Load Balancing Group Settings

Static load balancing group name
Add AP Configuration
Minimum STAS for load balancing

WAN Configuration
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Static Load Balancing Group List
LAN Configuration g B

Delete Refresh

Network Behavior
Management huawei ap

Attack Defense

b. Set parameters for creating a static load balancing group. For description
of the parameters, see Table 1-61.

Table 1-61 Parameters for creating a static load balancing group

Parameter Description

Static load Name of the static load balancing group
balancing group

name

Minimum STAs for | Start threshold for load balancing.
load balancing

Minimum load Load difference threshold for load balancing.
difference for load
balancing (%)

Optional AP Click Configuration. In the Add AP dialog box
that is displayed, select APs to be added to the
load balancing group.

Selected AP Click Configuration. In the Add AP dialog box
that is displayed, check selected APs to be added
to the load balancing group.
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C.

Click Add.

Modify a static load balancing group.

a.

C.

Choose Configuration > WLAN Management > AP Management > AP
Group Configuration > Static Load Balancing. The Static Load
Balancing page is displayed, as shown in Figure 1-152.

Click Modify mapping a static load balancing group. On the page that is
displayed, modify the group parameters. For description of the
parameters, see Table 1-61.

Click OK.

Delete a static load balancing group.

a. Choose Configuration > WLAN Management > AP Management > AP
Group Configuration > Static Load Balancing. The Static Load
Balancing page is displayed, as shown in Figure 1-152.

b. In Static Load Balancing Group List, select a static load balancing group
to be deleted and click Delete.

c. Click OK.

(0 NOTE

Click Refresh to refresh the displayed static load balancing group information.

Search for a static load balancing group.

a. Choose Configuration > WLAN Management > AP Management > AP
Group Configuration > Static Load Balancing. The Static Load
Balancing page is displayed, as shown in Figure 1-152.

b. Under Static Load Balancing Group List, in the search box, select a
search criterion, enter the search content, and click P,

Add APs.

a. Choose Configuration > WLAN Management > AP Management > AP
Group Configuration > Static Load Balancing. The Static Load
Balancing page is displayed, as shown in Figure 1-152.

b. Click Configuration. In the Add AP dialog box that is displayed, select

APs and radios to be added to the static load balancing group, as shown
in Figure 1-153.
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Figure 1-153 Add AP dialog box

Add AP
Available AP o Selected AP D
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Radiol
1000-0000-0000
QK Cancel
c. Click OK.
e Check APs.

a. Choose Configuration > WLAN Management > AP Management > AP
Group Configuration > Static Load Balancing. The Static Load
Balancing page is displayed, as shown in Figure 1-152.

b. Click Check AP mapping a static load balancing group. In the Check AP

dialog box that is displayed, enter the AP name and click ~. AP
information is displayed.

c. Click Close. The Static Load Balancing page is displayed.
----End

1.7.6.2.2 AP Configuration

Context
You can view AP information on the AP Configuration page, and deploy, replace,
and delete APs on this page.

Procedure

Step 1 Configure AP information.

1. Choose WLAN Management > AP Management > AP Configuration to
access the AP Info page, as shown in Figure 1-154.
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Figure 1-154 AP Info page
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You can add an AP manually or import APs in a batch.

e Add an AP manually.

1. Set Create mode to Manually add and configure AP parameters based on
selected keywords. Table 1-62 describes the parameters.

2. Click add. Added APs are displayed in Existing AP List.

Table 1-62 AP parameter description

Parameter

Description

AP ID

ID of an AP.

AP type

Type of an AP.

AP MAC

MAC address of an AP.

NOTE
When the authentication mode is non-
authentication on the AC, you must set
MAC address or SN. When the
authentication mode is MAC address
authentication on the AC, you must set
MAC address.

AP SN

SN of an AP.

NOTE
When the authentication mode is non-
authentication on the AC, you must set
MAC address or SN. When the
authentication mode is SN
authentication on the AC, you must set
SN.
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e Import APs in a batch.

1. Set Add AP to Batch import to access the Batch import page, as shown in
Figure 1-155.

Figure 1-155 Batch import page

Web Platform & & B 2 e 2?2 % T
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o
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Network Behavior ® Non-authorized AP List

Management
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Load the AP template file. Click Import to import the AP template file.
Click Add. Imported APs are displayed in Existing AP List.
Deploy an AP.

Choose WLAN Management > AP Management > AP Configuration to
access the AP Info page, as shown in Figure 1-154.

2. Under Existing AP List, select an AP and click Deploy to access the Deploy
AP page, as shown in Figure 1-156.

—e W N

3. On the Deploy AP page, you can reset the AP name. The other parameters
cannot be modified.

Figure 1-156 Deploy AP page
Deploy AP

Selected AP List

APID = AP MAC AP Name AP Group = 1P Address Status ~

] 0000-0000-1111 0000-0000-1111 default = idle

10 Total 1 record(s) D
oK Cancel
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4.

1.

Click OK.
Delete an AP.

Choose WLAN Management > AP Management > AP Configuration to
access the AP Info page, as shown in Figure 1-154.

Under Existing AP List, select an AP and click Delete. In the displayed
Warning dialog box, click OK.

Add an AP to the blacklist.

Choose WLAN Management > AP Management > AP Configuration to
access the AP Info page, as shown in Figure 1-154.

Select an AP in Existing AP List and click Add to Blacklist. The system
displays a message indicating that the AP is successfully added to the
blacklist.

Replace an AP.

Choose WLAN Management > AP Management > AP Configuration to
access the AP Info page, as shown in Figure 1-154.

Under Existing AP List, select an AP and click Replacement to access the
Replace AP page, as shown in Figure 1-157.

On the Replace AP page, enter the MAC address of the new AP.

Figure 1-157 Replace AP page

Replace AP

* New AP MAC : 0000 - 0001 - 0002

Ok Cancel

Click OK.

Search for an existing AP.

Choose WLAN Management > AP Management > AP Configuration to
access the AP Info page, as shown in Figure 1-154.

Under Existing AP List, set the search criteria and click . APs matching the
search criteria are displayed. You can view, deploy, delete, or replace the APs.
Search for an unauthenticated AP.

Choose WLAN Management > AP Management > AP Configuration to
access the AP Info page, as shown in Figure 1-154.

Under Non-authorized AP List, set the search criteria and click L

Add an unauthorized AP to the MAC address whitelist.

Choose WLAN Management > AP Management > AP Configuration to
access the AP Info page, as shown in Figure 1-154.
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Select an AP in Non-authorized AP List and click Add to MAC Whitelist. The
system displays a message indicating that the AP is successfully added to the
MAC address whitelist.

Add an unauthorized AP to the SN whitelist.
Choose WLAN Management > AP Management > AP Configuration to
access the AP Info page, as shown in Figure 1-154.

Select an AP in Non-authorized AP List and click Add to SN Whitelist. The
system displays a message indicating that the AP is successfully added to the
SN whitelist.

Add an unauthorized AP to the blacklist.

Choose WLAN Management > AP Management > AP Configuration to
access the AP Info page, as shown in Figure 1-154.

Select an AP in Non-authorized AP List and click Add to Blacklist. The
system displays a message indicating that the AP is successfully added to the
blacklist.

Step 2 Configure the whitelist.

1.

Choose Configuration > WLAN Management > AP Management > AP
Configuration > Whitelist. The Whitelist page is displayed, as shown in
Figure 1-158.

Figure 1-158 Whitelist
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Under MAC Whitelist Settings on the MAC Whitelist tab, select the mode in
which APs will be added to the MAC address whitelist.

AP MAC addresses can be added to the whitelist in either of the following
modes:
- Single addition

Enter an AP's MAC address in MAC address.
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- Batch import

In Import MAC file, download the MAC address file template. Fill in the
template and import the file to the system.

3. Click Add. AP MAC addresses are added to the whitelist.
(1) NOTE

To search APs in the whitelist, under MAC Whitelist, enter a MAC address in the MAC
Address text box and click . You can also delete items in the MAC Whitelist.
4.  Under SN Whitelist Settings on the SN Whitelist tab, select the mode in

which APs will be added to the SN whitelist.

AP SNs can be added to the whitelist in either of the following modes:

- Single addition
Enter an AP's SN in SN.

- Batch import

In Import SN file, download the SN file template. Fill in the template
and import the file to the system.

5. Click Add. AP SNs are added to the whitelist.
(1) NOTE

To search APs in the whitelist, under SN Whitelist, enter an SN in the SN text box and
click D. You can also delete items in the SN Whitelist.

Step 3 Configure the blacklist.

1. Choose Configuration > WLAN Management > AP Management > AP
Configuration > Blacklist. The Blacklist page is displayed, as shown in
Figure 1-159.

Figure 1-159 Blacklist
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2.  Under MAC Blacklist Settings, select the mode in which APs will be added to
the blacklist.

AP MAC addresses can be added to the blacklist in either of the following
modes:
- Single addition
Enter an AP's MAC address in MAC address.
- Batch import

In Import MAC file, download the MAC address file template. Fill in the
template and import the file to the system.

3. Click Add. AP MAC addresses are added to the blacklist.
(0 NOTE

To search APs in the blacklist, under MAC Blacklist, enter a MAC address in the MAC

Address text box and click -D. You can also delete items in the blacklist.

--—-End

1.7.6.2.3 AP Maintenance

AP Upgrade
Context
You can upgrade a large number of APs on your network in batches.
Before starting a batch AP upgrade, upgrade an AP to check whether the target
version is normal, ensuring success of the subsequent batch upgrade.
1O NOTE
The batch AP upgrade and single AP upgrade functions on the web system apply only to
online APs.
Procedure

e Set the upgrade mode.

a. Choose Configuration > WLAN Management > AP Management > AP
Maintenance > AP Upgrade. The AP Upgrade page is displayed, as
shown in Figure 1-160.
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Figure 1-160 AP Upgrade page
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5 AP Upgrade
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Set parameters on the Upgrade Mode area. Table 1-63 describes the
parameters you need to set in the two upgrade modes.

Click Apply. In the Info dialog box that is displayed, click OK.

(11 NOTE

The parameter settings in Upgrade Mode take effect for both batch AP upgrade and
single AP upgrade.

Table 1-63 Parameters for the upgrade mode

Parameter Description

Upgrade mode AP upgrade mode.

e FTP: The upgrade system
software must be uploaded to
the FTP server in advance, and
APs can communicate with the
FTP server.

e SFTP: The upgrade system
software must be uploaded to
the SFTP server in advance, and
APs can communicate with the
SFTP server.

IP address of the FTP server or
SFTP server for storing the
upgrade system software.

Server IP

FTP user name User name for logging in to the

FTP server.
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Parameter Description
FTP password Password for logging in to the FTP
server.
SFTP user name User name for logging in to the

SFTP server.

SFTP password Password for logging in to the
SFTP server.

Upgrade APs in batches.

a.

C.

Choose Configuration > WLAN Management > AP Management > AP
Maintenance > AP Upgrade. The AP Upgrade page is displayed, as
shown in Figure 1-160.

In AP Batch Upgrade, set parameters for upgrading APs in batches. For
description of the parameters, see Table 1-64.

Table 1-64 Parameters for upgrading APs in batches

Parameter Description

AP type Type of APs to be upgraded.

Upgrade file AP upgrade file.

AP group AP group to which the APs to be
upgraded belong.

Click Add. In the Info dialog box that is displayed, click OK.

Delete batch AP upgrade configurations.

a.

Choose Configuration > WLAN Management > AP Management > AP
Maintenance > AP Upgrade. The AP Upgrade page is displayed, as
shown in Figure 1-160.

In AP Batch Upgrade, select a batch AP upgrade configuration to be
deleted and click Delete. In the Confirm dialog box that is displayed,
click OK.

Search for batch AP upgrade information.

a.

Choose Configuration > WLAN Management > AP Management > AP
Maintenance > AP Upgrade. The AP Upgrade page is displayed, as
shown in Figure 1-160.

Under AP Batch Upgrade, in the search box, select a search criterion,

enter the search content, and click L.

(11 NOTE

Click Refresh to refresh batch AP upgrade information.
Upgrade a single AP.

a.

Choose Configuration > WLAN Management > AP Management > AP
Maintenance > AP Upgrade. The AP Upgrade page is displayed, as
shown in Figure 1-161.
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Figure 1-161 AP upgrade
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b. In AP Upgrade, click | ™ | next to Select AP. In the AP List dialog box
that is displayed, select an AP to be upgraded and click OK.

¢. Enter the upgrade file name in Upgrade file and click Upgrade. In the
Info dialog box that is displayed, click OK.

e Query the upgrade status.

a. Choose Configuration > WLAN Management > AP Management > AP
Maintenance > AP Upgrade. The AP Upgrade page is displayed, as
shown in Figure 1-161.

b. In Upgrade State Query, query the AP upgrade status. Table 1-65
describes the AP upgrade status parameters.

Table 1-65 Upgrade status parameters

Parameter Description

AP ID AP ID.

AP Name AP name.

AP MAC MAC address of an AP.

Group Name AP group to which an AP belongs.
Type AP type.
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Parameter Description
Upgrade Status Upgrade status of an AP.

e Updating(File download x%)
e Updating(File written x%)

e Failure(Normal to standby)
e Failure(Fail to config)

e Failure(The memory of the AP
is insufficient)

e Waiting for upgrade

e Failure(Failed to download the
upgrade file)

e Failure(The version is not
matched)

e Failure(Invalid file name)

e Failure(The AP type is not
matched)

e Failure(Incorrect file content)

e Failure(Failed to write
information in the memory)

e Failure(The upgrade expires)

e Failed to obtain the upgrade
result

e Failure(The AP is disconnected)

e The AP does not need to be
upgraded

e Failure(The user cancels the
upgrade)

e Failure(Failed to send the file)

e Failure(Failed to receive the
file)

e Failure(Failed to covert the file
format)

e Wait for the upgrade next time

e Failure(Failed to send upgrade
configuration)

e Failure(Failed to send upgrade
request)

e Failure(AP wait file timeout)

e Failure(Upgrade configuration
response error)

e Failure(Failed to cut upgrade
filename)

e Failure(Can not get AP type)
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Parameter Description

e Failure(AP type mismatch
batch upgrade AP type)

e Failure(Failed to analyze the
version by upgrade filename)

e Failure(Abnormal upgrade
procedure)

e Need mode switch

e The upgrade is successful. The
AP need mode switch

e Failure(Incorrect identifier)

e Failure(Failed to log in to the
FTP server)

e Failure(Failed to log in to the
SFTP server)

e Failure(Failed to read the file)

e Failure(The upgrade mode
changes)

e Failure(The upgrade file
changes)

e Wait for reboot

e  Query the AP upgrade status.

a. Choose Configuration > WLAN Management > AP Management > AP
Maintenance > AP Upgrade. The AP Upgrade page is displayed, as
shown in Figure 1-161.

b. Under Upgrade State Query, in the search box, select a search criterion,
enter the search content, and click .

(10 NOTE

Click Refresh to refresh the AP upgrade status.
e Restart an AP.

a. Choose Configuration > WLAN Management > AP Management > AP
Maintenance > AP Upgrade. The AP Upgrade page is displayed, as
shown in Figure 1-161.

b. In Upgrade State Query, select an AP to be restarted and click Restart.
In the Confirm dialog box that is displayed, click OK.

--—-End

AP Restart

Procedure
e Restart an AP.
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Choose Configuration > WLAN Management > AP Management > AP
Maintenance > AP Restart. The AP Restart page is displayed, as shown

in Figure 1-162.

Figure 1-162 AP Restart page
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Select the AP that you want to restart from the AP list and click Restart.
In the Confirm dialog box that is displayed, click OK to restart the AP.

To restart all the APs in the AP list, click Restart All. In the Confirm
dialog box that is displayed, click OK to restart all the AP. For description
of the AP parameters, see Table 1-66.

Table 1-66 Description of the AP parameters

Parameter Description

AP ID ID of the AP.

AP Name Name of the AP.

MAC Address MAC address of the AP.

Group Name

Name of the group that the AP
belongs to.

IP Address

IP address of the AP.

Type

Type of the AP.

STA Quantity

Number of STAs connected to the
AP.

Login Time

Online duration of the AP.

Status

Status of the AP.
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Parameter Description
Version Version of the AP.
Serial Number Sequence number (SN) of the AP.

e Search for an AP.

a. Choose Configuration > WLAN Management > AP Management > AP
Maintenance > AP Restart. The AP Restart page is displayed, as shown
in Figure 1-162.

b. In the search box, select a search criterion, enter the search content, and
click 2.

1 NOTE
Click Refresh to refresh AP information.

--—-End

1.7.6.2.4 Profile Management

For details, see 1.7.6.3 Profile.
1.7.6.3 Profile

Context

You can configure and manage WLAN profiles in unified and centralized manners
through the profile management page.

Choose Configuration > WLAN Management > AP Management > Profile
Management. The Profile Management page is displayed.

1.7.6.3.1 Wireless Service

VAP Profile

Context
The administrator needs to deliver service parameters to an AP so that the AP can
provide network access services for wireless users. A VAP profile is a set of service
parameters. You can configure different VAP profiles and deliver configurations in
the profiles to APs to provide differentiated WLAN services.

Procedure

e Create a VAP profile.

a. Choose Configuration > WLAN Management > AP Management >
Profile Management > Wireless Service > VAP Profile. The VAP Profile
List page is displayed, as shown in Figure 1-163.
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Figure 1-163 VAP Profile List page
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b. Click Create. The Create VAP Profile page is displayed.
c. Enter the name of the new VAP profile in Profile name.

Click OK. The parameter setting page of the new VAP profile is displayed,
as shown in Figure 1-164.

Figure 1-164 Parameter setting page of the new VAP profile
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e. Set parameters for creating a VAP profile. For description of the
parameters, see Table 1-67.
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f.

a.

Table 1-67 Parameters for creating a VAP profile

Parameter Description

VAP Profile Name of the new VAP profile,
which cannot be modified.

VAP type VAP type.

e |f the type of a VAP is set to
service, STAs connected to the
VAP can only access network
resources but not APs. Service
VAPs are used in regular WLAN
deployment scenarios.

e If the type of a VAP is set to
ap-management, STAs
connected to the VAP can only
access APs but not network
resources. AP management
VAPs are used in STA access
and AP management scenarios.

Service VLAN ID

ID of the service VLAN.

Forwarding mode

Forwarding mode, which can be
Direct or Tunnel.

Band steering

Whether to enable band steering.

IP binding check

Whether to enable IP source
guard on an AP.

IP learning

Whether to enable STA IPv4/IPv6
address learning.

Strict IP learning

Whether to enable strict STA IPv4/
IPv6 address learning through
DHCP.

Dynamic blacklist of static IPv4
addresses

Whether to add STAs with bogus
IPv4 addresses to a dynamic
blacklist.

DHCP trusted interface

Whether to enable the DHCP
trusted port function on an AP.

Effective after logout

Whether to enable offline
management VAP and antenna
alignment VAP functions.

Click Apply. In the Info dialog box that is displayed, click OK.
Modify a VAP profile.

Choose Configuration > WLAN Management > AP Management >
Profile Management > Wireless Service > VAP Profile. The VAP Profile
List page is displayed, as shown in Figure 1-163.
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b. Select the profile that you want to modify and click Modify. The VAP
Profile page is displayed.
¢. Modify parameters for the VAP profile. For description of the parameters,
see Table 1-67.
d. Click Apply. In the Info dialog box that is displayed, click OK.
e Delete a VAP profile.

a. Choose Configuration > WLAN Management > AP Management >
Profile Management > Wireless Service > VAP Profile. The VAP Profile
List page is displayed, as shown in Figure 1-163.
b. Select the profile that you want to delete and click Delete. In the
Confirm dialog box that is displayed, click OK.
e Clear a VAP profile.

a. Choose Configuration > WLAN Management > AP Management >
Profile Management > Wireless Service > VAP Profile. The VAP Profile
List page is displayed, as shown in Figure 1-163.

b. Click Clear. In the Confirm dialog box that is displayed, click OK.
e Display the profile reference relationship.

a. Choose Configuration > WLAN Management > AP Management >
Profile Management > Wireless Service > VAP Profile. The VAP Profile
List page is displayed, as shown in Figure 1-163.

b. Select the profile of which you want to display the reference relationship
and click Display Reference. The system displays the types and names of
the objects that reference the profile.

(11 NOTE

Click Hide Profile Reference. The system hides the displayed results.
e Configure profiles referenced by a VAP profile.

a. Choose Configuration > WLAN Management > AP Management >
Profile Management > Wireless Service > VAP Profile. The VAP Profile
List page is displayed. Click + next to VAP Profile. The system displays
names of the VAP profiles. Click + next to a VAP profile name. The
profiles referenced by the VAP profile are displayed in the menu
navigation area, as shown in Figure 1-165.
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Figure 1-165 Other profiles referenced by the VAP profile
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b. Click any profile referenced in the VAP profile. The configuration page of
the referenced profile is displayed. Select a profile name from the drop-
down list box and configure parameters of the referenced profile. For
descriptions of the profile parameters, see its configuration page.

c. Click Apply. In the Info dialog box that is displayed, click OK.
----End

SSID Profile

Context
An SSID profile is mainly used to configure STA association and access parameters
based on an SSID, including the SSID name, STA association timeout period, non-
HT STA access, and QoS CAR.

Procedure

e C(Create an SSID profile.

a. Choose Configuration > WLAN Management > AP Management >
Profile Management > Wireless Service > SSID Profile. The SSID
Profile List page is displayed, as shown in Figure 1-166.
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Figure 1-166 SSID Profile List
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b. Click Create. The Create SSID Profile page is displayed.
¢. Enter the name of the new SSID profile in Profile name.

d. Click OK. The parameter setting page of the new SSID profile is
displayed, as shown in Figure 1-167.

Figure 1-167 Parameter setting page of the new SSID profile
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e. Set parameters for creating an SSID profile. Table 1-68 describes the
parameters for modifying an SSID profile.
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Table 1-68 Parameters for creating an SSID profile

Parameter Description

SSID Profile Name of the new SSID profile,
which cannot be modified.

SSID Name of an SSID.

NOTE
When command lines are used to
configure an SSID name containing
non-English characters, the non-
English characters can only be edited
using the command editor of the
UTF-8 encoding format.

Association timeout(min)

STA association timeout period. If
an AP receives no data packet
from an STA in a continuous
period of time, the STA goes
offline after the association
timeout period is reached.

Maximum number of STAs

Maximum number of access STAs
on a single VAP.

Hide SSID after the maximum
number of STAs is reached

Whether to hide SSIDs when the
number of users on a VAP reaches
the maximum.

Disable non-HT terminal access

Whether to disable non-HT STA
access.

EDCA Parameters

Area

Preset EDCA parameters for
different scenarios. Users can
select the corresponding scenarios
or adjust the preset EDCA
parameters.

e User-defined: Values of EDCA
parameters are defined by
users.

e Voice: Voice packets
preferentially use a channel.

e Voice and video: Voice and
video packets preferentially use
a channel.

Packet Type

Packet type.

e AC_VO: Voice
AC_VI: Video
AC_BE: Best Effort
AC_BK: Background
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Parameter

Description

AIFSN

Arbitration inter frame spacing
number (AIFSN), which
determines the channel idle time.
A larger AIFSN value indicates
that the STA must wait for a
longer time and has a lower
priority.

ECWmin

ECWmax

Exponent form of the minimum
contention window (ECWmin) and
exponent form of the maximum
contention window (ECWmax)
together determine the average
backoff time. Larger ECWmin and
ECWmax values indicate that the
average backoff time for the STA
is longer and the STA priority is
lower.

TXOPLimit(32 ps)

Transmission opportunity limit
(TXOPLimit), which determines
the maximum duration in which
an STA can occupy the channel. A
larger TXOPLimit value indicates
that the STA can occupy the
channel for a longer time.

Admin Frame Expense Optimization

Beacon frame rate on 2.4G
radio(Mbps)

Rate at which 2.4 GHz Beacon
frames are sent.

Beacon frame rate on 5G
radio(Mbps)

Rate at which 5 GHz Beacon
frames are sent.

Deny broadcast probe request

Whether to disable an AP from
responding to broadcast Probe
Request frames.

Probe response retransmission

Number of times Probe Response
packets ate retransmitted.

Others

DTIM interval

Number of Beacon frames sent
before the Beacon frame that
contains the DTIM.

Hide SSID

Whether to enable SSID hiding in
Beacon frames.

f.  Click Apply. In the Info dialog box that is displayed, click OK.

Modify an SSID profile.
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a. Choose Configuration > WLAN Management > AP Management >
Profile Management > Wireless Service > SSID Profile. The SSID
Profile List page is displayed, as shown in Figure 1-166.

b. Select the profile that you want to modify and click Modify. The SSID
Profile page is displayed.

¢. Modify parameters for the SSID profile. For description of the parameters,
see Table 1-68.

d. Click Apply. In the Info dialog box that is displayed, click OK.
e Delete an SSID profile.

a. Choose Configuration > WLAN Management > AP Management >
Profile Management > Wireless Service > SSID Profile. The SSID
Profile List page is displayed, as shown in Figure 1-166.

b. Select the profile that you want to delete and click Delete. In the
Confirm dialog box that is displayed, click OK.

e  C(Clear an SSID profile.

a. Choose Configuration > WLAN Management > AP Management >
Profile Management > Wireless Service > SSID Profile. The SSID
Profile List page is displayed, as shown in Figure 1-166.

b. Click Clear. In the Confirm dialog box that is displayed, click OK.
e Display the profile reference relationship.

a. Choose Configuration > WLAN Management > AP Management >
Profile Management > Wireless Service > SSID Profile. The SSID
Profile List page is displayed, as shown in Figure 1-166.

b. Select the profile of which you want to display the reference relationship
and click Display Reference. The system displays the types and names of
the objects that reference the profile.

L] NOTE
Click Hide Profile Reference. The system hides the displayed results.
----End

Security Profile

Procedure
e Create a security profile.

a. Choose Configuration > WLAN Management > AP Management >
Profile Management > Wireless Service > Security Profile. The
Security Profile List page is displayed, as shown in Figure 1-168.
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Figure 1-168 Security Profile List
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b. Click Create. The Create Security Profile page is displayed.
c. Enter the name of the new security profile in Profile name.

d. Click OK. The parameter setting page of the new security profile is
displayed, as shown in Figure 1-169.

Figure 1-169 Parameter setting page of the new security profile
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e. Set parameters for creating a security profile. For description of the
parameters, see Table 1-69.

Issue 11 (2024-08-30) Copyright © Huawei Technologies Co., Ltd. 205



Huawei AR Series Access Routers
Web-based Configuration Guide

1 EasyOperation Edition

Table 1-69 Parameters for creating a security profile

Parameter

Description

Security Profile

Name of the new security profile,
which cannot be modified.

Security policy

Security policy of the security
profile.

SHARE-KEY

Whether to use the pre-shared
key.

Authentication policy

Authentication mode of the
security policy.

Encryption mode

Encryption mode of the security
policy.

Key type Key type, which is a hexadecimal
number or a passphrase.
Password Password of the security profile.

Confirm Password

Confirmation of the Password.

Password No.

Password number, which you can
select from the drop-down list
box.

Click Add to Password Table to
add configured passwords to the
password table.

PTK update interval

Whether to enable periodic PTK
update during WPA/WPA2/WPA-
WPA2 encryption.

PTK update interval(s)

PTK update interval during WPA/
WPA2/WPA-WPA2 encryption. A
smaller update interval indicates
more frequent PTK updates and
more secure data encryption.
However, if the PTK update
interval is set too small, the STA
and AP implement more PTK
negotiations, affecting the
throughput.
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Parameter

Description

Specify AC private key file/
password

Private key file and password of
the AC certificate specified for the
security profile when the security
policy is set to WAPI.

NOTE
The certificates must be valid and
correct.

If you have uploaded valid
certificates, select a valid certificate
from the drop-down list box, enter
the password, and click Import to
import the certificate. To delete a
certificate, click Clear.

Specify AC certificate/password

AC certificate and password
specified for the security profile
when the security policy is set to
WAPI.

NOTE

The certificates must be valid and
correct.

Specify issuer's certificate/
password

Issuer certificate and password
specified for the security profile
when the security policy is set to
WAPI. The issuer certificate helps
to check whether the AC
certificate is modified.

NOTE

The certificates must be valid and
correct.

Specify ASU certificate/password

ASU certificate and password
specified for the security profile
when the security policy is set to
WAPI.

NOTE
If the authentication system uses only
two certificates, the issuer certificate
is the same as the ASU certificate,
with the same file name. If the
authentication system uses three
certificates, the issuer certificate and
ASU certificate are different from
each other and both must be
imported.

The certificates must be valid and
correct.
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f.

a.

d.

Parameter

Description

ASU IP

IP address of the ASU server when
the security policy is set to WAPI.

NOTE
The parameter determines to which
ASU server WAPI packets are sent.
Users must ensure the correctness of
both ASU certificates and ASU
servers, otherwise, users may fail the
authentication.

Retransmission count of certificate
authentication packets

Number of certificate
authentication packet
retransmissions specified for the
security profile when the security
policy is set to WAPI.

Association timeout interval(s)

Timeout period of a security
association (SA).

BK lifetime percentage

BK lifetime percentage.

BK update interval(s)

Interval for updating the BK to
ensure security.

Key update

Key update function. You can
select Unicast Key Update,
Multicast Key Update, or both.

Unicast Key Update / Multicast Key Update

Update interval(s)

Key update interval. When the key
update mode is set to time-based
key update, the key update
interval needs to be configured.

Retransmission count of

negotiation packets

Number of key negotiation packet
retransmissions.

Click Apply. In the Info dialog box that is displayed, click OK.
Modify a security profile.

Choose Configuration > WLAN Management > AP Management >
Profile Management > Wireless Service > Security Profile. The
Security Profile List page is displayed, as shown in Figure 1-168.

Click the name of the security profile that you want to modify. The
security profile configuration page is displayed.

Modify parameters for the security profile. For description of the

parameters, see Table 1-69.

Click Apply. In the Info dialog box that is displayed, click OK.
Delete a security profile.
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a. Choose Configuration > WLAN Management > AP Management >
Profile Management > Wireless Service > Security Profile. The
Security Profile List page is displayed, as shown in Figure 1-168.

b. Select the profile that you want to delete and click Delete. In the
Confirm dialog box that is displayed, click OK.

e Clear a security profile.

a. Choose Configuration > WLAN Management > AP Management >
Profile Management > Wireless Service > Security Profile. The
Security Profile List page is displayed, as shown in Figure 1-168.

b. Click Clear. In the Confirm dialog box that is displayed, click OK.
e Display the profile reference relationship.

a. Choose Configuration > WLAN Management > AP Management >
Profile Management > Wireless Service > Security Profile. The
Security Profile List page is displayed, as shown in Figure 1-168.

b. Select the profile of which you want to display the reference relationship
and click Display Reference. The system displays the types and names of
the objects that reference the profile.

L] NOTE
Click Hide Profile Reference. The system hides the displayed results.
--—-End

Traffic Profile

Procedure
e Create a traffic profile.

a. Choose Configuration > WLAN Management > AP Management >
Profile Management > Wireless Service > Traffic Profile. The Traffic
Profile List page is displayed, as shown in Figure 1-170.

Figure 1-170 Traffic Profile List
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b. Click Create. The Create Traffic Profile page is displayed.
c. Enter the name of the new traffic profile in Profile name.

d. Click OK. The parameter setting page of the new traffic profile is
displayed, as shown in the following figures.

Figure 1-171 Traffic Profile
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Figure 1-172 Uplink Priority Mapping on Air Interface
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Figure 1-173 Downlink Priority Mapping on Air Interface
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Figure 1-174 Rate Limit
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e. Set parameters for creating a traffic profile. For description of the
parameters, see Table 1-70.

Table 1-70 Parameters for creating a traffic profile

Parameter Description

Traffic Profile Name of the new traffic profile,
which cannot be modified.

User isolation mode User isolation mode.

Multicast-to-unicast Whether to enable the function of

converting multicast packets to
unicast packets.

You can enable the function of
converting multicast packets to
unicast packets in scenarios that
have high requirements on
multicast stream transmission,
such as a high-definition video on-
demand scenario. After the
function is enabled, an AP listens
on Report and Leave packets to
maintain multicast-to-unicast
entries. When sending multicast
packets to the client, the AP
converts the multicast packets to
unicast packets based on the
multicast-to-unicast entries to
improve multicast stream
transmission efficiency.

IGMP-Snooping Whether to enable IGMP
snooping.

Multicast Report/Leave Whether to enable suppression of

Suppression multicast Report/Leave packets.

Broadcast packet rate limit(pps) Rate limit for broadcast packets.

Broadcast packets are discarded if
their rates exceed the rate limit.

Multicast packet rate limit(pps) Rate limit for multicast packets.
Multicast packets are discarded if
their rates exceed the rate limit.
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Unknown unicast packet rate Rate limit for unknown unicast
limit(pps) packets. Unknown unicast packets
are discarded if their rates exceed
the rate limit.

f.

Uplink Priority Mapping on Air Interface
Tunnel priority mapping for packets sent to the AC from an AP.

Trust mode Trusted priority on the air
interface, which is the 802.11e or
DSCP priority.

802.11e 802.11e user priority.

DSCP DSCP priority of 802.11e packets.

Downlink Priority Mapping on Air Interface
Priority mapping for packets sent to an AP from upper-layer devices.

Trust mode Trusted priority on the air
interface, which is the 802.1p or
DSCP priority.

802.1p 802.1p priority of 802.3 packets.

802.11e 802.11e user priority.

DSCP DSCP priority of 802.3 packets.

Rate Limit

STA uplink rate limit(Kbit/s) Uplink rate limit for a STA.

STA downlink rate limit(Kbit/s) Downlink rate limit for a STA.

VAP uplink rate limit(Kbit/s) Uplink rate limit for all STAs on a
VAP.

VAP downlink rate limit(Kbit/s) Downlink rate limit for all STAs on
a VAP.

Click Apply. In the Info dialog box that is displayed, click OK.

Modify a traffic profile.

a.

d.

Choose Configuration > WLAN Management > AP Management >
Profile Management > Wireless Service > Traffic Profile. The Traffic
Profile List page is displayed, as shown in Figure 1-170.

Select the profile that you want to modify and click Modify. The traffic
profile page is displayed.

Modify parameters for the traffic profile. For description of the
parameters, see Table 1-70.

Click Apply. In the Info dialog box that is displayed, click OK.

Delete a traffic profile.
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802.1X Profile

Context

Procedure

Choose Configuration > WLAN Management > AP Management >
Profile Management > Wireless Service > Traffic Profile. The Traffic
Profile List page is displayed, as shown in Figure 1-170.

Select the profile that you want to delete and click Delete. In the
Confirm dialog box that is displayed, click OK.

e  C(lear a traffic profile.

a.

b.

Choose Configuration > WLAN Management > AP Management >
Profile Management > Wireless Service > Traffic Profile. The Traffic
Profile List page is displayed, as shown in Figure 1-170.

Click Clear. In the Confirm dialog box that is displayed, click OK.

e Display the profile reference relationship.

a.

--—-End

Choose Configuration > WLAN Management > AP Management >
Profile Management > Wireless Service > Traffic Profile. The Traffic
Profile List page is displayed, as shown in Figure 1-170.

Select the profile of which you want to display the reference relationship

and click Display Reference. The system displays the types and names of

the objects that reference the profile.

(11 NOTE

Click Hide Profile Reference. The system hides the displayed results.

You can configure 802.1X authentication to implement interface-based network
access control, that is, to authenticate and control users connected to an interface
of an access control device.

e Create an 802.1X profile.

a.

Choose Configuration > WLAN Management > AP Management >
Profile Management > Wireless Service > 802.1X Profile. The 802.1X
Profile List page is displayed, as shown in Figure 1-175.
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Figure 1-175 802.1X Profile List
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Click Create. The Create 802.1X Profile page is displayed.
Enter the name of the new 802.1X profile in Profile name.

Click OK. The parameter setting page of the new 802.1X profile is
displayed, as shown in Figure 1-176.

Figure 1-176 Parameter setting page of the new 802.1X profile
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e. Set parameters for creating an 802.1X profile. For description of the
parameters, see Table 1-71.
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f.

Table 1-71 Parameters for creating an 802.1X profile

Parameter Description

802.1X profile Name of the new 802.1X profile,
which cannot be modified.

User authentication mode User authentication mode. The
options are as follows:

e CHAP: Challenge Handshake
Authentication Protocol

e PAP: Password Authentication
Protocol

e EAP: Extensible Authentication
Protocol

Reauthentication Whether to enable the periodical
re-authentication function.

Reauthentication interval(s) 802.1X re-authentication interval.

Maximum authentication request | Maximum number of 802.1X
count authentication requests. The
default value is recommended.

Authentication timeout interval(s) | 802.1X authentication timeout
interval.

EAP packet code number Code number in EAP packets sent
in response to user requests.

EAP packet data type Data type in EAP packets sent in
response to user requests.

Click Apply. In the Info dialog box that is displayed, click OK.

Modify an 802.1X profile.

a.

d.

Choose Configuration > WLAN Management > AP Management >
Profile Management > Wireless Service > 802.1X Profile. The 802.1X
Profile List page is displayed, as shown in Figure 1-175.

Select the profile that you want to modify and click Modify. The 802.1X
Profile page is displayed.

Modify 802.1X profile parameters. For description of the parameters, see
Table 1-71.

Click Apply. In the Info dialog box that is displayed, click OK.

Delete an 802.1 X profile.

a.

Choose Configuration > WLAN Management > AP Management >
Profile Management > Wireless Service > 802.1X Profile. The 802.1X
Profile List page is displayed, as shown in Figure 1-175.

Select the profile that you want to delete and click Delete. In the
Confirm dialog box that is displayed, click OK.

Clear an 802.1 X profile.

Issue 11 (2024-08-30)

Copyright © Huawei Technologies Co., Ltd. 215



Huawei AR Series Access Routers
Web-based Configuration Guide 1 EasyOperation Edition

b.

Choose Configuration > WLAN Management > AP Management >
Profile Management > Wireless Service > 802.1X Profile. The 802.1X
Profile List page is displayed, as shown in Figure 1-175.

Click Clear. In the Confirm dialog box that is displayed, click OK.

e Display the profile reference relationship.

a.

--—-End

Choose Configuration > WLAN Management > AP Management >
Profile Management > Wireless Service > 802.1X Profile. The 802.1X
Profile List page is displayed, as shown in Figure 1-175.

Select the profile of which you want to display the reference relationship
and click Display Reference. The system displays the types and names of
the objects that reference the profile.

(10 NOTE

Click Hide Profile Reference. The system hides the displayed results.

MAC Authentication Profile

Context

MAC address authentication controls network access permissions of a user based
on the access interface and MAC address of the user. The user does not need to
install any client software. The user name and password are the MAC address of
the user device. After detecting the MAC address of a user for the first time, a
network device starts authenticating the user.

Procedure

e Create a MAC authentication profile.

a.

Choose Configuration > WLAN Management > AP Management >
Profile Management > Wireless Service > MAC Authentication Profile.
The MAC Authentication Profile List page is displayed, as shown in
Figure 1-177.
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Figure 1-177 MAC Authentication Profile List
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b. Click Create. The Create MAC Authentication Profile page is displayed.
Enter the name of the new MAC authentication profile in Profile name.

d. Click OK. The parameter setting page of the new MAC authentication
profile is displayed, as shown in Figure 1-178.

Figure 1-178 Parameter setting page of the new MAC authentication
profile
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e. Set parameters for creating a MAC authentication profile. For description
of the parameters, see Table 1-72.
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f.

Table 1-72 Parameters for creating a MAC authentication profile

Parameter Description

MAC authentication profile Name of the new MAC
authentication profile, which
cannot be modified.

Reauthentication Whether to enable
reauthentication.

Reauthentication interval(s) Interval of MAC address
reauthentication.

User name mode The MAC address or fixed user
name is used for authentication.

MAC address Whether the MAC address
contains the hyphen (-).

Configure password Password in MAC address
authentication.

Confirm password Confirm password in MAC address
authentication.

User name User name for MAC address
authentication.

Click Apply. In the Info dialog box that is displayed, click OK.

Modify a MAC authentication profile.

a.

d.

Choose Configuration > WLAN Management > AP Management >
Profile Management > Wireless Service > MAC Authentication Profile.
The MAC Authentication Profile List page is displayed, as shown in
Figure 1-177.

Select the profile that you want to modify and click Modify. The MAC
Authentication Profile page is displayed.

Modify parameters for the MAC authentication profile. For description of
the parameters, see Table 1-72.

Click Apply. In the Info dialog box that is displayed, click OK.

Delete a MAC authentication profile.

a.

Choose Configuration > WLAN Management > AP Management >
Profile Management > Wireless Service > MAC Authentication Profile.
The MAC Authentication Profile List page is displayed, as shown in
Figure 1-177.

Select the profile that you want to delete and click Delete. In the
Confirm dialog box that is displayed, click OK.

Clear a MAC authentication profile.

a.

Choose Configuration > WLAN Management > AP Management >
Profile Management > Wireless Service > MAC Authentication Profile.
The MAC Authentication Profile List page is displayed, as shown in
Figure 1-177.
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b. Click Clear. In the Confirm dialog box that is displayed, click OK.
Display the profile reference relationship.

a. Choose Configuration > WLAN Management > AP Management >
Profile Management > Wireless Service > MAC Authentication Profile.
The MAC Authentication Profile List page is displayed, as shown in
Figure 1-177.

b. Select the profile of which you want to display the reference relationship
and click Display Reference. The system displays the types and names of
the objects that reference the profile.

{11 NOTE

Click Hide Profile Reference. The system hides the displayed results.

--—-End

Authentication Scheme

Context

Authentication, Authorization, and Accounting (AAA) provides a management
mechanism for network security.

Authentication modes are as follows:

Procedure

Non-authentication: Users are trusted without the check on their validity. This
mode is rarely used.

Local authentication: Information about users is configured on a network
access server (NAS). Local authentication features fast processing and low
operation cost, whereas the amount of information that can be stored is
limited by the hardware capacity of the device.

Remote authentication: Information about users is configured on an
authentication server. Remote authentication supports the Remote
Authentication Dial In User Service (RADIUS) protocol and the Huawei
Terminal Access Controller Access Control System (HWTACACS) protocol.

Create an authentication scheme profile.

a. Choose Configuration > WLAN Management > AP Management >
Profile Management > Wireless Service > Authentication Scheme. The
Authentication Scheme List page is displayed, as shown in Figure
1-179.
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Figure 1-179 Authentication Scheme List
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b. Click Create. The Create Authentication Scheme page is displayed.

c. Enter the name of the new authentication scheme profile in Profile
name.

d. Click OK. The parameter setting page of the new authentication scheme
profile is displayed, as shown in Figure 1-180.

Figure 1-180 Parameter setting page of the new authentication scheme
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e. Set parameters for creating an authentication scheme profile. For
description of the parameters, see Table 1-73.
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Table 1-73 Parameters for creating an authentication scheme profile

Parameter

Description

Authentication scheme

Name of the new authentication
scheme profile, which cannot be
modified.

First authentication

The value can be RADIUS
authentication, HWTACACS
authentication, Local
authentication, or Non-
Authentication.

Second authentication

The value can be a mode except
the first authentication mode.
When the authentication server of
the first authentication mode does
not respond, the second
authentication mode is triggered.

When the first authentication
mode is no authentication, the
second authentication mode
cannot be configured.

Third authentication

The value can be a mode except
the first and second
authentication modes. When the
authentication servers of the first
and second authentication modes
do not respond, the third
authentication mode is triggered.

When the second authentication
mode is no authentication or not
configured, the third
authentication mode cannot be
configured.

Fourth authentication

The value can be no
authentication or not configured.
When the authentication servers
of the first, second, and third
authentication modes do not
respond, the fourth authentication
mode is triggered.

When the third authentication
mode is no authentication or not
configured, the fourth
authentication mode cannot be
configured.

Click Apply. In the Info dialog box that is displayed, click OK.
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e Modify an authentication scheme profile.

a.

d.

Choose Configuration > WLAN Management > AP Management >
Profile Management > Wireless Service > Authentication Scheme. The
Authentication Scheme List page is displayed, as shown in Figure
1-179.

Select the profile that you want to modify and click Modify. The
Authentication Scheme page is displayed.

Modify parameters for the authentication scheme profile. For description
of the parameters, see Table 1-73.

Click Apply. In the Info dialog box that is displayed, click OK.

e Delete an authentication scheme profile.

a.

Choose Configuration > WLAN Management > AP Management >
Profile Management > Wireless Service > Authentication Scheme. The
Authentication Scheme List page is displayed, as shown in Figure
1-179.

Select the profile that you want to delete and click Delete. In the
Confirm dialog box that is displayed, click OK.

e Display the profile reference relationship.

a.

--—-End

Choose Configuration > WLAN Management > AP Management >
Profile Management > Wireless Service > Authentication Scheme. The
Authentication Scheme List page is displayed, as shown in Figure
1-179.

Select the profile of which you want to display the reference relationship
and click Display Reference. The system displays the types and names of
the objects that reference the profile.

(11 NOTE

Click Hide Profile Reference. The system hides the displayed results.

Authorization Scheme

Context

Authentication, Authorization, and Accounting (AAA) provides a management
mechanism for network security.

Authorization modes are as follows:

e Non-authorization: Users are not authorized.

e Local authorization: Users are authorized based on related attributes of the
local user accounts configured on the NAS.

e HWTACACS authorization: An HWTACACS server authorizes users.

e if-authenticated authorization: Users are authorized after the users pass the
authentication in either local or remote authentication mode.
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Procedure

Create an authorization scheme profile.

a. Choose Configuration > WLAN Management > AP Management >
Profile Management > Wireless Service > Authorization Scheme. The
Authorization Scheme List page is displayed, as shown in Figure 1-181.
Figure 1-181 Authorization Scheme List
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b. Click Create. The Create Authorization Scheme page is displayed.

c. Enter the name of the new authorization scheme profile in Profile name.

Click OK. The parameter setting page of the new authorization scheme
profile is displayed, as shown in Figure 1-182.

Figure 1-182 Parameter setting page of the new authorization scheme
profile
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e. Set parameters for creating an authorization scheme profile. For
description of the parameters, see Table 1-74.

Table 1-74 Parameters for creating an authorization scheme profile

Parameter Description

Authorization scheme Name of the new authorization
scheme profile, which cannot be
modified.

First authorization The value can be IF-

AUTHENTICATED authorization,
HWTACACS authorization, Local
authorization, or Non-
authorization.

Second authorization The value can be a mode except
the first authorization mode.
When the authorization server of
the first authorization mode does
not respond, the second
authorization mode is triggered.

When the first authorization mode
is no authorization, the second
authorization mode cannot be
configured.

Third authorization The value can be a mode except
the first and second authorization
modes. When the authorization
servers of the first and second
authorization modes do not
respond, the third authorization
mode is triggered.

When the second authorization
mode is no authorization or not
configured, the third authorization
mode cannot be configured.

Fourth authorization The value can be no authorization
or not configured. When the
authorization servers of the first,
second, and third authorization
modes do not respond, the fourth
authorization mode is triggered.

When the third authorization
mode is no authorization or not
configured, the fourth
authorization mode cannot be
configured.
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f.

Click Apply. In the Info dialog box that is displayed, click OK.

e Modify an authorization scheme profile.

a.

d.

Choose Configuration > WLAN Management > AP Management >
Profile Management > Wireless Service > Authorization Scheme. The
Authorization Scheme List page is displayed, as shown in Figure 1-181.

Select the profile that you want to modify and click Modify. The
Authorization Scheme page is displayed.

Modify parameters for the authorization scheme profile. For description
of the parameters, see Table 1-74.

Click Apply. In the Info dialog box that is displayed, click OK.

e Delete an authorization scheme profile.

a.

Choose Configuration > WLAN Management > AP Management >
Profile Management > Wireless Service > Authorization Scheme. The
Authorization Scheme List page is displayed, as shown in Figure 1-181.

Select the profile that you want to delete and click Delete. In the
Confirm dialog box that is displayed, click OK.

e Display the profile reference relationship.

a.

--—-End

Accounting Scheme

Context

Choose Configuration > WLAN Management > AP Management >
Profile Management > Wireless Service > Authorization Scheme. The
Authorization Scheme List page is displayed, as shown in Figure 1-181.

Select the profile of which you want to display the reference relationship
and click Display Reference. The system displays the types and names of
the objects that reference the profile.

(11 NOTE

Click Hide Profile Reference. The system hides the displayed results.

Authentication, Authorization, and Accounting (AAA) provides a network security
management mechanism.

Accounting modes are as follows:

e Non-accounting: Users are not charged.

e Remote accounting: A RADIUS server or an HWTACACS server performs
remote accounting.

Procedure

e C(Create an accounting scheme profile.

a.

Choose Configuration > WLAN Management > AP Management >
Profile Management > Wireless Service > Accounting Scheme. The
Accounting Scheme List page is displayed, as shown in Figure 1-183.
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Figure 1-183 Accounting Scheme List
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b. Click Create. The Create Accounting Scheme page is displayed.
Enter the name of the new accounting scheme profile in Profile name.

d. Click OK. The parameter setting page of the new accounting scheme
profile is displayed, as shown in Figure 1-184.

Figure 1-184 Parameter setting page of the new accounting scheme
profile
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e. Set parameters for creating an accounting scheme profile. For description
of the parameters, see Table 1-75.
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f.

Table 1-75 Parameters for creating an accounting scheme profile

Parameter

Description

Accounting scheme

Name of the new accounting
scheme profile, which cannot be
modified.

Accounting mode

Accounting mode, which can be
RADIUS accounting, HWTACACS
accounting, or Non-accounting.

Real-time accounting

Whether to enable real-time
accounting.

Real-time accounting
interval(min)

Interval for real-time accounting.

Maximum real-time accounting
failure count

Maximum number of non-
responses to real-time accounting
requests. If the authentication
device does not receive any
response to the accounting
request sent after the number of
non-responses reaches the
maximum value, the device
considers that the accounting fails
and applies the real-time
accounting failure policy to the
charged users.

Policy upon real-time accounting
failure

Policy applied to users after real-
time accounting fails.

e Prevent user login: Users
cannot go online after real-
time accounting fails.

e Allow user login: Users can still
go online after real-time
accounting fails.

Accounting-start failure policy

Policy used after an accounting-
start failure.

e Prevent user login: Users
cannot go online after an
accounting-start failure.

e Allow user login: Users can still
go online after an accounting-
start failure.

Click Apply. In the Info dialog box that is displayed, click OK.
Modify an accounting scheme profile.
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a. Choose Configuration > WLAN Management > AP Management >
Profile Management > Wireless Service > Accounting Scheme. The
Accounting Scheme List page is displayed, as shown in Figure 1-183.

b. Select the profile that you want to modify and click Modify. The
Accounting Scheme page is displayed.

c¢. Modify parameters for the accounting scheme profile. For description of
the parameters, see Table 1-75.

d. Click Apply. In the Info dialog box that is displayed, click OK.
e Delete an accounting scheme profile.

a. Choose Configuration > WLAN Management > AP Management >
Profile Management > Wireless Service > Accounting Scheme. The
Accounting Scheme List page is displayed, as shown in Figure 1-183.

b. Select the profile that you want to delete and click Delete. In the
Confirm dialog box that is displayed, click OK.

e Display the profile reference relationship.

a. Choose Configuration > WLAN Management > AP Management >
Profile Management > Wireless Service > Accounting Scheme. The
Accounting Scheme List page is displayed, as shown in Figure 1-183.

b. Select the profile of which you want to display the reference relationship
and click Display Reference. The system displays the types and names of
the objects that reference the profile.

L] NOTE
Click Hide Profile Reference. The system hides the displayed results.

--—-End

Authentication Profile

Procedure
e C(Create an authentication profile.

a. Choose Configuration > WLAN Management > AP Management >
Profile Management > Wireless Service > Authentication Profile. The
Authentication Profile List page is displayed, as shown in Figure 1-185.
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Figure 1-185 Authentication Profile List page
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b. Click Create. The Create Authentication Profile page is displayed.
c. Enter the name of the new authentication profile in Profile name.

Click OK. The parameter setting page of the new authentication profile is
displayed, as shown in Figure 1-186.

Figure 1-186 Parameter setting page of the new authentication profile
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e. Set parameters for creating an authentication profile. For description of
the parameters, see Table 1-76.
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f.

Table 1-76 Parameters for creating an authentication profile

Parameter

Description

Authentication Profile

Name of the new authentication
profile name, which cannot be
modified.

Prevent authentication overwrite

Whether to prevent the
authentication overwrite function.

Security character string separator

Security character string separator.

Authorization VLAN ID before
authentication

ID of the VLAN in which the
network resources are accessible
to users before authentication.

Authorization VLAN ID upon
authentication failure

ID of the VLAN in which the
network resources are accessible

to users after an authentication
failure.

Click Apply. In the Info dialog box that is displayed, click OK.

Modify an authentication profile.

a.

d.

Choose Configuration > WLAN Management > AP Management >
Profile Management > Wireless Service > Authentication Profile. The
Authentication Profile List page is displayed, as shown in Figure 1-185.

Select the profile that you want to modify and click Modify. The
Authentication Profile page is displayed.

Modify parameters for the authentication profile. For description of the
parameters, see Table 1-76.

Click Apply. In the Info dialog box that is displayed, click OK.

Delete an authentication profile.

a.

Choose Configuration > WLAN Management > AP Management >
Profile Management > Wireless Service > Authentication Profile. The
Authentication Profile List page is displayed, as shown in Figure 1-185.

Select the profile that you want to delete and click Delete. In the
Confirm dialog box that is displayed, click OK.

Clear an authentication profile.

a.

b.

Choose Configuration > WLAN Management > AP Management >
Profile Management > Wireless Service > Authentication Profile. The
Authentication Profile List page is displayed, as shown in Figure 1-185.

Click Clear. In the Confirm dialog box that is displayed, click OK.

Display the profile reference relationship.

a.

Choose Configuration > WLAN Management > AP Management >
Profile Management > Wireless Service > Authentication Profile. The
Authentication Profile List page is displayed, as shown in Figure 1-185.

Select the profile of which you want to display the reference relationship
and click Display Reference. The system displays the types and names of
the objects that reference the profile.
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{11 NOTE

Click Hide Profile Reference. The system hides the displayed results.

e Configure profiles referenced by an authentication profile.

a.

C.

--—-End

Domain Profile

Procedure

Choose Configuration > WLAN Management > AP Management >
Profile Management > Wireless Service > Authentication Profile. The
Authentication Profile List page is displayed. Click + next to
Authentication Profile. The system displays names of the VAP profiles.
Click + next to an authentication profile name. The profiles referenced by
the authentication profile are displayed in the menu navigation area, as
shown in Figure 1-187.

Figure 1-187 Profiles referenced by the authentication profile
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Click any profile referenced in the authentication profile. The
configuration page of the referenced profile is displayed. Select a profile
name from the drop-down list box and configure parameters of the
referenced profile. For descriptions of the profile parameters, see its
configuration page.

Click Apply. In the Info dialog box that is displayed, click OK.

e Create a domain profile.

a.

Choose Configuration > WLAN Management > AP Management >
Profile Management > Wireless Service > Domain Profile. The Domain
Profile List page is displayed, as shown in Figure 1-188.
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Figure 1-188 Domain Profile List
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b. Click Create. The Create Domain Profile page is displayed.
c. Enter the name of the new domain profile in Profile name.

Click OK. The parameter settings page of the new domain profile is
displayed, as shown in Figure 1-189.

Figure 1-189 Parameter settings page of the new domain profile
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e. Set parameters for creating a domain profile. For description of the
parameters, see Table 1-77.
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f.

a.

d.

a.

Table 1-77 Parameters for creating a domain profile

Parameter

Description

Domain Profile

Name of the new domain profile,
which cannot be modified.

Authentication scheme

Authentication scheme profile.
This parameter is mandatory.
Select an existing authentication
scheme profile.

Authorization scheme

Authorization scheme profile. This
parameter is optional. If you
specify this parameter, the
authorization scheme profile must
exist.

Accounting scheme

Accounting scheme profile. This
parameter is mandatory. Select an
existing accounting scheme
profile.

Service scheme

Service scheme profile. This
parameter is optional. If you
specify this parameter, the service
scheme profile must exist.

RADIUS server profile

RADIUS server profile. This
parameter is mandatory. Select an
existing RADIUS profile.

HWTACACS server profile

HWTACACS server profile. This
parameter is optional. If you
specify this parameter, the
HWTACACS profile must exist.

Click Apply. In the Info dialog box that is displayed, click OK.
Modify a domain profile.

Choose Configuration > WLAN Management > AP Management >
Profile Management > Wireless Service > Domain Profile. The Domain
Profile List page is displayed, as shown in Figure 1-188.

Select the domain profile that you want to modify and click Modify. The

Domain Profile page is displayed.

Modify parameters for the domain profile. For description of the

parameters, see Table 1-77.

Click Apply. In the Info dialog box that is displayed, click OK.
Delete a domain profile.

Choose Configuration > WLAN Management > AP Management >
Profile Management > Wireless Service > Domain Profile. The Domain
Profile List page is displayed, as shown in Figure 1-188.

Select the profile that you want to delete and click Delete. In the
Confirm dialog box that is displayed, click OK.
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e Display the profile reference relationship.

a. Choose Configuration > WLAN Management > AP Management >
Profile Management > Wireless Service > Domain Profile. The Domain
Profile List page is displayed, as shown in Figure 1-188.

b. Select the profile of which you want to display the reference relationship
and click Display Reference. The system displays the types and names of
the objects that reference the profile.

(1 NOTE

Click Hide Profile Reference. The system hides the displayed results.
----End

STA Blacklist Profile

Context
STA blacklist and whitelist functions allow authorized STAs to connect to the
WLAN and reject access from unauthorized STAs.
e A whitelist contains MAC addresses of STAs that are allowed to connect to a
WLAN. After the whitelist function is enabled, only the STAs in the whitelist
can connect to the WLAN, and access from other STAs is rejected.
e A blacklist contains MAC addresses of STAs that are not allowed to connect to
a WLAN. After the blacklist function is enabled, STAs in the blacklist cannot
connect to the WLAN, and other STAs can connect to the WLAN.
If the whitelist or blacklist is empty, all STAs can connect to the WLAN.
Procedure

e C(Create a STA blacklist profile.

a. Choose Configuration > WLAN Management > AP Management >
Profile Management > Wireless Service > STA Blacklist Profile. The
STA Blacklist Profile List page is displayed, as shown in Figure 1-190.

Figure 1-190 STA Blacklist Profile List
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Click Create. The Create STA Blacklist Profile page is displayed.
¢. Enter the name of the new STA blacklist profile in Profile name.

Click OK. The parameter setting page of the new STA blacklist profile is
displayed, as shown in Figure 1-191.

Figure 1-191 Parameter setting page of the new STA blacklist profile
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e. Maintain MAC addresses in the STA blacklist.

Adding MAC addresses one by one.
1) Click Add. The Add MAC Address page is displayed, as shown in
Figure 1-192.

Figure 1-192 Add MAC Address page
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2) Enter a MAC address and click &. Multiple MAC addresses can
be added. Click * to delete the selected MAC address.
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3) Click OK.

®"  Adding MAC addresses in batches.

1) Click Batch Import. The Import MAC Address page is displayed,
as shown in Figure 1-193.

Figure 1-193 Import MAC Address page
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2) Click ' ™ and select the MAC file containing MAC addresses that
you want to import, and click Import.

(11 NOTE

You can click &% to download the MAC file profile.
3) Click Apply. In the Info dialog box that is displayed, click OK.

®  Search for MAC addresses.
# Enter the search context and click ~ to search for a MAC address.

®  Deleting MAC addresses.
# Select the MAC address that you want to delete and click Delete.
In the Confirm dialog box that is displayed, click OK.
" Refresh MAC addresses.
# Click Refresh to refresh displayed MAC addresses.
e Modify a STA blacklist profile.

a. Choose Configuration > WLAN Management > AP Management >
Profile Management > Wireless Service > STA Blacklist Profile. The
STA Blacklist Profile List page is displayed, as shown in Figure 1-190.

b. Select the profile that you want to modify and click Modify. The STA
Blacklist Profile page is displayed.

c. Set parameters for modifying a STA blacklist profile. For details, see e.
e Delete a STA blacklist profile.
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Choose Configuration > WLAN Management > AP Management >
Profile Management > Wireless Service > STA Blacklist Profile. The
STA Blacklist Profile List page is displayed, as shown in Figure 1-190.

Select the profile that you want to delete and click Delete. In the
Confirm dialog box that is displayed, click OK.

e Clear a STA blacklist profile.

a.

b.

Choose Configuration > WLAN Management > AP Management >
Profile Management > Wireless Service > STA Blacklist Profile. The
STA Blacklist Profile List page is displayed, as shown in Figure 1-190.

Click Clear. In the Confirm dialog box that is displayed, click OK.

e Display the profile reference relationship.

a.

--—-End

STA Whitelist Profile

Context

Procedure

Choose Configuration > WLAN Management > AP Management >
Profile Management > Wireless Service > STA Blacklist Profile. The
STA Blacklist Profile List page is displayed, as shown in Figure 1-190.

Select the profile of which you want to display the reference relationship

and click Display Reference. The system displays the types and names of

the objects that reference the profile.

(11 NOTE

Click Hide Profile Reference. The system hides the displayed results.

STA blacklist and whitelist functions allow authorized STAs to connect to the
WLAN and reject access from unauthorized STAs.

e A whitelist contains MAC addresses of STAs that are allowed to connect to a
WLAN. After the whitelist function is enabled, only the STAs in the whitelist
can connect to the WLAN, and access from other STAs is rejected.

e A blacklist contains MAC addresses of STAs that are not allowed to connect to

a WLAN. After the blacklist function is enabled, STAs in the blacklist cannot
connect to the WLAN, and other STAs can connect to the WLAN.

If the whitelist or blacklist is empty, all STAs can connect to the WLAN.

e Create a STA whitelist profile.

a.

Choose Configuration > WLAN Management > AP Management >
Profile Management > Wireless Service > STA Whitelist Profile. The
STA Whitelist Profile List page is displayed, as shown in Figure 1-194.
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Figure 1-194 STA Whitelist Profile List
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b. Click Create. The Create STA Whitelist Profile page is displayed.
c. Enter the name of the new STA whitelist profile in Profile name.

Click OK. The parameter setting page of the new STA whitelist profile is
displayed, as shown in Figure 1-195.

Figure 1-195 Parameter setting page of the new STA whitelist profile
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e. Maintain MAC addresses in the STA whitelist.

Adding MAC addresses one by one.

1) Click Add. The Add MAC Address page is displayed, as shown in
Figure 1-196.
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Figure 1-196 Add MAC Address
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2) Enter a MAC address and click +] Multiple MAC addresses can

be added. Click * to delete the selected MAC address.
3) Click OK.

®=  Adding MAC addresses in batches.
1) Click Batch Import. The Import MAC Address page is displayed,
as shown in Figure 1-197.
Figure 1-197 Import MAC Address
AR Web Platform Monitoring c vﬁm Advanced Maintenance Diagnosis B2 w7 & T B
o
Configuration Wizard e
= Import MAC file MacTemplate.csv mport | (I
WAN Configuration e A
10~ | Total 1 record(s) B
LAN Configuration Apply || Cancel
Network Behavior
Management
Attack Defense
4
2) Click

and select the MAC file containing MAC addresses that
you want to import, and click Import.

{11 NOTE

You can click &% to download the MAC file profile.
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3) Click Apply. In the Info dialog box that is displayed, click OK.
®  Search for MAC addresses.
# Enter the search context and click ~ to search for a MAC address.

®  Deleting MAC addresses.
# Select the MAC address that you want to delete and click Delete.
In the Confirm dialog box that is displayed, click OK.
®=  Refresh MAC addresses.
# Click Refresh to refresh displayed MAC addresses.
e Modify a STA whitelist profile.

a. Choose Configuration > WLAN Management > AP Management >
Profile Management > Wireless Service > STA Whitelist Profile. The
STA Whitelist Profile List page is displayed, as shown in Figure 1-194.

b. Select the profile that you want to modify and click Modify. The STA
Whitelist Profile page is displayed.

c. Set parameters for modifying a STA whitelist profile. For details, see e.
e Delete a STA whitelist profile.

a. Choose Configuration > WLAN Management > AP Management >
Profile Management > Wireless Service > STA Whitelist Profile. The
STA Whitelist Profile List page is displayed, as shown in Figure 1-194.

b. Select the profile that you want to delete and click Delete. In the
Confirm dialog box that is displayed, click OK.

e C(Clear a STA whitelist profile.

a. Choose Configuration > WLAN Management > AP Management >
Profile Management > Wireless Service > STA Whitelist Profile. The
STA Whitelist Profile List page is displayed, as shown in Figure 1-194.

b. Click Clear. In the Confirm dialog box that is displayed, click OK.
e Display the profile reference relationship.

a. Choose Configuration > WLAN Management > AP Management >
Profile Management > Wireless Service > STA Whitelist Profile. The
STA Whitelist Profile List page is displayed, as shown in Figure 1-194.

b. Select the profile of which you want to display the reference relationship
and click Display Reference. The system displays the types and names of
the objects that reference the profile.

L NOTE
Click Hide Profile Reference. The system hides the displayed results.

----End
1.7.6.3.2 Radio Management

Regulatory Domain Profile
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Context

A regulatory domain profile is used to configure the country code, and calibration
channel and bandwidth. The configuration in the regulatory domain profile takes
effect on APs using the profile.

Procedure
e Create a regulatory domain profile.

a. Choose Configuration > WLAN Management > AP Management >
Profile Management > Radio Management > Regulatory Domain
Profile. The Regulatory Domain Profile List page is displayed, as shown
in Figure 1-198.

Figure 1-198 Regulatory Domain Profile List

AR Web Platform ) . {a B 2 huwei 2 % T
Monitoring Configuration Advanced Maintenance Diagnosis

AP Group Config \ APConfiguration AP Maintenance  Profile Management

Regulatory Domain Profile List
Configuration Wizard

WAN Configuration l@AP

LAN Configuration

Network Behavior
Management

Attack Defense

b. Click Create. The Create Regulatory Domain Profile page is displayed.
¢. Enter the name of the new regulatory domain profile in Profile name.

Click OK. The parameter setting page of the new regulatory domain
profile is displayed, as shown in Figure 1-199.
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Figure 1-199 Parameter setting page of the new regulatory domain
profile
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e. Set parameters for creating a regulatory domain profile. For description
of the parameters, see Table 1-78.

Table 1-78 Parameters for creating a regulatory domain profile

Parameter Description

Regulatory Domain Profile Name of the new regulatory
domain profile, which cannot be
modified.

Country code AC's country code.

2.4 GHz DCA Channel Set 2.4 GHz channel set.

5 GHz DCA Channel Set 5 GHz channel set.

Frequency bandwidth Channel bandwidth.

f.  Click Apply. In the Info dialog box that is displayed, click OK.
e Modify a regulatory domain profile.

a. Choose Configuration > WLAN Management > AP Management >
Profile Management > Radio Management > Regulatory Domain
Profile. The Regulatory Domain Profile List page is displayed, as shown
in Figure 1-198.

b. Select the profile that you want to modify and click Modify. The
Regulatory Domain Profile page is displayed.

¢. Modify parameters for the regulatory domain profile. For description of
the parameters, see Table 1-78.

d. Click Apply. In the Info dialog box that is displayed, click OK.
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RRM Profile

Context

Procedure

e Delete a regulatory domain profile.

a.

Choose Configuration > WLAN Management > AP Management >
Profile Management > Radio Management > Regulatory Domain
Profile. The Regulatory Domain Profile List page is displayed, as shown
in Figure 1-198.

Select the profile that you want to delete and click Delete. In the
Confirm dialog box that is displayed, click OK.

e C(lear a regulatory domain profile.

a.

b.

Choose Configuration > WLAN Management > AP Management >
Profile Management > Radio Management > Regulatory Domain
Profile. The Regulatory Domain Profile List page is displayed, as shown
in Figure 1-198.

Click Clear. In the Confirm dialog box that is displayed, click OK.

e Display the profile reference relationship.

a.

--—-End

Choose Configuration > WLAN Management > AP Management >
Profile Management > Radio Management > Regulatory Domain
Profile. The Regulatory Domain Profile List page is displayed, as shown
in Figure 1-198.

Select the profile of which you want to display the reference relationship
and click Display Reference. The system displays the types and names of
the objects that reference the profile.

(11 NOTE

Click Hide Profile Reference. The system hides the displayed results.

WLAN technology uses radio signals (such as 2.4 GHz or 5 GHz radio waves) as
transmission medium. Radio waves will attenuate when they are transmitted over
air, degrading service quality for wireless users. Radio resource management
enables a WLAN to adapt to changes in the radio environment by dynamically
adjusting radio resources. This improves service quality for wireless users.

e Create an RRM profile.

a.

Choose Configuration > WLAN Management > AP Management >
Profile Management > Radio Management > RRM Profile. The RRM
Profile List page is displayed, as shown in Figure 1-200.
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Figure 1-200 RRM Profile List
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b. Click Create. The Create RRM Profile page is displayed.
c. Enter the name of the new RRM profile in Profile name.

d. Click OK. The parameter setting page of the new RRM profile i

displayed, as shown in Figure 1-201.

wn

Figure 1-201 Parameter setting page of the new RRM profile
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e. Set parameters for creating an RRM profile. For description of the

parameters, see Table 1-79.

T B

T B
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f.

Table 1-79 Parameters for creating an RRM profile

Parameter

Description

RRM Profile

Name of the RRM profile, which
cannot be modified.

Automatic channel optimization

Whether to enable automatic
channel selection.

Automatic power optimization

Whether to enable automatic
transmit power selection.

Packet loss ratio threshold
triggering partial calibration(%)

Packet loss ratio threshold for
triggering partial calibration.

Dynamic EDCA

Whether to enable dynamic EDCA.

Band Steering

Minimum STAs for load balancing
between frequencies

Start threshold for load balancing
between two radios on the AP
that has band steering enabled.

Minimum load difference for load
balancing (%)

Load difference threshold for load
balancing between two radios on
the AP that has band steering
enabled.

Maximum number of rejections

Maximum number of times an AP
rejects association requests of a
STA through band steering.

Probe count for aging STA
frequency band

Number of times an AP
continuously receives probe
frames from the same frequency
band.

Dynamic Load Balancing

Load balancing

Whether to enable load balancing.

Maximum number of rejections

Maximum number of times an AP
rejects association requests of a
STA for dynamic load balancing.

Minimum STAs for load balancing

Start threshold for dynamic load
balancing based on the number of
STAs.

Minimum load difference for load
balancing (%)

Load difference threshold for
dynamic load balancing.

Click Apply. In the Info dialog box that is displayed, click OK.
Modify an RRM profile.
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a. Choose Configuration > WLAN Management > AP Management >
Profile Management > Radio Management > RRM Profile. The RRM
Profile List page is displayed, as shown in Figure 1-200.

b. Select the profile that you want to modify and click Modify. The RRM
Profile page is displayed.

c. Modify parameters for the RRM profile. For description of the parameters,
see Table 1-79.

d. Click Apply. In the Info dialog box that is displayed, click OK.
e Delete an RRM profile.

a. Choose Configuration > WLAN Management > AP Management >
Profile Management > Radio Management > RRM Profile. The RRM
Profile List page is displayed, as shown in Figure 1-200.

b. Select the profile that you want to delete and click Delete. In the
Confirm dialog box that is displayed, click OK.

e C(Clear an RRM profile.

a. Choose Configuration > WLAN Management > AP Management >
Profile Management > Radio Management > RRM Profile. The RRM
Profile List page is displayed, as shown in Figure 1-200.

b. Click Clear. In the Confirm dialog box that is displayed, click OK.
e Display the profile reference relationship.

a. Choose Configuration > WLAN Management > AP Management >
Profile Management > Radio Management > RRM Profile. The RRM
Profile List page is displayed, as shown in Figure 1-200.

b. Select the profile of which you want to display the reference relationship
and click Display Reference. The system displays the types and names of
the objects that reference the profile.

L] NOTE
Click Hide Profile Reference. The system hides the displayed results.

--—-End

Air Scan Profile

Context
After an air scan profile is created and bound to a radio profile of an AP, the AP
periodically scans surrounding radio signals and reports the collected information
to an AC or server. The information is used for radio calibration, spectrum analysis,
or WIDS data analysis.

Procedure

e C(Create an air scan profile.

a. Choose Configuration > WLAN Management > AP Management >
Profile Management > Radio Management > Air Scan Profile. The Air
Scan Profile List page is displayed, as shown in Figure 1-202.
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Figure 1-202 Air Scan Profile List
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b. Click Create. The Create Air Scan Profile page is displayed.
¢. Enter the name of the new air scan profile in Profile name.

d. Click OK. The parameter setting page of the new air scan profile is
displayed, as shown in Figure 1-203.

Figure 1-203 Parameter setting page of the new air scan profile

a :
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Network Behavior
Management
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e. Set parameters for creating an air scan profile. For description of the
parameters, see Table 1-80.
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Table 1-80 Parameters for creating an air scan profile

Parameter Description

Air Scan Profile Name of the new air scan profile,
which cannot be modified.

Channel scanning interval(ms) Channel scanning interval.

Channel scanning duration(ms) Channel scanning duration.

Probe channel set Air scan channel set.

f.  Click Apply. In the Info dialog box that is displayed, click OK.
e Modify an air scan profile.

a. Choose Configuration > WLAN Management > AP Management >
Profile Management > Radio Management > Air Scan Profile. The Air
Scan Profile List page is displayed, as shown in Figure 1-202.

b. Select the profile that you want to modify and click Modify. The Air Scan
Profile page is displayed.

c. Modify parameters for the air scan profile. For description of the
parameters, see Table 1-80.

d. Click Apply. In the Info dialog box that is displayed, click OK.
e Delete an air scan profile.

a. Choose Configuration > WLAN Management > AP Management >
Profile Management > Radio Management > Air Scan Profile. The Air
Scan Profile List page is displayed, as shown in Figure 1-202.

b. Select the profile that you want to delete and click Delete. In the
Confirm dialog box that is displayed, click OK.

e Clear an air scan profile.

a. Choose Configuration > WLAN Management > AP Management >
Profile Management > Radio Management > Air Scan Profile. The Air
Scan Profile List page is displayed, as shown in Figure 1-202.

b. Click Clear. In the Confirm dialog box that is displayed, click OK.
e Display the profile reference relationship.

a. Choose Configuration > WLAN Management > AP Management >
Profile Management > Radio Management > Air Scan Profile. The Air
Scan Profile List page is displayed, as shown in Figure 1-202.

b. Select the profile of which you want to display the reference relationship
and click Display Reference. The system displays the types and names of
the objects that reference the profile.

L] NOTE
Click Hide Profile Reference. The system hides the displayed results.

--—-End

2G Radio Profile
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Context

A 2G radio profile is used to configure and optimize the 2G radio of an AP, but
does not take effect on the 5G radio. Create a proper radio profile and bind it to
an AP specific profile or AP group. In this way, the AP provides better radio signal
transmit and receive capabilities.

Procedure
e Create a 2G radio profile.

a. Choose Configuration > WLAN Management > AP Management >
Profile Management > Radio Management > 2G Radio Profile. The 2G
Radio Profile List page is displayed, as shown in Figure 1-204.

Figure 1-204 2G Radio Profile List
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b. Click Create. The Create 2G Radio Profile page is displayed.
c. Enter the name of the new 2G radio profile in Profile name.

Click OK. The parameter setting page of the new 2G radio profile is
displayed, as shown in the following figures.
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Figure 1-205 2G Radio Profile
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Figure 1-209 WMM
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e. Set parameters for creating a 2G radio profile. For description of the
parameters, see Table 1-81.

Table 1-81 Description of the parameters for creating a 2G radio profile

Parameter Description

2G Radio Profile Name of the new 2G radio profile,
which cannot be modified.

Radio type Radio type.

Meanings of Wi-Fi indicator status | Parameter reflected by the
blinking frequency of the Wireless
indicator.

e Signal strength: The blinking
frequency of the Wireless
indicator on an AP indicates
the signal strength. When the
Wireless indicator blinks fast,
the signal strength is strong.

e Service traffic: The blinking
frequency of the Wireless
indicator on an AP indicates
the service traffic volume.
When the Wireless indicator
blinks fast, the service traffic
volume is high.

Channel switching announcement | Whether to enable channel
switching announcement.

Packet-based power control Whether to enable per-packet
power control.
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Parameter

Description

RTS-CTS mode

RTS/CTS operation mode, which
can be:

e rts-cts: When an AP needs to
send data to a STA, the AP
sends an RTS packet to all STAs
associated with it. After
receiving the RTS packet, none
of the devices within the AP's
coverage area sends data
within a specified period. After
the destination STA receives
the RTS packet, it sends a CTS
packet. After receiving the CTS
packet, none of the devices
within the STA's coverage area
sends data within a specified
period. Using the rts-cts mode
to avoid conflicts requires two
packets (RTS and CTS packets),
increasing packet overhead.

e cts-to-self: When an AP needs
to send data to STAs, it sends a
CTS packet with its IP address
as the source and destination
addresses. Then none of the
devices within the AP's
coverage area sends data
within a specified period. In
cts-to-self mode, an AP only
needs to send a CTS packet to
avoid channel conflicts in most
scenarios. However, if there is a
device within the STA's
coverage area but not within
the AP's coverage area, a
channel conflict may still occur.

e Disable: disables RTS-CTS.

RTS-CTS threshold(bytes)

RTS/CTS threshold.

Support short preamble

Whether short preamble is
supported.

Beacon interval(TUs)

Interval at which an AP sends
Beacon frames.
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Parameter

Description

Utmost power

Whether a radio sends packets at
the maximum power.

Only radios of the AP2030DN,
AP3030DN, AP4030DN,
AP4130DN, AP5030DN,
AP5130DN, AP7030DE,
AP8030DN, AP8130DN and
AP9330DN can send packets at
maximum power.

802.11n
Gl mode Guard interval mode.

e Short: short guard interval

e Normal: normal guard interval
HT AMPDU Whether to enable MPDU

aggregation.

Index of maximum length of HT
AMPDUs

Maximum length of an A-MPDU.
The value ranges from 0 to 3.

e 0O: indicates that the maximum
length of the A-MPDU is 8191
bytes.

e 1:indicates that the maximum
length of the A-MPDU is 16383
bytes.

e 2:indicates that the maximum
length of the A-MPDU is 32767
bytes.

e 3:indicates that the maximum
length of the A-MPDU is 65535
bytes.

802.11bg Rate Set

Basic rate(Mbit/s)

Basic rate set of 802.11bg.

Supported rate(Mbit/s)

Rate supported by 802.11bg.

Multicast rate(Mbit/s)

Multicast rate of wireless packets
on the 2.4 GHz radio.

Interference Detection

Interference detection

Whether to enable interference
detection.

AP co-channel interference alarm
threshold (%)

Alarm threshold for co-channel
interference.
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Parameter

Description

AP adjacent-channel interference
alarm threshold (%)

Alarm threshold for adjacent-
channel interference.

STA interference alarm

Alarm threshold for STA

threshold(STA count) interference.
WMM
WMM Whether to enable WMM.

Restrict access of non-WMM
terminals

Whether to allow WMM-incapable
STAs to connect to a WMM-
enabled AP.

Area

Different preset values provided
for the EDCA parameters in
different scenarios. You can
directly select a specific scenario
or make adjustments to the preset
values.

e Default: specifies the default of
an EDCA parameter.

e Voice: indicates that voice
packets preempt a channel.

e Voice and video: indicates that
voice and video packets
preempt a channel.

Packet type

Type of packets.

AIFSN

Arbitration inter frame spacing
number (AIFSN), which
determines the channel idle time.

In the distributed coordination
function (DCF) protocol, the DCF
inter frame space (DIFS) has a
fixed value. WMM provides
different DIFS values for different
ACs. A large AIFSN value means
that the STA must wait for a long
time and has a low priority.

ECWmin

Exponent form of the minimum
contention window. ECWmin and
ECWmax determine the average
backoff time. A larger value
indicates a longer average backoff
time and a lower priority.

Issue 11 (2024-08-30)

Copyright © Huawei Technologies Co., Ltd. 254



Huawei AR Series Access Routers

Web-based Configuration Guide 1 EasyOperation Edition
Parameter Description
ECWmax Exponent form of the maximum

f.

contention window. ECWmax and
ECWmin determine the average
backoff time. A larger value
indicates a longer average backoff
time and a lower priority.

TXOPLimit(32 ps) Transmission opportunity limit
(TXOPLimit). It determines the
maximum duration in which a STA
can occupy a channel. A larger
value indicates a longer duration.
If the TXOPLimit value is 0, the
STA can send only one data frame
every time it preempts a channel.

ACK Policy ACK policy, which includes:

e Reply: During 802.11 packet
exchange, the receiver sends an
ACK packet to confirm the
receiving of a packet from the
sender.

e No reply: The receiver sends no
ACK packet to confirm the
receiving of a packet from the
sender. It applies to scenarios
where communication quality
is good and interference is low.

Click Apply. In the Info dialog box that is displayed, click OK.

Modify a 2G radio profile.

a.

d.

Choose Configuration > WLAN Management > AP Management >
Profile Management > Radio Management > 2G Radio Profile. The 2G
Radio Profile List page is displayed, as shown in Figure 1-204.

Select the profile that you want to modify and click Modify. The 2G
Radio Profile page is displayed.

Modify parameters for the 2G radio profile. For description of the
parameters, see Table 1-81.

Click Apply. In the Info dialog box that is displayed, click OK.

Delete a 2G radio profile.

a.

Choose Configuration > WLAN Management > AP Management >
Profile Management > Radio Management > 2G Radio Profile. The 2G
Radio Profile List page is displayed, as shown in Figure 1-204.

Select the profile that you want to delete and click Delete. In the
Confirm dialog box that is displayed, click OK.

Clear a 2G radio profile.
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b.

Choose Configuration > WLAN Management > AP Management >
Profile Management > Radio Management > 2G Radio Profile. The 2G
Radio Profile List page is displayed, as shown in Figure 1-204.

Click Clear. In the Confirm dialog box that is displayed, click OK.

e Display the profile reference relationship.

a.

Choose Configuration > WLAN Management > AP Management >
Profile Management > Radio Management > 2G Radio Profile. The 2G
Radio Profile List page is displayed, as shown in Figure 1-204.

Select the profile of which you want to display the reference relationship
and click Display Reference. The system displays the types and names of
the objects that reference the profile.

(10 NOTE

Click Hide Profile Reference. The system hides the displayed results.

e Configure a profile referenced in the 2G radio profile.

a.

C.

--—-End

Choose Configuration > WLAN Management > AP Management >
Profile Management > Radio Management > 2G Radio Profile. The 2G
Radio Profile List page is displayed. Click + to the left of the 2G Radio
Profile in the navigation tree to expand the 2G radio profile list. Click

to the left of the 2G radio profile name to view the names of the profiles
referenced in the 2G radio profile, as shown in Figure 1-210.

Figure 1-210 Other profiles referenced by the 2G radio profile
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Click any profile referenced in the 2G radio profile. The profile
configuration page is displayed. Select a profile name from the drop-
down list box and set parameters for the referenced profile according to
the parameter description table for the specific profile.

Click Apply. In the Info dialog box that is displayed, click OK.
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5G Radio Profile

Context
A 5G radio profile is used to configure and optimize the 5G radio of an AP, but
does not take effect on the 2G radio. Create a proper radio profile and bind it to
an AP specific profile or AP group. In this way, the AP provides better radio signal
transmit and receive capabilities.

Procedure

e Create a 5G radio profile.

a. Choose Configuration > WLAN Management > AP Management >
Profile Management > Radio Management > 5G Radio Profile. The 5G
Radio Profile List page is displayed, as shown in Figure 1-211.

Figure 1-211 5G Radio Profile List
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b. Click Create. The Create 5G Radio Profile page is displayed.
c. Enter the name of the new 5G radio profile in Profile name.

Click OK. The parameter setting page of the new 5G radio profile is
displayed, as shown in the following figures.
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Figure 1-212 5G Radio Profile
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Figure 1-213 802.11a Rate Set
) 802.11a Rate Set
Basic rate (Mbit/s) :
All | 6 9 12 18 v 24 36 48
54
Supported rate (Mbit/s) :
| All v 6 v 9 w12 |18 24 | 36 48
54
Multicast rate (Mbit/s) : 6
® 802.11ac
Spatial stream quantity : 3 Maximum MCS value : 9
Figure 1-215 Interference Detection
(@) Interference Detection
Interference detection :
AP co-channel AP adjacent-channel -
interference alarm 30 interference alarm 30
threshold (%) : threshold (%) :
STA interference alarm .
threshold (STA count) : <

T B

Issue 11 (2024-08-30) Copyright © Huawei Technologies Co., Ltd.

258



Huawei AR Series Access Routers
Web-based Configuration Guide 1 EasyOperation Edition

Figure 1-216 WMM

@ WMM
whav; i emls
Area: User-defined
Packet Type AIFSN ECWmin ECWmax TXOPLimit (32 ps) ACK Policy
AC_VO 1 2 3 47 Reply
AC_WI 1 3 4 o4 Reply
AC_BE 3 4 6 0 Reply
AC_BK 7 4 10 0 Reply

e. Set parameters for creating a 5G radio profile. For description of the
parameters, see Table 1-82.

Table 1-82 Description of the parameters for creating a 5G radio profile

Parameter Description

5G Radio Profile Name of the new 5G radio profile,
which cannot be modified.

Radio type Radio type.

Meanings of Wi-Fi indicator status | Parameter reflected by the
blinking frequency of the Wireless
indicator.

e Signal strength: The blinking
frequency of the Wireless
indicator on an AP indicates
the signal strength. When the
Wireless indicator blinks fast,
the signal strength is strong.

e Service traffic: The blinking
frequency of the Wireless
indicator on an AP indicates
the service traffic volume.
When the Wireless indicator
blinks fast, the service traffic
volume is high.

Channel switching announcement | Whether to enable channel
switching announcement.

Packet-based power control Whether to enable per-packet
power control.
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Parameter

Description

RTS-CTS mode

RTS/CTS operation mode, which
can be:

e rts-cts: When an AP needs to
send data to a STA, the AP
sends an RTS packet to all STAs
associated with it. After
receiving the RTS packet, none
of the devices within the AP's
coverage area sends data
within a specified period. After
the destination STA receives
the RTS packet, it sends a CTS
packet. After receiving the CTS
packet, none of the devices
within the STA's coverage area
sends data within a specified
period. Using the rts-cts mode
to avoid conflicts requires two
packets (RTS and CTS packets),
increasing packet overhead.

e cts-to-self: When an AP needs
to send data to STAs, it sends a
CTS packet with its IP address
as the source and destination
addresses. Then none of the
devices within the AP's
coverage area sends data
within a specified period. In
cts-to-self mode, an AP only
needs to send a CTS packet to
avoid channel conflicts in most
scenarios. However, if there is a
device within the STA's
coverage area but not within
the AP's coverage area, a
channel conflict may still occur.

e Disable: disables RTS-CTS.

RTS-CTS threshold(bytes)

RTS/CTS threshold.

Support short preamble

Whether short preamble is
supported.

Beacon interval(TUs)

Interval at which an AP sends
Beacon frames.

Gl mode

Guard interval mode.
e Short: short guard interval

e Normal: normal guard interval
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Parameter

Description

HT AMPDU

Whether to enable MPDU
aggregation.

Index of maximum length of HT
AMPDUs

Maximum length of an A-MPDU.

The value ranges from 0 to 3.

e 0: indicates that the maximum
length of the A-MPDU is 8191
bytes.

e 1:indicates that the maximum
length of the A-MPDU is 16383
bytes.

e 2:indicates that the maximum
length of the A-MPDU is 32767
bytes.

e 3:indicates that the maximum
length of the A-MPDU is 65535
bytes.

VHT AMSDU

802.11 packets sent in A-MSDU
aggregation mode.

Length of VHT AMSDUs

Maximum number of subframes
that can be aggregated once in A-
MSDU aggregation mode.
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Parameter

Description

Index of maximum length of VHT
AMPDUs

Maximum length of an A-MPDU.
The value ranges from 0 to 7.

e 0: indicates that the maximum
length of the A-MPDU is 8191
bytes.

e 1:indicates that the maximum
length of the A-MPDU is 16383
bytes.

e 2:indicates that the maximum
length of the A-MPDU is 32767
bytes.

e 3:indicates that the maximum
length of the A-MPDU is 65535
bytes.

e 4: indicates that the maximum
length of the A-MPDU is
131071 bytes.

e 5:indicates that the maximum
length of the A-MPDU is
262143 bytes.

e 6: indicates that the maximum
length of the A-MPDU is
524287 bytes.

e 7:indicates that the maximum
length of the A-MPDU is
1048575 bytes.

Utmost power

Whether a radio sends packets at
the maximum power.

Only radios of the AP2030DN,
AP3030DN, AP4030DN,
AP4130DN, AP5030DN,
AP5130DN, AP7030DE,
AP8030DN, AP8130DN and
AP9330DN can send packets at
maximum power.

802.11a Rate Set

Basic rate(Mbit/s)

Basic rate set of 802.11a.

Supported rate(Mbit/s)

Maximum rate supported by
802.11a.

Multicast rate(Mbit/s)

Multicast rate of wireless packets
on the 5 GHz radio.

802.11ac

Spatial stream quantity

Spatial stream quantity.
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Parameter Description
Maximum MCS value Maximum MCS value supported
by the spatial streams.

Interference Detection

Interference detection Whether to enable interference
detection.

AP co-channel interference alarm | Alarm threshold for co-channel

threshold (%) interference.

AP adjacent-channel interference | Alarm threshold for adjacent-

alarm threshold (%) channel interference.

STA interference alarm Alarm threshold for STA

threshold (STA count) interference.

WMM

WMM Whether to enable WMM.

Restrict access of non-WMM Whether to allow WMM-incapable

terminals STAs to connect to a WMM-
enabled AP.

Area Provides different preset values for

the EDCA parameters in different
scenarios. You can directly select a
specific scenario or make
adjustments to the preset values.

e User-defined: specifies the
user-defined of an EDCA
parameter.

e Voice: indicates that voice
packets preempt a channel.

e Voice and video: indicates that
voice and video packets
preempt a channel.

Packet type Type of packets.

AIFSN Arbitration inter frame spacing
number (AIFSN), which
determines the channel idle time.

In the distributed coordination
function (DCF) protocol, the DCF
inter frame space (DIFS) has a
fixed value. WMM provides
different DIFS values for different
ACs. A large AIFSN value means
that the STA must wait for a long
time and has a low priority.
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Parameter

Description

ECWmin

Exponent form of the minimum
contention window. ECWmin and
ECWmax determine the average
backoff time. A larger value
indicates a longer average backoff
time and a lower priority.

ECWmax

Exponent form of the maximum
contention window. ECWmax and
ECWmin determine the average
backoff time. A larger value
indicates a longer average backoff
time and a lower priority.

TXOPLIimit(32 ps)

Transmission opportunity limit
(TXOPLimit). It determines the
maximum duration in which a STA
can occupy a channel. A larger
value indicates a longer duration.
If the TXOPLimit value is 0, the
STA can send only one data frame
every time it preempts a channel.

ACK Policy

ACK policy, which includes:

e Reply: During 802.11 packet
exchange, the receiver sends an
ACK packet to confirm the
receiving of a packet from the
sender.

e No reply: The receiver sends no
ACK packet to confirm the
receiving of a packet from the
sender. It applies to scenarios
where communication quality
is good and interference is low.

f.  Click Apply. In the Info dialog box that is displayed, click OK.

e Modify a 5G radio profile.

a. Choose Configuration > WLAN Management > AP Management >
Profile Management > Radio Management > 5G Radio Profile. The 5G
Radio Profile List page is displayed, as shown in Figure 1-211.

b. Select the profile that you want to modify and click Modify. The 5G

Radio Profile page is displayed.

c. Modify parameters for the 5G radio profile. For description of the

parameters, see Table 1-82.

d. Click Apply. In the Info dialog box that is displayed, click OK.

e Delete a 5G radio profile.
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Choose Configuration > WLAN Management > AP Management >
Profile Management > Radio Management > 5G Radio Profile. The 5G
Radio Profile List page is displayed, as shown in Figure 1-211.

Select the profile that you want to delete and click Delete. In the
Confirm dialog box that is displayed, click OK.

e Clear a 5G radio profile.

a.

b.

Choose Configuration > WLAN Management > AP Management >
Profile Management > Radio Management > 5G Radio Profile. The 5G
Radio Profile List page is displayed, as shown in Figure 1-211.

Click Clear. In the Confirm dialog box that is displayed, click OK.

e Display the profile reference relationship.

a.

Choose Configuration > WLAN Management > AP Management >
Profile Management > Radio Management > 5G Radio Profile. The 5G
Radio Profile List page is displayed, as shown in Figure 1-211.

Select the profile of which you want to display the reference relationship
and click Display Reference. The system displays the types and names of
the objects that reference the profile.

(11 NOTE

Click Hide Profile Reference. The system hides the displayed results.

e Configure a profile referenced in the 5G radio profile.

a.

Choose Configuration > WLAN Management > AP Management >
Profile Management > Radio Management > 5G Radio Profile. The 5G
Radio Profile List page is displayed. Click *+ to the left of the 5G Radio
Profile in the navigation tree to expand the 5G radio profile list. Click

to the left of the 5G radio profile name to view the names of the profiles
referenced in the 5G radio profile, as shown in Figure 1-217.

Figure 1-217 Other profiles referenced by the 5G radio profile

AR Web Platform . . 0] B 2 huave ? £ T
Monitoring Configuration Advanced Maintenance Diagnosis

Configuration Wizard

WAN Configuration
® Dynamic Load Balancing

59-1
BRRM Profile. [default)

ElAir Scan Profile default]

Bdefault
LAN Configuration e

Network Behavior
Management

Attack Defense
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b. Click any profile referenced in the 5G radio profile. The profile
configuration page is displayed. Select a profile name from the drop-
down list box and set parameters for the referenced profile according to
the parameter description table for the specific profile.

c. Click Apply. In the Info dialog box that is displayed, click OK.
----End

1.7.6.3.3 AP

AP Wired Port Link Profile

Context

An AP wired port link profile allows you to perform link-layer management and
configuration of AP wired interfaces.

Procedure
e C(Create an AP wired port link profile.

a. Choose Configuration > WLAN Management > AP Management >
Profile Management > AP > AP Wired Port Link Profile. The AP Wired
Port Link Profile List page is displayed, as shown in Figure 1-218.

Figure 1-218 AP Wired Port Link Profile List

AR Web Platform = B2 e 2 & T

Monitoring Configuration Advanced Maintenance Diagnosis

Configuration Wizard

& [BAP Wired Port Link Profile
[4P System Profile
4P Wir P

WAN Configuration

LAN Configuration

Network Behavior
Management

Attack Defense

b. Click Create. The Create AP Wired Port Link Profile page is displayed.
Enter the name of the new AP wired port link profile in Profile name.

d. Click OK. The parameter setting page of the new AP wired port link
profile is displayed, as shown in Figure 1-219.
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Figure 1-219 Parameter setting page of the new AP wired port link
profile

AR Web Platform o] B 2 e 2 & T

Monitoring Configuration Advanced Maintenance Diagnosis

[
AP Group Configuration AP Configuration AP Maintenance  Profile Management

AP Wired Port Link Profile Display Reference

Configuration Wizard

WAN Configuration

LAN Configuration Apply

Network Behavior
Management

Attack Defense

e. Set parameters for creating an AP wired port link profile. For description
of the parameters, see Table 1-83.

Table 1-83 Parameters for creating an AP wired port link profile

Parameter Description

AP Wired Port Link Profile Name of the new AP wired port
link profile, which cannot be
modified.

Port Whether to enable the AP wired
interface.

LLDP Whether to enable LLDP on the
AP wired interface.
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Parameter

Description

Advertise basic TLV type

Basic TLV that an AP is allowed to
advertise in LLDPDUs.

e All: An AP is allowed to
advertise all basic TLVs in
LLDPDUs.

e Management-address: An AP is
allowed to advertise
Management address TLVs in
LLDPDUEs.

e Port-description: An AP is
allowed to advertise Port
description TLVs in LLDPDUs.

e System-capability: An AP is
allowed to advertise System
capability TLVs in LLDPDUs.

e System-description: An AP is
allowed to advertise System
description TLVs in LLDPDUs.

e System-name: An AP is allowed
to advertise System name TLVs
in LLDPDUs.

CRC error alarm

Whether to enable the alarm
function for CRC errors on the AP
wired interface.

CRC error alarm
threshold(1/10000)

Alarm threshold for CRC errors on
the AP wired interface.

CRC error clear alarm
threshold(1/10000)

Clear alarm threshold for CRC
errors on the AP wired interface.

f.  Click Apply. In the Info dialog box that is displayed, click OK.

Modify an AP wired port link profile.

a. Choose Configuration > WLAN Management > AP Management >
Profile Management > AP > AP Wired Port Link Profile. The AP Wired
Port Link Profile List page is displayed, as shown in Figure 1-218.

b. Select the profile that you want to modify and click Modify. The AP
Wired Port Link Profile page is displayed.

¢. Modify parameters for the AP wired port link profile. For description of

the parameters, see Table 1-83.

d. Click Apply. In the Info dialog box that is displayed, click OK.

Delete an AP wired port link profile.

a. Choose Configuration > WLAN Management > AP Management >
Profile Management > AP > AP Wired Port Link Profile. The AP Wired
Port Link Profile List page is displayed, as shown in Figure 1-218.
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b.

Select the profile that you want to delete and click Delete. In the
Confirm dialog box that is displayed, click OK.

e C(Clear an AP wired port link profile.

a.

b.

Choose Configuration > WLAN Management > AP Management >
Profile Management > AP > AP Wired Port Link Profile. The AP Wired
Port Link Profile List page is displayed, as shown in Figure 1-218.

Click Clear. In the Confirm dialog box that is displayed, click OK.

e Display the profile reference relationship.

a.

--—-End

AP System Profile

Context

Choose Configuration > WLAN Management > AP Management >
Profile Management > AP > AP Wired Port Link Profile. The AP Wired
Port Link Profile List page is displayed, as shown in Figure 1-218.

Select the profile of which you want to display the reference relationship
and click Display Reference. The system displays the types and names of
the objects that reference the profile.

(11 NOTE

Click Hide Profile Reference. The system hides the displayed results.

To centrally manage and maintain multiple APs, add these APs to a group, set
parameters in an AP system profile, and then reference the AP system profile in
the AP group view.

Procedure

e Create an AP system profile.

a.

Choose Configuration > WLAN Management > AP Management >
Profile Management > AP > AP System Profile. The AP System Profile
List page is displayed, as shown in Figure 1-220.
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Figure 1-220 AP System Profile List
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b. Click Create. The Create AP System Profile page is displayed.
c. Enter the name of the new AP system profile in Profile name.

Click OK. The parameter setting page of the new AP system profile is
displayed, as shown in the following figures.

Figure 1-221 AP system profile

AR Web Platform B 2w 2?2 % T B
Monitoring Configuration Advanced Maintenance Diagnosis el

AP Group Configuration AP Configuration AP Maintenance  Profile Management
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Configuration Wizard
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® AP Alarm
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Apply
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Figure 1-222 Dual-Link Configuration
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Figure 1-223 Eapol
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Figure 1-224 AP Alarm
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Figure 1-225 Log Backup
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Figure 1-226 Others
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e. Set parameters for the AP system profile. For description of the

parameters, see Table 1-84.

Table 1-84 Description of the parameters for creating an AP system

profile

Parameter

Description

AP System Profile

Name of the new AP system
profile, which cannot be modified.

Service holding upon link
disconnection

Whether to enable service holding
upon link disconnection.
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Parameter

Description

Offline AP permit access of new
STAs

Whether to enable the APs in
fault state to allow access of new
STAs.

MTU(Byte)

Maximum transmission unit
(MTU) on an Ethernet interface.

Dual-Link Configuration

AC priority

Priority of the AC.

IP address of the backup AC

IP address of the backup AC.

Eapol

Eapol-response packet conversion

EAPoL-response packet conversion
method.

Eapol-response packet
encapsulation

EAPoL-response packet
encapsulation method.

Eapol-start packet conversion

EAPolL-start packet conversion
method.

Eapol-start packet encapsulation

EAPol-start packet encapsulation
method.

AP Alarm

Alarm suppression

Whether to enable the alarm
suppression function for APs.

Alarm suppression interval(s)

Interval during which alarms are
suppressed on APs.

High temperature alarm
threshold(°C)

High temperature alarm threshold
for APs.

Low temperature alarm
threshold(°C)

Low temperature alarm threshold
for APs.

CPU usage alarm threshold (%)

CPU usage alarm threshold for
APs.

Memory usage alarm
threshold (%)

Memory usage alarm threshold
for APs.

Log Backup

IP address of the log backup
server

IP address of the log backup
server.

Others

Manage VLAN

Management VLAN for APs.
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f.

Parameter Description

Dynamic blacklist aging time(s) Aging time of a dynamic blacklist

entry.

STelnet Whether to allow or forbid STelnet
login.

Telnet Whether to allow or forbid Telnet
login.

Console Whether to allow or forbid

console port login.

SFTP Whether to allow or forbid SFTP
login.

Indicator Whether to turn on or off AP
indicators.

Offline VAP management Whether to enable the offline VAP

management function.

Click Apply. In the Info dialog box that is displayed, click OK.

Modify an AP system profile.

a.

d.

Choose Configuration > WLAN Management > AP Management >
Profile Management > AP > AP System Profile. The AP System Profile
List page is displayed, as shown in Figure 1-220.

Select the profile that you want to modify and click Modify. The AP
System Profile page is displayed.

Modify parameters for the AP system profile. For description of the
parameters, see Table 1-84.

Click Apply. In the Info dialog box that is displayed, click OK.

Delete an AP system profile.

a.

Choose Configuration > WLAN Management > AP Management >
Profile Management > AP > AP System Profile. The AP System Profile
List page is displayed, as shown in Figure 1-220.

Select the profile that you want to delete and click Delete. In the
Confirm dialog box that is displayed, click OK.

Clear an AP system profile.

a.

b.

Choose Configuration > WLAN Management > AP Management >
Profile Management > AP > AP System Profile. The AP System Profile
List page is displayed, as shown in Figure 1-220.

Click Clear. In the Confirm dialog box that is displayed, click OK.

Display the profile reference relationship.

a.

Choose Configuration > WLAN Management > AP Management >
Profile Management > AP > AP System Profile. The AP System Profile
List page is displayed, as shown in Figure 1-220.
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b. Select the profile of which you want to display the reference relationship
and click Display Reference. The system displays the types and names of
the objects that reference the profile.

{11 NOTE

Click Hide Profile Reference. The system hides the displayed results.
e Configure a profile referenced in an AP system profile.

a. Choose Configuration > WLAN Management > AP Management >
Profile Management > AP > AP System Profile. The AP System Profile
List page is displayed. Click + to the left of AP System Profile in the
navigation tree to expand the AP system profile list. Click ' to the left of
an AP system profile name to view the names of the profiles referenced
in the AP system profile, as shown in Figure 1-227.

Figure 1-227 Other profiles referenced by the AP system profile
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b. Click any profile referenced in the AP system profile. The profile
configuration page is displayed. Select a profile name from the drop-
down list box and set parameters for the referenced profile according to
the parameter description table for the specific profile.

c. Click Apply. In the Info dialog box that is displayed, click OK.
----End

AP Wired Port Profile

Context

An AP wired port profile allows you to manage and configure wired interfaces of
APs. You can configure wired port parameters in the AP wired port profile to
facilitate AP management.
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Procedure

e Create an AP wired port profile.

a. Choose Configuration > WLAN Management > AP Management >
Profile Management > AP > AP Wired Port Profile. The AP Wired Port
Profile List page is displayed, as shown in Figure 1-228.

Figure 1-228 AP Wired Port Profile List
AR Web Platform Monitoring (:ﬂfﬁatm\ Advance d Maintenance Diagnosis S 5
o
- “ AP Wired Port Profile List
Configuration Wizard ’,: Delete Clear Display Reference
WAN Configuration - "
LAN Configuration =R E‘
Network Behavior
Management
Attack Defense
b.

Click Create. The Create AP Wired Port Profile page is displayed.
Enter the name of the new AP wired port profile in Profile name.

Click OK. The parameter setting page of the new AP wired port profile is
displayed, as shown in Figure 1-229.
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Figure 1-229 Parameter setting page of the new AP wired port profile
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Set parameters for creating an AP wired port profile. For description of
the parameters, see Table 1-85.

Table 1-85 Description of the parameters for creating an AP wired port

profile

Parameter

Description

AP Wired Port Profile

Name of the new AP wired port
profile, which cannot be modified.

Enable Eth-Trunk

Whether to enable Eth-Trunk.

Port mode

Operating mode of a wired
interface.

e root: root mode
e endpoint: endpoint mode
e middle: middle mode

Port description

Port description.

DHCP trusted port

Whether to enable the DHCP
trusted port function.

Address learning

Whether to enable STA IPv4/IPv6
address learning on the AP's wired
interface.
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Parameter

Description

IP packet binding check

Whether to enable IP source
guard (IPSG) on the AP's wired
interface.

ARP packet binding check

Whether to enable DAI on the
AP's wired interface.

Port PVID

PVID of the wired interface.

VLAN ID

ID of the VLAN to which the wired
interface is added.

NOTE

After setting this parameter, click

next to the VLAN ID. In the Select
Mode dialog box that is displayed,
select the mode in which the interface
is added to the VLAN and click OK.

Mode

Mode used to add the wired
interface to a VLAN. Tagged and
untagged modes are supported.

Storm Control

Broadcast packet rate limit(pps)

Maximum broadcast traffic
volume allowed on the AP's wired
interface.

Unicast packet rate limit(pps)

Maximum unknown unicast traffic
volume allowed an AP's wired
interface.

Multicast packet rate limit(pps)

Maximum multicast traffic volume
allowed on the AP's wired
interface.

f.  Click Apply. In the Info dialog box that is displayed, click OK.

Modify an AP wired port profile.

a. Choose Configuration > WLAN Management > AP Management >
Profile Management > AP > AP Wired Port Profile. The AP Wired Port
Profile List page is displayed, as shown in Figure 1-228.

b. Select the profile that you want to modify and click Modify. The AP

Wired Port Profile page is displayed.

¢. Modify parameters of the AP wired port profile. For description of the

parameters, see Table 1-85.

d. Click Apply. In the Info dialog box that is displayed, click OK.

Delete an AP wired port profile.

a. Choose Configuration > WLAN Management > AP Management >
Profile Management > AP > AP Wired Port Profile. The AP Wired Port
Profile List page is displayed, as shown in Figure 1-228.
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b. Select the profile that you want to delete and click Delete. In the
Confirm dialog box that is displayed, click OK.

e Clear an AP wired port profile.

a. Choose Configuration > WLAN Management > AP Management >
Profile Management > AP > AP Wired Port Profile. The AP Wired Port
Profile List page is displayed, as shown in Figure 1-228.

b. Click Clear. In the Confirm dialog box that is displayed, click OK.

e Display the profile reference relationship.

a. Choose Configuration > WLAN Management > AP Management >
Profile Management > AP > AP Wired Port Profile. The AP Wired Port
Profile List page is displayed, as shown in Figure 1-228.

b. Select the profile of which you want to display the reference relationship
and click Display Reference. The system displays the types and names of
the objects that reference the profile.

{10 NOTE
Click Hide Profile Reference. The system hides the displayed results.
e Configure the profiles that are referenced by the AP wired port profile.

a.

Choose Configuration > WLAN Management > AP Management >
Profile Management > AP > AP Wired Port Profile. The AP Wired Port
Profile List page is displayed. Click + next to AP Wired Port Profile. The
AP wired port profile name is displayed. Click + next to the specified AP
wired port profile to view the profiles that are referenced by the AP wired
port profile, as shown in Figure 1-230.

Figure 1-230 Other profiles referenced by the AP wired port profile

AR Web Platform o] B 2 huawe ? & T

Monitoring Configuration Advanced Maintenance Diagnosis

AP Wired Port Link Profile :  default Display Reference

Configuration Wizard

Baa
WAN Configuration

82 Apply

B default

LAN Configuration

Network Behavior
Management

Attack Defense

Click any profile that is referenced by the AP wired port profile and access
the configuration page of the referenced profile. Select the profile from
the drop-down list box and set parameters of the profile to configure the
profile that is referenced by the AP wired port profile. For description of
the parameters in the profile, see the profile page.
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c. Click Apply. In the Info dialog box that is displayed, click OK.
----End

1.7.6.4 WLAN Service Configuration

Context

SSIDs identify different wireless networks. When users search for available wireless
networks using their STAs, the displayed wireless network names are SSIDs. On
the web platform, you can create an SSID and set the password. Users can then
select the SSID and enter the correct password on their STAs to access the AP.

On the WLAN Service Configuration page, you can create, modify, delete, or
search for WLAN services, and check AP information.

Procedure

Step 1 Choose Configuration > WLAN Management > WLAN Service Configuration.
The WLAN Service Configuration page is displayed, as shown in Figure 1-231.

Figure 1-231 WLAN Service Configuration page

o

WLAN Service Settings

= SSID admin123

*= Service VLAN : 2 (2]

* IP/Mask : 192 168 . 5 . 1 / 255,255,255 . 0 (7]
Security policy WPA-WPA2 OPEN

* Password :

= Confirm password :  «eseseees

Select effective AP : Configuration
Add
Configured WLAN Service List

Delete Refresh

SSID - Service VLAN ~ IP/Mask ~ Security Policy « Operation
889 192.168.4.1/255.255.255.0 WPA-WPA2

HUAWEI-WLAN 889 192.168.4.1/255.255.255.0 OPEN Modify Check AP

5 Total 2 record(s) [ 1]

Step 2 Configure WLAN services.
e (Create a WLAN service.

a. Set parameters under WLAN Service Settings. For description of the
parameters, see Table 1-86.

Table 1-86 WLAN service parameters

Item Description

SSID Name of a new SSID.
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Item

Description

Service VLAN

Service VLAN of the new SSID.

IP/Mask

IP address and mask of the new
SSID.

Security policy

Security policy for the new SSID.

Password

Password of the new SSID. When
users need to access the new SSID,
they must enter the correct
password. Otherwise, they are not
allowed to access the SSID.

Confirm password

Enter the password again.

b. Click Configuration next to Select Effective AP. In the Select Effective
AP dialog box that is displayed, select one or more APs, as shown in

Figure 1-232. Click OK.

Figure 1-232 Select Effective AP dialog box

Select Effective AP

Optional AP

APID - AP Name = MAC Address «

0 3023-5689-4657 3023-5689-4657

4 4222-2222-2222

4222-2222-2222

Selected AP jo)
APID ~ AP Name =

MAC Address =

0 3023-5689-4657 3023-5689-4657 X

Cancel

¢. Click Add. In the Confirm dialog box that is displayed, click OK. The new
WLAN service is added under Configured WLAN Service List.

Modify a WLAN service.

a. Under Configured WLAN Service List, select a WLAN service and click
Modify. The WLAN Service Modify page is displayed, as shown in Figure

1-233.
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C.

Figure 1-233 Modifying WLAN services

(]

WLAN Service Madify

* Service VLAN : 2 (]

* IP/Mask : 192,168, 5 , 1 / 25 25 255, 0 (5]
Security policy : WPAWPA2  OPEN

* Password :

+ Confirm password

Select effective AP Configuration

OK Cancel

Configured WLAN Service List

Delete Refresh

SSID - Service VLAN = P/Mask Security Policy ~ Operation

889 192.168.4.1/255.255.255.0 WPA-WPA2 Modify Check AP

HUAWEL-WLAN 889 192.1684.1/255.255.255.0 OPEN Modify

admin123 2 192.168.5.1/255.255.255.0 WPA-WPA2 Modify Check AP

5 Total 3 records) [ 1]

Under WLAN Service Modify, set parameters as required to modify the
WLAN service. For description of the parameters, see Table 1-86. To
modify effective APs, click Configuration next to Select Effective AP to
perform the modification.

Click OK.

Delete a WLAN service.

a.

b.

Under Configured WLAN Service List, select a WLAN service and click
Delete.

In the Warning dialog box that is displayed, click OK. The selected WLAN
service is deleted.

Search for WLAN services.

a.

In the upper right corner of Configured WLAN Service List, enter an
SSID in SSID and click * to search for the WLAN service.

You can also search for WLAN services based on Service VLAN, IP/Mask,
or Security Policy. You can view, modify, or delete the displayed WLAN
services.

Check information about APs mapping a WLAN service.

a.

Under Configured WLAN Service List, select a WLAN service and click
Check AP. The Check AP dialog box is displayed, as shown in Figure
1-234.

A WLAN service may map multiple APs. In the upper right corner of

Check AP, enter an AP ID in AP ID and click £ to search for AP
information. You can also search for AP information based on AP Name
or MAC Address.

Issue 11 (2024-08-30)

Copyright © Huawei Technologies Co., Ltd. 281



Huawei AR Series Access Routers
Web-based Configuration Guide

1 EasyOperation Edition

Figure 1-234 Check AP dialog box

Check AP

Effective AP List

APID « AP Name =
0 3023-5689-4857
5 Total 1 record(s)

--—-End

1.7.6.5 Terminal User Management

1.7.6.5.1 Terminal User Management

Context

AP ID

Close

MAC Address =

3023-5689-4657

The Terminal User Management page displays information about online and
offline STAs, such as MAC and IP addresses.

Procedure

Step 1 View information about online STAs.

1. Choose WLAN Management > Terminal User Management. The Terminal
User Management page is displayed, as shown in Figure 1-235.
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Figure 1-235 Terminal User Management page

(]

Terminal User Management Terminal User Distribution

Online User

Refresh

MAC Address « [P Address APID « SSID «

Offline User

Refresh

User Name « MAC Address « IP Address ~

mai.. - | Logout Cause Interface ~ VLAN Login Time Logout Time =

2. Under Online User, set the search criteria and click ~. Table 1-87 describes

the parameters.

Table 1-87 Description of parameters on the Online User page

Parameter Description

MAC Address MAC address of a STA.

IP Address IP address of a STA.

AP ID ID of the AP that a STA associates
with.

SSID SSID that a STA associates with.

VLAN Data service VLAN of a STA.

Channel Channel used by a STA.

BSSID BSSID that a STA associates with.

Terminal Status Status of a STA.

Operation Operation that can be performed on
online STAs. Currently, only the
operation of forcing online STAs to
go offline is allowed.

e  Force online STAs to go offline.
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1. Choose WLAN Management > Terminal User Management. The Terminal
User Management page is displayed, as shown in Figure 1-235.

2. Click Forcible Logout next to Online user. In the displayed Warning dialog
box, click OK to force online STAs to go offline.

e Query the roaming trace.

1. Choose WLAN Management > Terminal User Management. The Terminal
User Management page is displayed, as shown in Figure 1-235.

2. Click Query Roaming Trace. The Roaming Trace dialog box is displayed, as
shown in Figure 1-236.

Figure 1-236 Roaming Trace dialog box

Roaming Trace

Refresh

Time = AP Name = Frequency Band = BSSID =

2016/09/26 03:16:24 30d1-7eb4-aaal 245 30d1-7eb4-aaal

10 Total 1 record(s) | |
Close

Step 2 View information about offline STAs.

1. Choose WLAN Management > Terminal User Management. The Terminal
User Management page is displayed, as shown in Figure 1-235.

2. Under Offline User, set the search criteria and click *. Table 1-88 describes
parameters on the page.

Table 1-88 Description of parameters on the Offline User page

Parameter Description

User Name Name of an offline STA.

MAC Address MAC address of an offline STA.

IP Address IP address of an offline STA.

Authentication Type Authentication mode of an offline
STA.

Domain Name Authentication domain of an offline
STA.

Logout Cause Cause for the STA's logout.

Interface Interface connected to an offline
STA.

Issue 11 (2024-08-30) Copyright © Huawei Technologies Co., Ltd. 284



Huawei AR Series Access Routers
Web-based Configuration Guide

1 EasyOperation Edition

Parameter

Description

VLAN

Service VLAN of an offline STA.

Login Time

Online time of an offline STA.

Logout Time

Offline time of an offline STA.

--—-End

1.7.6.5.2 Terminal User Distribution

Context

On the Terminal User Distribution page, view distribution information about

STAs.

Procedure

Step 1

Choose WLAN Management > Terminal User Management > Terminal User

Distribution to access the Terminal User Distribution page, as shown in Figure

1-237.

Figure 1-237 Terminal User Distribution page

AR Web Platform

Configuration Wizard

WAN Configuration

LAN Configuration

Network Behavior
Management

Attack Defense

Monitoring Configuration Advanced Maintenance

Number of 56 Users ~

Step 2 On the Terminal User Distribution page, enter an AP name in the search box and

click . Table 1-89 describes parameters.
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Table 1-89 Description of parameters on the Terminal User Distribution page

Parameter Description

AP Name Name of an AP.

User Quantify Number of STAs connected to an AP.

Number of 2.4G Users Number of STAs connected to the 2.4
GHz radio of an AP.

Number of 5G Users Number of STAs connected to the 5
GHz radio of an AP.

SSID Number of STAs connected to an SSID.

----End

1.7.6.6 Backup Configuration

Context
Dual-link backup configuration on an AC can improve the reliability of the WLAN.
You can enable or disable AC dual-link backup and dual-link switchover on the
Backup Configuration page.

Procedure

Step 1 Choose WLAN Management > Backup Configuration. The Backup
Configuration page is displayed, as shown in Figure 1-238.

Figure 1-238 Backup Configuration page

AR Web Platform — ) Q ) ) ) B 2 admin 2 & 7
onitoring Configuration vance c

Dual-link cold backup

AC dual-link switchover status :

Configuration Wizard Local priority 1 (2] 1P address of the backup AC 0.1 .1 .1

Apply

WAN Configuration

LAN Configuration

Network Behavior
Management

Attack Defense
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Step 2 Set backup configuration parameters. Table 1-90 describes the parameters.

Table 1-90 Backup configuration parameters

Parameter

Description

Backup mode

The default value is Dual-link cold
backup and cannot be changed.

AC dual-link backup status

Whether the dual-link backup function
is enabled.

e ON: The function is enabled.
e OFF: The function is disabled.

AC dual-link switchover status

Whether the dual-link switchover
function is enabled.

e ON: The function is enabled.
e OFF: The function is disabled.

Local priority

AC's priority. The AC with a higher
priority acts as the active AC and the
AC with a lower priority acts as the
standby AC.

IP address of the backup AC

IP address of the backup AC.

Step 3 Click Apply to make the configured parameters take effect.

--—-End

1.8 Advanced

1.8.1 Interface
1.8.1.1 Interface Attributes

Context

You can configure the link type and interface description information for an
existing interface, and configure the interface to allow frames from specific VLANs

to pass through.

Procedure

Step 1 Choose Advanced to access the Advanced page.

Step 2 Choose Interface > Interface Attribute to configure attributes of an interface, as

shown in Figure 1-239.
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Figure 1-239 Interface Attribute page

(4]
Interface Attribute Configuration
+ Select Interface : GigabitEthernet0/0/0

Interface status :

Link type : Hybrid
VLAN (Untagged) : 1
VLAN (Tagged) :
oK Cancel

Default VLAN :

Interface description:  HUAWEL, AR Series, Gigabitt

The link type of an interface can be access, trunk, or hybrid. Table 1-91 lists the

parameters.

Table 1-91 Description of link type parameters

Parameter

Description

Access

An access link can only receive and
send untagged frames, and can add
only a unique VLAN tag to untagged
frames.

Trunk

A trunk link allows tagged frames
from multiple VLANs and untagged
frames from only one VLAN to pass
through.

Hybrid

A hybrid link allows tagged or
untagged frames from multiple VLANs
to pass through. Frames are tagged or
untagged depending on the VLAN
configuration.

Step 3 Click OK and then the interface name and interface attributes are displayed under
Interface List, as shown in Figure 1-240.

Figure 1-240 Interface List page

Interface List
Clear Settings Refresh

Interface Name « Default... « | VLAN(Untagged) « VLAN(Tagged) «

GigabitEthernet0/0/0 1
GigabitEthernet0/0/L 1
GigabitEthernet0/0/2 1

GigabitEthemnet0/0/3 1

Total 4 record(s)

Interface Name

Interface Sta.. ~ |LinkType = | Interface Rate(.. ~ | Interface De... ~ | Operation
Unavailable  Hybrid 1000 HUAWEL AR Seri... Modify
Unavailable  Hybrid 1000 HUAWEL AR Seri... Modify
Unavailable Hybrid 1000 HUAWEIL AR Seri... Modify
Unavailable  Hybrid 1000 HUAWEL AR Seri... Modify
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Step 4 Click Modify to modify attributes of an interface.

----End

1.8.1.2 Logical Interface

Context

Logical interfaces are manually configured and do not physically exist. They can
be used to exchange data. Currently, only loopback interfaces can be configured.

Procedure

Step 1 Choose Advanced to access the Advanced page.

Step 2 Choose Interface > Logical Interface to create and configure a logical interface,

as shown in Figure 1-241.

Figure 1-241 Logical Interface page

©

Logical Interface Configuration
Interface name : LoopBack |
IP address/mask :

Interface description :

Interface name, IP address, mask, and interface description need to be configured
for a created logical interface. Table 1-92 lists the parameters.

Table 1-92 Description of logical interface parameters

Parameter

Description

Interface name

Specifies the name of a logical
interface. The value is an integer that
ranges from 0 to 1023.

IP address/mask

Specifies the IP address and mask of a
logical interface.

Interface description

(Optional) Specifies the description of
a logical interface.

Step 3 Click Add and then the created logical interface is displayed under Configured
Logical Interface List, as shown in Figure 1-242.
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Figure 1-242 Configured Logical Interface List page

Configured Logical Interface List
Delete Refresh

Interface Name « IP Address/mask « Interface Description

LoopBack0 1.1.1.1/255.255.255.0 HUAWET, AR Series, LoopBackO Interface

Total 1 record(s)

Step 4 Click Modify to modify attributes of an interface.
----End

1.8.1.3 STP

1.8.1.3.1 STP Global Configuration

Context
STP prevents loops on a local area network (LAN). Devices running STP discover
loops on a network by exchanging information, and block some ports to eliminate
loops.

Procedure

Step 1 Log in to the web system, and choose Advanced > Interface > STP > STP Global

Configuration. The STP Global Configuration page is displayed, as shown in

Figure 1-243.

Figure 1-243 STP Global Configuration page

AR Web Platform ) ) s
Monitering Configuration Advanced Maintenance Diagnosis
[
STP Global Configuration  STP Interface Configuration
Global STP status
Instance
Tnstance 0
Root type : - none - Priority
Advanced Settings
1P
BPDU protection :
Timeout interval : 3 2] STP working mode
Maxirmum hop count 20 Path cost
Network diameter 7 STP convergence mode :
Network Diameter and Timer
nds) : 1500 Hello Time (centiseconds) :

B 2 admin

+
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Step 2 Set Global STP status to ON to enable STP on the device.

Step 3 In the Instance area, set parameters as required to configure a spanning tree
instance, as shown in Figure 1-244. Table 1-93 describes the parameters.

Figure 1-244 Instance configuration page

Instance

Root type : - none - Priority : 16384

Table 1-93 Description of instance configuration parameters

Parameter Description

Instance Specifies the ID of a spanning tree
instance. The value is an integer that
ranges from 0 to 4094. The value 0
indicates a CIST instance.

Root type Specifies the type of the root bridge
that the switching device acts as in a
spanning tree. The value is of the
enumerated type:

e Primary: Sets the switching device
as the root bridge in a spanning
tree.

e Secondary: Sets the switching
device as the secondary root bridge
in a spanning tree.

Priority Specifies the priority of the switching
device in a spanning tree. The value is
an integer that ranges from 0 to
61440 and is a multiple of 4096, such
as 0, 4096, and 8192. The default
value is 32768.

A smaller priority value indicates a
higher priority of the switching device.

Step 4 In the Advanced Settings area, set BPDU protection to ON to enable BPDU
protection on the device. Set other parameters that affect MSTP topology
convergence as required, as shown in Figure 1-245. Table 1-94 describes the
parameters.
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Figure 1-245 Advanced Settings area

Advanced Settings

BPDU protection :

Timeout interval : 3 (2]

Maximum hop count :

Network diameter :

Table 1-94 Description of parameters in the advanced settings area

Parameter

Description

Timeout interval

Specifies the timeout period of the
switching device. The value is an
integer that ranges from 1 to 10. The
default value is 3.

STP working mode

Specifies the STP operation mode of
the switching device. The value is of
the enumerated type:

e MSTP: Sets the STP operation mode
of the switching device to MSTP.

e RSTP: Sets the STP operation mode
of the switching device to RSTP.

e STP: Sets the STP operation mode
of the switching device to STP.

Maximum hop count

Specifies the maximum number of
hops in a spanning tree in the MST
region. The value is an integer that
ranges from 1 to 40.

Path cost calculation standard

Specifies the method of calculating the
path cost. The value is of the
enumerated type:

e Dot1d-1998: Uses the IEEE
802.1D-1998 standard to calculate
the path cost.

e Dotl1t: Uses the IEEE 802.1t
standard to calculate the path cost.

e Legacy: Uses Huawei calculation
method to calculate the path cost.

Network diameter

Specifies the network diameter of a
spanning tree. The value is an integer
that ranges from 2 to 7.
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Parameter

Description

STP convergence mode

Specifies the STP convergence mode.
The value is of the enumerated type:

e Normal: Indicates that fast
convergence is not performed for
STP.

e Fast: Indicates that fast
convergence is performed for STP.

Step 5 In the Network Diameter and Timer area, set parameters as required to set
timers, as shown in Figure 1-246. Table 1-95 describes the parameters.

Figure 1-246 Network Diameter and Timer area

Network Diameter and Timer
Forward-delay (centiseconds): 1500

Max-age (centiseconds) :

Apply

Hella Time (centiseconds) :

Table 1-95 Description of parameters in the network diameter and timer area

Parameter

Description

Forward-delay (centiseconds)

Specifies the forward delay, in
centiseconds. The value is an integer
that ranges from 400 to 3000 and is a
multiple of 100.

Hello Time (centiseconds)

Specifies the interval at which the
switching device sends BPDUs, in
centiseconds. The value is an integer
that ranges from 100 to 1000 and is a
multiple of 100.

Max-age (centiseconds)

Specifies the aging time of BPDUs on a
port of the switching device, in
centiseconds. The value is an integer
that ranges from 600 to 4000 and is a
multiple of 100.

Step 6 Click Apply. In the Info dialog box that is displayed, click OK.

--—-End

1.8.1.3.2 STP Interface Configuration
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Context

STP prevents loops on a local area network (LAN). Devices running STP discover
loops on a network by exchanging information, and block some ports to eliminate
loops.

Procedure

Configure an interface.

a. Log in to the web system, and choose Advanced > Interface > STP > STP
Interface Configuration. The STP Interface Configuration page is

displayed, as shown in Figure 1-247.

Figure 1-247 STP Interface Configuration page

AR Web Platform i

Monitoring Configuration Advanced
[J

STP Global Configuration STP Interface Configuration

Apply

b. Click

Maintenance

Diagnosis

next to Interface Name. The Interface list page is displayed,

as shown in Figure 1-248. On the Interface list page, select an interface

name, and click OK.
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Figure 1-248 Interface list page

Select

Interface list Interface Name Do
Interface Name =

GigabitEthernet(,/0/0
GigabitEthernet0/0/1
GigabitEthernet0/0/2

GigabitEthernet0/0/3

10 Total 4 record(s) | |

| OK | Cancel

c. Set MSTP to ON to enable MSTP on the device.

In the Instance area, set parameters as required to configure a spanning
tree instance, as shown in Figure 1-249. Table 1-96 describes the
parameters.

Figure 1-249 Instance configuration page

Instance

Port priority : 128 Path cost:

Table 1-96 Description of instance configuration parameters

Parameter Description

Instance Specifies the ID of a spanning tree
instance. The value is an integer
that ranges from 0 to 4094. The
value 0 indicates a CIST instance.

Port priority Specifies the priority of a port
when it participates in spanning
tree calculation. The value is an
integer that ranges from 0 to 240
and is a multiple of 16, such as 0,
16, and 32.
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Parameter Description
Path cost Specifies the path cost of a port.

The value ranges from 1 to
200,000,000, and the default value
is 200,000,000.

e. In the Advanced Settings area, select an option for Edge port to specify
whether to set the current port as an edge port. Set other parameters
that affect RSTP topology convergence as required, as shown in Figure
1-250. Table 1-97 describes the parameters.

Figure 1-250 Advanced Settings area

Advanced Settings
HMhpEmne None () Ensble  Disable Rt

P2P: auto Maximum number of sent BPDUs: | &

Table 1-97 Description of parameters in the advanced settings area

Parameter Description

Edge port Specifies whether to set the
current port as an edge port.

Select an option for Edge port to
specify whether to set the port as
an edge port. The options are as
follows:

e None: By default, this option is
selected, indicating that all the
ports on the switching device
are non-edge ports.

e Enable: Sets the current port as
an edge port.

e Disable: Sets the current port
as a non-edge port.

Protection type Specifies the protection type of
the current port. The value is of
the enumerated type:

e root: Takes effect only on the
designated port.

e loop: Takes effect only on the
root port or alternate port.
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f.

Parameter

Description

P2P

Specifies the link type of the
current port. The value is of the
enumerated type:

e auto: Indicates that the
spanning tree protocol
automatically determines

whether the link connected to

the port is a P2P link.

e force-false: Indicates that the

link connected to the port is
not a P2P link.

e force-true: Indicates that the

link connected to the port is a

P2P link.

Maximum number of sent BPDUs

Specifies the maximum number

BPDUs that a port can send in a

specified period. The value is an

of

integer that ranges from 1 to 255.

By default, a port sends a
maximum number of six BPDUs
per second.

Digest snooping

Specifies whether to enable the
digest snooping function.

Fast transition

Specifies the fast transition
mechanism used on the current
port. The value is of the
enumerated type:

e Enhanced: Indicates that the
port uses the enhanced fast
transition mechanism.

e Common: Indicates that the
port uses the common fast
transition mechanism.

Click Apply.

Check the instance configured on an interface.

a.

Log in to the web system, and choose Advanced > Interface > STP > STP
Interface Configuration. The STP Interface Configuration page is
displayed, as shown in Figure 1-251.
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Figure 1-251 STP Interface Configuration page

P
AR Web Platform ) ) e B 2 amn 2?2 & T
Monitoring Configuration Advanced Maintenance Diagnosis
STP Global Configuration STP Interface Configuration

N — et
st

Instance
. o
Reopy e R

- ity

Advanced Settings
— Noe | Emble  Dissble R .
v o s
RPrzemai Enhanced Common

seply
Interface list
Details Refresh Interface Name o

iz e MSTP ~ Protection Type ~ P2~ i e GG - |
GigabitEthemet0/0/0 enable o auto 6
GigabitEthemet0/0/1 enable none i 6
GigabitEthemet0/0/2 enable none auto 6
GigabitEthernet0/0/3 enable none auto 6
s Total 4 record(s 1]

b. On the Interface list page, select an interface name, and click View
Instance next to the interface. On the View Instance page that is
displayed, check the instance configured on the interface, as shown in
Figure 1-252.

Figure 1-252 View Instance page

View Instance

Interface name: GigabitEthernet0/0/0

Instance « Port Priority « Path cost{DotlT) =

0 128 20000

10 Total 1 record(s) D
Close

c. Click Close. The View Instance page is closed.
e Check detailed information about an interface.

a. Log in to the web system, and choose Advanced > Interface > STP > STP
Interface Configuration. The STP Interface Configuration page is
displayed, as shown in Figure 1-253.
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Figure 1-253 STP Interface Configuration page

AR Web Platform e B 2 admn ? 5 T B

Monitoring Configuration Advanced Maintenance Diagnosis
© Advanced > Interface » STP

STP Global Configuration STP Interface Configuration

“ Interface name : Select
MsT? [on)
Instance
Instance 0
Port priority 128 Path cost
P prienty

Advanced Settings

Edge port None Enable Disable Protection type -n
P2P auto 6
Fremptns Enhanced Common
Apply
Interface list
Details Refresh Interface Name o
iz e MSTP ~ Protection Type ~ P2~ Nt s G | e
GigabitEthemet0/0/0 enable oo auto 6 View Inst
GigabitEthemet0/0/1 enable none auto 6 Wemimees
GigabitEthemet0/0/2 enable none auto 6 View Inst
GigabitEthemet0/0/3 enable none auto 6 View Inst
s Total 4 record(s) 1]

On the Interface list page, select an interface name, and click Details.
On the Details page that is displayed, check detailed information about
the interface, as shown in Figure 1-254.

Figure 1-254 Details page

Details
Interface name: GigabitEthernet0/0/0
Port protocol: enabled
Port status: forwarding port

Designated bridge or port info:  16384.f8bf-00963-5709 / 128.128
Edge port: default

P2P: auto

Rate limit of cutgoing BFDUs: & packets/s

Protection type: none

Packet type: auto

Configure digest snooping: disabled

Mumber of sent BPDUs: 11841

TCN,Config,RST,MST: TCN: 0, Config: 0, RST: 0, MST: 11841

Mumber of received BPDUs: 1

TCN,Config,RST,MST: TCN: 0, Config: 0, RST: 0, MST: 1
Close
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¢. Click Close. The Details page is closed.
----End

1.8.2 1P

1.8.2.1 DHCP Address Pool

Context

Configures global and interface address pools for dynamically assigning IP
addresses to DHCP clients.

Procedure
e Enable DHCP globally.

a. Log in to the web platform and choose Advanced > IP > DHCP Address
Pool. The DHCP Address Pool tab page is displayed.

b. Select ON or OFF next to DHCP status to enable or disable DHCP, as
shown in Figure 1-255.

Figure 1-255 DHCP Address Pool page

o

DHCP status
Address Pool Settings
= Address pool type : Global address pool Interface address pool
= Address pool name :
* Subnet address 192,168, 3 . O * Subnet mask 24(255.255.255.0) (7]

Vendor-defined

Advanced (&
Add
Configured Address Pool List

Delete Refresh

Address Pool Na... «  Subnet Address « Subnet Mask « Gateway IP « Lease Length « Used Address «  Remaining ... « Operation

Vlanif100 192.168.1.0 255.255.255.0 1 day(s) 0 hour(s... 0 254

ippooll 192.168.2.0 255.255.255.0 1 day(s) 0 hour(s... 0 254 Modify Display Address Pool

5 Total 2 record(s)

®  When ON is selected, DHCP is enabled. In the Info dialog box that is
displayed, click OK.

®  When OFF is selected, DHCP is disabled. In the Confirm dialog box
that is displayed, click OK.

e Create a DHCP address pool.

a. Log in to the web platform and choose Advanced > IP > DHCP Address
Pool. The DHCP Address Pool tab page is displayed.
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b. Set Address pool type to Global address pool or Interface address
pool. Set DHCP address pool parameters in sequence as required, as
shown in Figure 1-256. For description of the parameters, see Table 1-98
and Table 1-99.

Figure 1-256 Creating a global address pool

o
®
"

AR Web Platform

hourts) 0

Statically bound IP/MAC

Add

Configured Address Pool List
Delete | Refresh

INa.. ~ | SubnetAddress~ | Subnet Mask Gateway IP Lease

19216810 2552552550 1day

‘‘‘‘‘‘ i 19216820 2552552550 1day(s) 0 houts.

Table 1-98 Parameters for creating a global address pool

Parameter Description

Address pool name Name of a global address pool. It
is a string of 1 to 64 characters
and can only contain digits,
letters, dots (.), hyphens (-), and
underlines (). The value cannot
be - or --.
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Parameter

Description

Subnet address

Network segment that can be
allocated in the global address
pool.

Subnet mask

Subnet mask of the IP address
assigned to the DHCP client, that
is, subnet mask of the selected
interface. The gateway IP address
and the subnet mask identify an
address pool of the interface.
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Parameter

Description

Vendor-defined

User-defined option for the global
IP pool. The options are as
follows:

e none: The user-defined option
is not configured for the global
IP pool.

e ascii: Specifies the user-defined
option code as an ASCII
character string.

e cipher: Specifies the user-
defined option code as a
password.

e hex: Specifies the user-defined
option code as a hexadecimal
number.

e ip-address: Specifies the user-
defined option code as an IP
address. One to eight IP
addresses can be specified.

e sub-option: Specifies the value
of the user-defined sub-options
and configures the parameter
of the sub-options.

NOTE

e The user-defined option can only
be set to hex or sub-option.

e If the value of the sub-option is 1,
the sub-option can only be set to
hex.

e If the value of the sub-option is 2,
the sub-option can only be set to
ip-address.

e If the value of the sub-option is 3,
the sub-option can only be set to
ascii and only an IP address such
as 10.1.1.1 can be entered.

The vendor-defined field is DHCP
Option 43. If the AC and APs are
in different network segments,
you must configure DHCP Option
43 to specify the AC IP address for
the APs. Otherwise, the APs
cannot discover the AC and go
online successfully.
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Parameter

Description

Lease length

IP address lease of DHCP clients,
that is, duration during which IP
addresses assigned to DHCP
clients take effect.

Set this parameter based on the
duration during which DHCP
clients of the interface address
pool are connected to the
network. For example, set a short
lease, such as 8 hours, for wireless
clients who frequently connect to
and disconnect from the wireless
network. Set a long lease even a
permanent lease for stable clients.

Primary DNS server

Primary DNS server address
assigned to the DHCP client.

Secondary DNS server

Secondary DNS server address
assigned to the DHCP client.
When the primary DNS server fails
to perform domain name
resolution, the DHCP client sends
a domain name resolution request
to the secondary DNS server.

Primary WINS server

Primary WINS server address
assigned to the DHCP client. The
DHCP client running the Windows
operating system uses the
Network Basic Input Output
System (NetBIOS) protocol for
communication. The NetBIOS
server translates host names to IP
addresses for the client.
Translating the NetBIOS name
into an IP address is performed
locally, in broadcast mode, or by a
WINS server. Ensure that the route
between the primary WINS server
and the DHCP server is reachable.
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Parameter

Description

Secondary WINS server

Secondary WINS server address
assigned to the DHCP client.
When the primary WINS server
fails to perform NetBIOS name
resolution, the DHCP client sends
a NetBIOS name resolution
request to the secondary WINS
server. Ensure that the route
between the secondary WINS
server and the DHCP server is
reachable.

DNS domain name

Suffix of the domain name that
the DNS server allocates to the
DNS client.

Gateway IP

Egress gateway address of the
global address pool. Perform the
following operations to create or
delete the gateway IP address:

e C(reating gateway IP addresses:
Enter the gateway IP address

and click % Repeat the
preceding operations to create
multiple gateway IP addresses.
A maximum of eight gateway
IP addresses can be created.

e Deleting gateway IP addresses:
Select the check boxes of
gateway IP addresses or select
the check box next to Gateway
IP, and click *.
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Parameter

Description

Excluded IP Address

IP address that will not be
dynamically allocated to clients.
When IP addresses are assigned to
other servers such as DNS servers,
the IP addresses cannot be
assigned to DHCP clients. Specify
these IP addresses as IP addresses
that are not allocated. This
operation avoids IP address
conflicts and shortens the IP
address detection time during IP
address assignment, which
improves DHCP efficiency. Perform
the following operations to add or
delete IP addresses that are not
allocated:

e Creating IP addresses that are
not allocated: Set the start and

end IP addresses and click
Repeat the preceding
operations to create multiple IP
addresses or IP address ranges
that are not allocated.

e Deleting IP addresses that are
not allocated: Select the check
boxes of IP addresses that are
not allocated or select the
check box next to Excluded IP

Address, and click *.
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Parameter

Description

Address pool interface

Interface used by the address
pool. Users who go online from
this interface can obtain
configuration information such as
IP addresses from the global
address pool. Perform the
following operations to add or
delete interfaces used by the
address pool:

e C(reating interfaces used by the
address pool: Select an
interface used by the address

pool and click % . Repeat the
preceding operations to create
multiple interfaces used by the
address pool. A maximum of
eight interfaces used by the
address pool can be created.

e Deleting interfaces used by the
address pool: Select the check
boxes of interfaces used by the
address pool or select the
check box next to Address Pool
Interface, and click *.

Statically bound IP/MAC

Binding between assignable IP
addresses and MAC addresses of
the clients. When receiving a
request for applying for an IP
address from a client matching
the MAC address, the DHCP server
assigns the fixed IP address bound
to the client's MAC address to this
client. Perform the following
operations to create or delete a
static IP address entry:

e C(reating static IP address
binding entries: Enter the IP
address and MAC address to

bind and click %'. To create
multiple static IP address
binding entries, repeat this
operation.

e Deleting static IP address
binding entries: Select the
check boxes of static IP address
binding entries or select the
check box next to Statically
Bound IP/MAC, and click *.
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Parameter

Description

NetBIOS type

Type of the NetBIOS node. The
options are as follows:

e Not specified: The NetBIOS
node type is not specified.

e b-node: The NetBIOS node
obtains the mapping between
the host name and IP address
in broadcast mode. b indicates
broadcast.

e p-node: The NetBIOS node
obtains the mapping between
the host name and IP address
by communicating with the
NetBIOS server. p indicates
peer to peer.

e m-node: The NetBIOS node is a
p-type node with some
broadcast features. m indicates
mixed.

e h-node: The NetBIOS node is a
b-type node using the peer-to-
peer communication
mechanism. h indicates hybrid.

Table 1-99 Parameters for creating an interface address pool

Parameter

Description

Select interface

Interface mapping the interface
address pool of a DHCP server.
The network segment that the
interface IP address belongs to
must be allocatable.

Click | " I next to Select interface.
In the Interface list dialog box
that is displayed, select an
interface mapping the interface
address pool and click OK. The
DHCP Address Pool page is
displayed.

Interface IP address

IP address of the selected
interface, that is, the gateway
address used by the DHCP client.
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Parameter

Description

Mask

Subnet mask of the IP address
assigned to the DHCP client, that
is, subnet mask of the selected
interface. The gateway IP address
and the subnet mask identify an
address pool of the interface.
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Parameter

Description

Vendor-defined

User-defined option for the
interface address pool. The
options are as follows:

e none: The user-defined option
is not configured for the
interface address pool.

e ascii: Specifies the user-defined
option code as an ASCII
character string.

e cipher: Specifies the user-
defined option code as a
password.

e hex: Specifies the user-defined
option code as a hexadecimal
number.

e ip-address: Specifies the user-
defined option code as an IP
address. One to eight IP
addresses can be specified.

e sub-option: Specifies the value
of the user-defined sub-options
and configures the parameter
of the sub-options.

NOTE

e The user-defined option can only
be set to hex or sub-option.

e If the value of the sub-option is 1,
the sub-option can only be set to
hex.

e If the value of the sub-option is 2,
the sub-option can only be set to
ip-address.

e If the value of the sub-option is 3,
the sub-option can only be set to
ascii and only an IP address such
as 10.1.1.1 can be entered.

The vendor-defined field is DHCP
Option 43. If the AC and APs are
in different network segments,
you must configure DHCP Option
43 to specify the AC IP address for
the APs. Otherwise, the APs
cannot discover the AC and go
online successfully.

Lease length

For details, see Table 1-98.

Primary DNS server

For details, see Table 1-98.

Issue 11 (2024-08-30)

Copyright © Huawei Technologies Co., Ltd. 310



Huawei AR Series Access Routers

Web-based Configuration Guide 1 EasyOperation Edition

Parameter Description

Secondary DNS server For details, see Table 1-98.

Primary WINS server For details, see Table 1-98.
Secondary WINS server For details, see Table 1-98.

DNS domain name For details, see Table 1-98.
Excluded IP Address For details, see Table 1-98.
Statically bound IP/MAC For details, see Table 1-98.
NetBIOS type For details, see Table 1-98.

{10 NOTE

C.

Values of Gateway IP, Excluded IP Address, and Statically bound IP/MAC must
be in the specified address pool. Parameters Subnet address and Subnet mask
of the global address pool or Select interface of the interface address pool is
available only when parameters Gateway IP, Excluded IP Address, and
Statically bound IP/MAC are not set.

Click Add.

Modify a DHCP address pool.

a.

d.

Log in to the web platform and choose Advanced > IP > DHCP Address
Pool. The DHCP Address Pool tab page is displayed.

In Configured Address Pool List, click Modify mapping a DHCP address
pool to be modified.

On the Modify Address Pool Configuration page that is displayed,
modify parameters described in Table 1-98 and Table 1-99.

Click OK.

Delete a DHCP address pool.

a.

C.

Log in to the web platform and choose Advanced > IP > DHCP Address
Pool. The DHCP Address Pool tab page is displayed.

In the Configured Address Pool List area, select the check box of a
DHCP address pool and click Delete.

In the Confirm dialog box that is displayed, click OK.

Check address pool information.

a.

Log in to the web platform and choose Advanced > IP > DHCP Address
Pool. The DHCP Address Pool tab page is displayed.

In Configured Address Pool List, select an address pool and click Display
Address Pool. The Display Address Pool dialog box is displayed, as
shown in Figure 1-257. For description of the address pool parameters,
see Table 1-100.
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{11 NOTE

In the Display Address Pool dialog box, you can select IP addresses and perform
various operations on them, for example, Bind IP, Reserve IP, Fix IP, Reclaim IP,
Unbind IP, and Not Reserve IP.

You can also click Refresh to refresh address pool information, or select a search

criterion, enter the search content, and click L to search for address pool
information.

Figure 1-257 Display Address Pool dialog box

Display Address Pool(Vlanif100)

Bind IP Reserve IP Fix IP Reclaim IP Unbind IP Not Reserve IP Refresh IP Address
IP Address = MAC Address Status = Expiration Date
192.168.11 Idle
192.168.1.2 Idle
192.168.1.3 Idle
192.168.1.4 Idle
192.168.1.5 Idle
192.168.1.6 Idle
192.168.1.7 Idle
192.168.1.8 Idle
192.168.1.9 Idle
192.168.1.10 Idle
10 Total 254 record(s) 7‘ 2 3 4 5 .. 26 Goto 1 »

| Close |

Table 1-100 Address pool parameters

Parameter Description

Bind IP Binds the IP address to a MAC
address using the static binding
mode.

Reserve IP Configures IP addresses that not

automatically allocated in the
address pool.

Fix IP Locks the IP address pool.

Reclaim IP Resets the IP address pool
configured on the device.

Unbind IP Deletes the bindings between the
IP addresses and MAC addresses
in the global address pool.
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Parameter

Description

Not Reserve IP

Deletes the IP addresses that are
not automatically allocated.

e Refresh DHCP address pools.

a. Login to the web platform and choose Advanced > IP > DHCP Address
Pool. The DHCP Address Pool tab page is displayed.

b. In Configured Address Pool List, click Refresh to refresh the address

pool list.

e Search for DHCP address pools.

a. Log in to the web platform and choose Advanced > IP > DHCP Address
Pool. The DHCP Address Pool tab page is displayed.

b. Under Configured Address Pool List, in the search box, select a search

criterion, enter the search content, and click .

--—-End

1.8.2.2 Router

1.8.2.2.1 Routing Table

Context

You can view a routing table to obtain all routing information of the device.

A routing table contains the following items.

Item

Description

Destination IP

Indicates the destination address of a
route. It identifies the destination IP
address or destination network of IP
packets.

Subnet Mask

Indicates the subnet mask of the
destination IP address. It is used with
the destination address to identify the
address of the network segment where
the destination host or router is
located.

Route Type

Indicates the routing protocol that
learns the route.

Next Hop Address

Indicates the next-hop address of the
route. It specifies the next-hop device
to which packets are forwarded.
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Item

Description

Outbound Interface

Indicates the outbound interface of the
route. It specifies the local router
interface from which packets are
forwarded.

Procedure

Step 1 Choose Advanced > IP > Route > Routing Table to access the Routing Table
page, as shown in Figure 1-258.

Figure 1-258 Routing Table page

AR Web Platform

o

® Routing Table
Refrech

Desti P
Interface estination

1110
1111
111255
10112
10.128.00
10.128.10.0
127.00.0
127.001
127.255.255.255

192.168.200.0

10 Total 13 record(s}

¥ Static Route

Menitoring

Configuration

Subnet Mask +

255.255.255.0

255.255.255.255

255.255.255.255

255.255.255.255

255.1280.0

255.255.255.0

255.0.0.0

255.255.255.255

255.255.255.255

255.255.255.0

]

B 2 admin ?2 £ 7
vanced Maintenance Diagnosis
& Tyr A
Route Type « Next Hop Address = Outbound Interface +
Direct 1111 LoopBacko
Direct 127.0.0.1 LoopBackd
Direct 127.001 LoopBacko
Direct 127.00.1 LoopBackl
Static 192.168.200.100 Ethemet0/0/0
Static 10126201
Direct 127.001 InLoopBackd
Direct 127.001 InLoopBackd
Direct 127.0.0.1 InLoopBackd
Direct 162168200191 Ethemet0/0/0

Step 2 You can view all routing information in a routing table or view specific routing
information based on the route type or destination IP address.

--—-End

1.8.2.2.2 Static Route

Context

Static routes are typically used in simple networks. You can configure static routes
to accurately manage route selection in networks.

Procedure

e Create a static route.

a. Choose Advanced > IP > Route > Static Route to access the Static
Route page, as shown in Figure 1-259.

Issue 11 (2024-08-30)

Copyright © Huawei Technologies Co., Ltd. 314




Huawei AR Series Access Routers
Web-based Configuration Guide 1 EasyOperation Edition

Figure 1-259 Static Route page

=
AR Web Platform = Rl = ‘ i ) A 2 amin 2 £ 7
Monitoring Configuration Advanced Maintenance Diagnosis

(]
% Routing Table
© Static Route

Interface Static Route Configuration

* Destination P : 0 .18, 10 . 1 Subnet mask
Next hop address 0.16.20.1 @ Outbound interface X

Priority Description
Add

Configured Static Route List
Delete || Refresh
Destination 1P ~ Subnet Mask ~ Next Hop Address « Outbound Interface + | Priority ~ Description ~

10.1280.0 255.128.00 192.168.200.100 60

5 v Total L record a

b. In Static Route Configuration, configure parameters according to Table
1-101 and click Add to submit the configuration.

Table 1-101 Description of parameters of the Static Route

Item Description

Destination IP Sets the destination IP address of an IPv4 static
route.

Subnet mask Sets the subnet mask of the IPv4 static route in
dotted decimal notation.

Next hop Sets the next-hop IP address of the IPv4 static route.
address
Outbound Configures the outbound interface of the IPv4 static
interface route.

1. Click . The Interface list page is displayed,

as shown in Figure 1-260. In the Interface list page,
select an outbound interface and click OK;
alternatively, enter a keyword in the Name text box
and click ~ to search for and select the required
outbound interface and then click OK.

2. Click * to clear the outbound interface
configuration.

Priority Sets the priority of the IPv4 static route. The value is
an integer that ranges from 1 to 255. A smaller
value indicates a higher priority.

Description Configures a description for the IPv4 static route.
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Figure 1-260 Interface list page
Select
Interface list Name ol

Name =

MNULLO
Ethernet/0/0
Ethernet0/0/1
Ethernet0/0/2
Ethernet(/0/3
AtmO/0/0
Vlanifl
Cellular0/0/0
Ethernet0/0/0.1

Eth-Trunk2

10 Total 16 recordis) | ‘ 2 p

| OK | Cancel

{11 NOTE

e When both the destination IP address and mask are set to 0.0.0.0, a default
route is configured.

e If the outbound interface is not a point-to-point interface, a next-hop address
must be specified.

e Either the next hop or outbound interface must be specified.
e Delete a static route.

a. Choose Advanced > IP > Route > Static Route to access the Static
Route page, as shown in Figure 1-259.

b. In the Configured Static Route List, select the static route to be deleted
and click Delete. In the displayed page, click OK to delete the selected
static route.

--—-End

1.8.2.3 DNS

Context

Domain Name System (DNS) is a distributed database used in TCP and IP
applications and completes resolution between IP addresses and domain names.
In this way, users can use the easy-to-remember and meaningful domain names
instead of the complicated IP addresses to access hosts.
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DNS proxy forwards DNS requests and reply packets between DNS clients and the
DNS server. A DNS client sends a DNS request packet to the DNS proxy, which
then forwards the packet to the DNS server. The DNS server returns the reply
packet to the DNS client. If the IP address of the DNS server changes, you only
need to change the configuration on the DNS proxy and do not need to change
the configurations of all DNS clients.

Procedure
e DNS Settings

a. Log in to the web platform and choose Advanced > IP > DNS. The DNS
page is displayed, as shown in Figure 1-261.

Figure 1-261 DNS page

AR Web Platform o = Atorsave B2 amn 2 %5 T
Vonitorin . Advanced W

o

DN Settings

Static

Host Name 1P Address «

b. Determine whether to enable IPv4 DNS proxy and Dynamic DNS
functions based on the actual requirements.

®  |f you want the device to forward DNS requests and reply packets
between internal DNS clients and the external DNS server, set IPv4
DNS proxy to ON to enable the IPv4 DNS proxy function.

= |f you want the device to support both static and dynamic domain
name resolution, set Dynamic DNS to ON to enable the dynamic
domain name resolution function.

c. Click Apply. In the Info dialog box that is displayed, click OK.
e |Pv4 DNS Server Settings
- Adding the IPv4 DNS server configuration

a. Log in to the web platform and choose Advanced > IP > DNS. The DNS
page is displayed, as shown in Figure 1-261.
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b. In the IPv4 DNS Server Settings list, enter the IP address of the IPv4
DNS server. Click Add. The new IPv4 DNS server is added to the
Configured IPv4 DNS Server List, as shown in Figure 1-262.

Figure 1-262 IPv4 DNS server configuration page

IPv4 DNS Server Settings

* 1Pv4 IP address : 1.1 .1 .1
Add

Configured IPv4 DNS Server List
Delete Refresh IP Address
IP Address = Obtaining IP Address =

10.72.255.100 Static

10984839 Static

s Total 2 record(s) B8

- Deleting the IPv4 DNS server configuration

a. Log in to the web platform and choose Advanced > IP > DNS. The DNS
page is displayed, as shown in Figure 1-261.

b. Under Configured IPv4 DNS Server List, select the IPv4 DNS server
configuration to be deleted, and click Delete.

¢. In the Confirm dialog box that is displayed, click OK.

- Searching the IPv4 DNS server configuration

a. Login to the web platform and choose Advanced > IP > DNS. The DNS
page is displayed, as shown in Figure 1-261.

b. Under Configured IPv4 DNS Server List, set the search criteria and click
2 to display the corresponding IPv4 DNS server information.

- Updating the IPv4 DNS server configuration

a. Login to the web platform and choose Advanced > IP > DNS. The DNS
page is displayed, as shown in Figure 1-261.

b. Under Configured IPv4 DNS Server List, click Refresh to update the IPv4
DNS server list.

DNS Cache

- Adding the static DNS cache configuration

a. Log in to the web platform and choose Advanced > IP > DNS. The DNS
page is displayed, as shown in Figure 1-261.

b. In the Static DNS Cache Settings list, set parameters based on
requirements to configure static DNS cache. Table 1-102 describes the
parameters.

c. Click Add to add the new static DNS cache to the DNS Cache List, as
shown in Figure 1-263.
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Figure 1-263 Static DNS cache configuration page

DNS Cache
Static DNS Cache Settings

* Host Name huawei_1 * IP address

DNS Cache List
Clear Dynamic Cache Delete Refresh Host Name Jo
Host Name ~ 1P Address = Obtaining IP Address =
huawei 1234 Static

huaweil23 2222 Static

Table 1-102 Description of parameters for setting static DNS cache

Parameter Description

Host Name Specifies the name of the host for
static DNS cache. The name is a
string of 1 to 255 characters.

IP address Specifies the IP address
corresponding to the name of the
host for static DNS cache.

Deleting the static DNS cache configuration

Log in to the web platform and choose Advanced > IP > DNS. The DNS
page is displayed, as shown in Figure 1-261.

In the DNS Cache List, select the static DNS cache configuration to be
deleted, and click Delete.

In the Confirm dialog box that is displayed, click OK.
Deleting the dynamic DNS cache configuration

Log in to the web platform and choose Advanced > IP > DNS. The DNS
page is displayed, as shown in Figure 1-261.

In the DNS Cache List, click Clear Dynamic Cache.

In the Info dialog box that is displayed, click OK.

(11 NOTE

After the dynamic domain name resolution function is enabled, the parsed mapping
between a domain name and an IP address will be saved in the DNS cache list. Click
Clear Dynamic Cache to clear all dynamic domain name mappings in the DNS cache
list. The mappings cannot be restored after being cleared. Therefore, confirm your
operation.

Searching static DNS cache configuration

Log in to the web platform and choose Advanced > IP > DNS. The DNS
page is displayed, as shown in Figure 1-261.
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b. In the DNS Cache List, set the search criteria and click * to display the
corresponding DNS cache information.

- Updating the static DNS cache configuration

a. Log in to the web platform and choose Advanced > IP > DNS. The DNS
page is displayed, as shown in Figure 1-261.

b. In the DNS Cache List, click Refresh to update the DNS cache list.
----End

1.8.2.4 NAT

ALG Configuration

Generally, NAT translates only the address in the IP packet header and the port
number in the TCP/UDP header. Packets of some protocols such as DNS and FTP
contain the IP address or port number in the data fields. Such contents cannot be
translated through NAT. Therefore, communication between the internal network
and external networks will fail.

To solve this problem, NAT must be able to identify the IP address or port
information in the data field. The application level gateway (ALG) function
enables the NAT device to identify the IP address or port number in the data field,
and translate addresses according to the mapping table. The device provides the
ALG function, so the device can support various special application protocols,
including DNS, FTP, SIP, PPTP and RTSP.

e Configuring ALG
a. Log in to the web platform and choose Advanced > IP > NAT. The NAT

page is displayed, as shown in Figure 1-264.
Figure 1-264 NAT page
o

ALG settings : FTP SIP RTSP PPTP DNS Apply

Limit NAT Sessions for Source IP Address
Sessions @

ACL Name : - none -

Apply

() External Network Access
() Static NAT
() Internal Server Mapping

() NAT Mapping Entry

b. Select the application protocols supported by ALG in ALG settings
according to the requirements of the internal server.
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c. Click Apply. In the Info dialog box that is displayed, click OK.
----End

Limiting the Number of NAT Sessions Based on Source IP Addresses

The number of NAT sessions can be limited based on source IP addresses.

L] NOTE
This function is supported in V200R010C10 and later versions.

e Configuring a limit on the number of NAT sessions based on source IP
addresses

a. Log in to the web platform and choose Advanced > IP > NAT. The NAT
page is displayed, as shown in Figure 1-264.
Figure 1-265 NAT page
o

ALG settings : FTP SIP RTSP FPTP DMNS Apply

Limit MAT Sessions for Source IP Address
Sessions 2
ACL Name : al

Apply

() External Network Access
(b)) Static NAT
@ Internal Server Mapping

() NAT Mapping Entry

b. In Limit NAT Sessions for Source IP Address, enter Sessions and select
ACL Name.

L] NOTE
You can choose Configuration > Attack Defense > ACL to set ACL Name.

c. Click Apply. In the Info dialog box that is displayed, click OK.
----End

External Network Access

When enterprise users access the external network using NAT, network address
port translation (NAPT) can be configured to implement concurrent address
translation. NAPT allows multiple internal addresses to be mapped to the same
public address. It is also called many-to-one address translation or address
multiplexing. NAPT translates the IP address and port number of a packet so that
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multiple private users can use the same public IP address to access the external
network.

Easy IP uses access control lists (ACLs) to control the internal IP addresses that can
be translated. Easy IP applies to the scenario where hosts on small-scale LANs
access the Internet. Generally, small-scale LANs are deployed at small- and
medium-sized cybercafes or small-sized offices where only a few internal hosts are
used and the outbound interface obtains a temporary public IP address through
dial-up. Internal hosts use the temporary public IP address to access the external
network.

e Adding the external network access configuration
a. Log in to the web platform and choose Advanced > IP > NAT. The NAT
page is displayed, as shown in Figure 1-264.
b. Click ® on the left of External Network Access to access the External
Network Access page, as shown in Figure 1-266.

¢. In the External Network Access Settings list, select or enter parameters
based on the requirements to configure the external network access
function. Table 1-103 describes the parameters.

d. Click Add to add the external network access function to Configured
External Network Access List.

Figure 1-266 External network access configuration page

¥ External Network Access

External Network Access Settings

* Interface name :
* Translation mode : PAT

* Translated source address : TP subnet Specified interface

* Start IP 1 1 1 1 * EndIP:

= ACL Name

Configured External Network Access List
Delete Refresh
Interface Name « Translation Mode « ACL Name ~ Start 1P « EndIP « Operation «

GigabitEthernet0/0/2 Easy IP 3999 Modify

5 Total 1 record(s) |:\

Table 1-103 Description of parameters for configuring the external
network access

Parameter Description

Interface name Name of an interface where external
network access is to be enabled. In most
cases, a Layer 3 interface (excluding
loopback or NULL interfaces) is
configured.
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Parameter

Description

Translation mode

IP address translation mode used by
internal users to access external servers.
Translation modes are as follows:

e PAT (Port Address Translation): The IP
address and port number in a data
packet are translated at the same
time.

e Easy IP: The IP address of the selected
interface is used as the translated
public IP address.

e NO-PAT: Only the IP address in a data
packet is translated. The port number
is not used.

NOTE

If users access a network through dial-up

such as Point-to-Point Protocol over Ethernet
(PPPOE), you can select Easy IP.

Translated source address

Translated source address in PAT mode.
The options are as follows:

e |P subnet: Specifies an IP address
segment of the translated source IP
address (the network segment of the
NAT address pool).

e Specified interface: Specifies a
specified interface IP address as the
translated source IP address.

Specified interface

Specified interface IP address, which is
used as the translated source IP address.

Start IP

Start IP address of the NAT address pool.

End IP

End IP address of the NAT address pool.
The end IP address must be not smaller
than the start IP address. A maximum of
255 IP addresses can be configured in
the NAT address pool.

ACL Name

Specified ACL for internal users.

e Modifying the external network access configuration

a. Log in to the web platform and choose Advanced > IP > NAT. The NAT
page is displayed, as shown in Figure 1-264.

b. Click ® on the left of External Network Access to access the External
Network Access page, as shown in Figure 1-266.

¢. Under Configured External Network Access List, click Modify on the
right of the external network access configuration to be modified. The
External Network Access Modify page is displayed.
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Static NAT

d. On the External Network Access Modify page, modify the parameters
based on the requirements. Table 1-103 describes the parameters,
among which Interface name cannot be modified.

e. Click OK.
e Deleting the external network access configuration

a. Log in to the web platform and choose Advanced > IP > NAT. The NAT
page is displayed, as shown in Figure 1-264.

b. Click ™ on the left of External Network Access to access the External
Network Access page, as shown in Figure 1-266.

¢. Under Configured External Network Access List, select the external
network access configuration to be deleted, and click Delete.

d. In the Confirm dialog box that is displayed, click OK.
e Updating the external network access configuration

a. Log in to the web platform and choose Advanced > IP > NAT. The NAT
page is displayed, as shown in Figure 1-264.

b. Click ™ on the left of External Network Access to access the External
Network Access page, as shown in Figure 1-266.

c. Under Configured External Network Access List, click Refresh to
update the external network access list.

--—-End

Some private enterprise hosts must use fixed public IP addresses to access external
networks when NAT is enabled. Static NAT maps a private IP address to a public
IP address so that some key hosts can access public networks using fixed public IP
addresses.

(10 NOTE

Static NAT binds private IP addresses to public IP addresses so that private hosts can access a
public server.

When establishing static binding between private IP addresses and public IP addresses, ensure
that the public IP address is on the same network segment as the IP address of the interface
enabled with static NAT. Packets sent to public network servers can be correctly forwarded to
the interface enabled with static NAT.

e Adding the static NAT configuration
a. Log in to the web platform and choose Advanced > IP > NAT. The NAT
page is displayed, as shown in Figure 1-264.
b. Click ™ on the left of Static NAT to access the Static NAT page, as
shown in Figure 1-267.

c. In the Static NAT Settings list, set parameters based on actual
requirements to configure static NAT. Table 1-104 describes the
parameters.

d. Click Add to add the new static NAT to Configured Static NAT List.
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Figure 1-267 Static NAT configuration page

@ Static NAT
Static NAT Settings

* Interface name

* Protocel type ; Tcp uop 1cMP

Add
Configured Static NAT List
Delete Refresh

Interface Name « External IP «

Atmo0/0/0 10.10.10.10

ified interface External port number: (® Single mapping () Multi-mapping

External Port Number » | Internal IP « Internal Port Number « | Protocol Type » Operation

0fany)

Table 1-104 Description of parameters for configuring static NAT

Parameter

Description

Interface name

Name of an interface where static NAT is
to be enabled. In most cases, a Layer 3
interface (excluding loopback or NULL
interfaces) is configured.

Conversion type

Whether to translate addresses according
to the protocol type.

e Protocol conversion: translates
addresses only when IP packets are
transmitted on the specified protocol.

e Address conversion: translates IP
addresses when IP packets are
transmitted on any protocol.

Protocol type

Protocol type for which NAT is used.
Currently, the following protocols are
supported: Transmission Control Protocol
(TCP), User Datagram Protocol (UDP),
and Internet Control Message Protocol
(ICMP).

NOTE

When this parameter is set to ICMP, you need
to set only External IP and Internal IP.
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Parameter

Description

External IP

Public IP address used by private
network users to access public network
servers. The options are as follows:

e Interface IP: The IP address of the
selected interface is used as the
translated public IP address.

e User-defined: A public IP address is
manually specified. The specified IP
address cannot be in use. The public
IP address must be on the same
network segment as the IP address of
the NAT-enabled interface.

e Specified interface: A specified
interface address is used as the public
IP address.

NOTE

If users access a network through dial-up
such as PPPoE, you can select Interface IP.

External port number

Public port number used by private
network users to access public network
servers. You can select a value from the
drop-down list box or enter a port
number.

e Single mapping: indicates that a
public IP address (with a specified
port number) is mapped to one
private IP address (with a specified
port number).

e Multi-mapping: indicates that a public
IP address (with a group of port
numbers) is mapped to multiple
private IP addresses (with a specified
port number).

Internal IP

IP address of a private network user.

Internal port number

Source port number used by private
network users to access public networks.
You can select a value from the drop-
down list box or enter a port number.

Modifying the static NAT configuration
a. Log in to the web platform and choose Advanced > IP > NAT. The NAT
page is displayed, as shown in Figure 1-264.

b. Click ) on the left of Static NAT to access the Static NAT page, as

shown in Figure 1-267.
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¢. Under Configured Static NAT List, click Modify on the right of the static
NAT to be modified. The Static NAT Modify page is displayed.

d. On the Static NAT Modify page, modify the parameters based on the

requirements. Table 1-104 describes the parameters, among which
Interface name cannot be modified.

e. Click OK.
e Deleting the static NAT configuration

a. Log in to the web platform and choose Advanced > IP > NAT. The NAT
page is displayed, as shown in Figure 1-264.

b. Click ® on the left of Static NAT to access the Static NAT page, as
shown in Figure 1-267.

¢. Under Configured Static NAT List, select the static NAT to be deleted,
and click Delete.

d. In the Confirm dialog box that is displayed, click OK.
e Updating the static NAT configuration

a. Log in to the web platform and choose Advanced > IP > NAT. The NAT
page is displayed, as shown in Figure 1-264.

b. Click ® on the left of Static NAT to access the Static NAT page, as
shown in Figure 1-267.

¢. Under Configured Static NAT List, click Refresh to update the static
NAT list.

----End

Internal Server Mapping

NAT can hide internal hosts. An enterprise network can use NAT to communicate
with external networks, but external users cannot access internal servers. After the
mappings between "public IP address+port number (port protocol name)" and
"private IP address+port number (port protocol name)" are defined on internal
servers, external users can access internal servers. The following example describes
the mappings configured on internal servers to make them accessible to external
users.

In Figure 1-268, a company is connected to the WAN through the device enabled
with the network address translation (NAT) function. The company provides the
web server for users on the public network to access. The private IP address of the
web server is 192.168.1.2 and its public address is the interface address of
GEO0/0/1, 1.1.1.1.

Figure 1-268 Networking diagram for configuring the NAT server

WWW Server
GEO0/0/1 j
192.168.1.2 ® Internet
Eth0/0/0.1.1.‘l.1/24 nrerne CI

Router External User
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As shown in Figure 1-268, Table 1-105

shows the mappings between "public IP

address+port number (port protocol name)" and "private IP address+port number

(port protocol name)".

Table 1-105 Mappings configured on internal servers

Public IP Address+Port Number (Port
Protocol Name)

Private IP Address+Port Number
(Port Protocol Name)

1.1.1.1+80(WWW)

192.168.1.2+80(WWW)

choose Advanced > IP > NAT. The NAT

Server Mapping. The Internal Server

list, set parameters based on actual
nal servers. Table 1-106 describes the

e Adding the internal server configuration
a. Login to the web platform and
page is displayed, as shown in Figure 1-264.
b. Click ® on the left of Internal
Mapping page is displayed, as shown in Figure 1-269.
¢. In the Internal Server Settings
requirements to configure inter
parameters.
d.

List.

Figure 1-269 Internal server co

= Internal Server Mapping
Internal Server Settings

* Interface name GigabitEthernet0/0/4

* Conversion type Protocol conversion ) Address conversion

* Protocol type TCP upp 1cMP

* External P Interface IP . User-defined

* Internal IP

Configured Internal Server List
Delete Refresh

Interface Name « External IP «

Specified interface

External Port Number «

Click Add to add the new internal servers to Configured Internal Server

nfiguration page

External port number: * Single mapping Mutti-mapping

User-definec 80

Internal port number User-definec 80

Internal 1P ~ Internal Port Number ~ | Protocol Type ~ Operation

No data.

Table 1-106 Description of parameters for configuring internal servers

Parameter

Description

Interface name

Name of an interface where NAT is to be
enabled. In most cases, a Layer 3
interface (excluding loopback or NULL
interfaces) is configured.
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Parameter

Description

Conversion type

Whether to translate addresses according
to the protocol type.

e Protocol conversion: translates
addresses only when IP packets are
transmitted on the specified protocol.

e Address conversion: translates IP
addresses when IP packets are
transmitted on any protocol.

Protocol type

Protocol type over the internal server.
Currently, the following protocols are
supported: TCP, UDP, and ICMP.

NOTE

When this parameter is set to ICMP, you need
to set only External IP and Internal IP.

External IP

Public IP address used by internal users
to access external servers. The options
are as follows:

e [nterface IP: The IP address of the
selected interface is used as the
translated public IP address.

e User-defined: A public IP address is
manually specified. The specified IP
address cannot be in use. The public
IP address must be on the same
network segment as the IP address of
the NAT-enabled interface.

e Specified interface: A specified
interface address is used as the public
IP address.

NOTE

If users access a network through dial-up
such as PPPoE, you can select Interface IP.

External port number

Public port number used by internal
users to access external servers. You can
select a value from the drop-down list
box or enter a port number.

e Single mapping: indicates that a
public IP address (with a specified
port number) is mapped to one
private IP address (with a specified
port number).

e Multi-mapping: indicates that a public
IP address (with a group of port
numbers) is mapped to multiple
private IP addresses (with a specified
port number).
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Parameter Description
Internal IP IP address of an internal server.
Internal port number Port number of an internal server. You
can select a value from the drop-down
list box or enter a port number.

--—-End

NAT Mapping Entry

Modifying the internal server configuration

a.

e.

Log in to the web platform and choose Advanced > IP > NAT. The NAT
page is displayed, as shown in Figure 1-264.

Click ® on the left of Internal Server Mapping. The Internal Server
Mapping page is displayed, as shown in Figure 1-269.

Under Configured Internal Server List, click Modify on the right of the
internal server to be modified. The Internal Server Modify page is
displayed.

On the Internal Server Modify page, modify the parameters based on

the requirements. Table 1-106 describes the parameters, among which
Interface name cannot be modified.

Click OK.

Deleting the internal server configuration

a.

d.

Log in to the web platform and choose Advanced > IP > NAT. The NAT
page is displayed, as shown in Figure 1-264.

Click ® on the left of Internal Server Mapping. The Internal Server
Mapping page is displayed, as shown in Figure 1-269.

Under Configured Internal Server List, select the internal server
configuration to be deleted, and click Delete.

In the Confirm dialog box that is displayed, click OK.

Updating the internal server configuration

a.

Log in to the web platform and choose Advanced > IP > NAT. The NAT
page is displayed, as shown in Figure 1-264.

Click ® on the left of Internal Server Mapping. The Internal Server
Mapping page is displayed, as shown in Figure 1-269.

Under Configured Internal Server List, click Refresh to update the
internal server list.

If NAT is applied to no packets on a device, there are no NAT mapping entries.

Checking NAT mapping entries

a.

Log in to the web platform and choose Advanced > IP > NAT. The NAT
page is displayed, as shown in Figure 1-264.

Click ® on the left of NAT Mapping Entry to access the NAT Mapping
Entry page, as shown in Figure 1-270.
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c. If NAT is applied to packets on a device, you can check the translation of
the IP address and port number of a packet in NAT Mapping Entry.
Table 1-107 describes the parameters of NAT mapping entries.

Figure 1-270 NAT mapping entries query page

= NAT Mapping Entry
Refresh

Protocol Type ~ Source Address/Port Number Before Translation + | Destination Address/Port Numb... + | Source Address/Port Number Aft... « | Destination Address/Port Numb... ~

No data.

Table 1-107 Description of parameters for NAT mapping entries

Parameter | Description

Protocol Displays the type of packets.
type

Source Indicates the source IP address and service port number
Address/ before NAT.

Port
Number
Before
Translation

Destination | Indicates the destination IP address and service port
Address/ number before NAT.

Port
Number
Before
Translation

Source Indicates the source IP address and service port number
Address/ after NAT.

Port

Number

After

Translation

Destination | Indicates the destination IP address and service port
Address/ number after NAT.

Port
Number
After
Translation

e Updating NAT mapping entries
a. Log in to the web platform and choose Advanced > IP > NAT. The NAT
page is displayed, as shown in Figure 1-264.

b. Click ® on the left of NAT Mapping Entry to access the NAT Mapping
Entry page, as shown in Figure 1-270.
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c. On the NAT Mapping Entry page, click Refresh to update the NAT
mapping entry list.

--—-End

1.8.2.5 IGMP Snooping

Context

Internet Group Management Protocol Snooping (IGMP snooping) is an IPv4 Layer
2 multicast protocol. The protocol maintains outbound interfaces for multicast
packets by snooping multicast protocol packets exchanged between a Layer 3
multicast device and user hosts. Based on the outbound interface information,
IGMP snooping manages and controls multicast packet forwarding at the data link
layer.

(11 NOTE

Only the AR129CV, AR129CVW and AR129CGVW-L support this page.

Procedure
e Enable IGMP snooping globally.

a. Log in to the web platform, and choose Advanced > IP > IGMP
Snooping. The IGMP Snooping page is displayed.

b. Set Global IGMP Snooping to enable or disable IGMP snooping, as
shown in Figure 1-271.

Figure 1-271 IGMP Snooping

AR Web Platform = B 2 amn 2 &£ 7
Monitorin onfiguration Advanced Maintenance Diagnosis

(J

Global IGMP S:

IGMP Snooping Settings in VLAN

Interface * VLANID: 100

Inter
gen:

IGMP Snooping List in VLAN

Refresh

=  Set Global IGMP Snooping to ON to enable IGMP snooping. In the
Info dialog box that is displayed, click OK.

Issue 11 (2024-08-30) Copyright © Huawei Technologies Co., Ltd. 332



Huawei AR Series Access Routers
Web-based Configuration Guide 1 EasyOperation Edition

=  Set Global IGMP Snooping to OFF to disable IGMP snooping. In the
Warning dialog box that is displayed, click OK.

e  Configure IGMP snooping for a VLAN.

a. Log in to the web platform, and choose Advanced > IP > IGMP
Snooping. The IGMP Snooping page is displayed.

b. In the IGMP Snooping Settings in VLAN area, set parameters and click
Apply, as shown in Figure 1-272. Table 1-108 describes the parameters.

Figure 1-272 IGMP Snooping Settings in VLAN

IGMP Snooping Settings in VLAN

VLANID :

IGMP Snooping

Apply

Table 1-108 Description of IGMP snooping parameters for a VLAN

Parameter Description

VLAN ID
To set this parameter, click = ™
select a created VLAN ID, and click
OK.

IGMP Snooping Indicates whether to enable IGMP
snooping in the VLAN.

IGMP Snooping querier Indicates whether to enable the
IGMP snooping querier function.

IGMP Snooping version Indicates the version of IGMP
messages that IGMP snooping can
process in the VLAN:

e IGMPv1: Indicates that IGMP
snooping can process only
IGMPv1 messages in the VLAN.

e |IGMPV2: Indicates that IGMP
snooping can process both
IGMPv1 and IGMPv2 messages
in the VLAN.

e |IGMPv3: Indicates that IGMP
snooping can process IGMPv1,
IGMPv2, and IGMPv3 messages
in the VLAN.

Maximum response time (s) Indicates the maximum response
time for IGMP General Query
messages in the VLAN.
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Parameter

Description

IGMP robustness variable

Indicates the number of times
IGMP Query messages are sent.

Interval for sending IGMP general
query messages (s)

Indicates the interval at which
IGMP General Query messages are
sent in the VLAN.

Aging time of the router port (s)

Indicates the aging time of
dynamic router ports in the VLAN.

e Check the list of IGMP snooping settings for VLANS.

a.

Log in to the web platform, and choose Advanced > IP > IGMP
Snooping. The IGMP Snooping page is displayed.

In the IGMP Snooping List in VLAN area, check the IGMP snooping
settings for VLANS, as shown in Figure 1-273. Table 1-109 describes

parameters in the list.

Figure 1-273 IGMP Snooping List in VLAN

IGMP Snooping List in VLAN
Refresh

VLANID + IGMP Snooping + IGMP Snooping Ve.

1 Enable 1GMPv2 Disable
5 Enable IGMPv1 Enable
100 Enable 1GMPv2 Enable
600 Disable 1GMP2 Disable

4004 Disable 1GMPv2 Disable

5 Total 5 record(s]

+ | 1GMP Snooping Q...

Maximum Respo... + | IGMP Robustnes... « | Interval for Sendin... + | A

Table 1-109 Description of parameters in IGMP Snooping List in VLAN

Parameter

Description

VLAN ID

Indicates a VLAN ID that has been
configured on the device.

IGMP Snooping

Indicates whether IGMP snooping
is enabled in a VLAN.

IGMP Snooping Version

Indicates the version of IGMP
messages that IGMP snooping can
process in a VLAN.

IGMP Snooping Querier

Indicates whether the IGMP
snooping querier function is
enabled.
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Parameter

Description

Maximum Response Time (s)

Indicates the maximum response
time for IGMP General Query
messages in a VLAN.

IGMP Robustness Variable

Indicates the number of times
IGMP Query messages are sent.

Interval for Sending IGMP General
Query Messages (s)

Indicates the interval at which
IGMP General Query messages are
sent in a VLAN.

Aging Time of The Router Port (s)

Indicates the aging time of
dynamic router ports in a VLAN.

e Refresh the list of IGMP snooping settings for VLANS.

Log in to the web platform, and choose Advanced > IP > IGMP
Snooping. The IGMP Snooping page is displayed.

In the IGMP Snooping List in VLAN area, click Refresh. The IGMP

a.

b.

snooping list is refreshed.

e Search for IGMP snooping settings for a specified VLAN.

Log in to the web platform, and choose Advanced > IP > IGMP
Snooping. The IGMP Snooping page is displayed.

In the IGMP Snooping List in VLAN area, select a search item, set search

a.

--—-End

criteria, and click . The queried IGMP snooping information about the

VLAN is displayed.

1.8.3 QoS Configuration

1.8.3.1 Traffic Management

1.8.3.1.1 Policy Application

Context

After configuring policy parameters, apply the policy to an interface to provide
differentiated services for different services.

A traffic policy can be applied to only one direction on an interface but can be
applied to different directions on different interfaces.

L] NOTE
This function is supported only in V200R010C10 and later versions.
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Procedure
e C(Create policy application.

a. Choose Advanced > QoS Configuration > Traffic Management > Policy
Application, as shown in Figure 1-274. The Policy Application page is
displayed.

Figure 1-274 Policy application

AR Web Platform ) k T Auto-save B 2 admn ? & T
Monitorin 9 jance:

Policy Application  Policy Configuration

Policy Application Settings
Interface

1P Apply
Configured Policy Application List

Delete || Refresh nterface Name Fe)

VPN

b. On the Policy Application page, set parameters to configure policy
application. Table 1-110 describes the parameters.

Table 1-110 Parameters for creating policy application

Parameter Description

Interface name Indicates the interface to which
the traffic policy is applied.

Policy name Indicates the name of the traffic
policy to be applied. Select the
traffic policy from the drop-down
list box. The traffic policy has been
configured on the Policy
Parameter Setting tab page.

NAT pre-classification Indicates NAT pre-classification.

NOTE e Enabled: NAT pre-classification
This parameter is available when is enabled on the interface.
traffic policy application is created or . L
modified and a Layer 3 interface is e Disabled: NAT pre-classification
specified. is disabled on the interface.
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Parameter Description
Direction Indicates the direction to which

C.

the traffic policy is applied.

e Inbound: Applies the policy to
the inbound direction of an
interface.

e Outbound: Indicates that the
policy is applied to the
outbound direction of the
interface

Bandwidth(kbit/s) Indicates the available bandwidth
of the interface, in kbit/s. The
parameter is used to shape traffic
on the interface and limit the rate
of outgoing packets. The
parameter is available only when
Direction is set to Outbound.

Click Apply to save the parameter settings.

Modifying Policy Application

a.

Choose Advanced > QoS Configuration > Traffic Management > Policy
Application, as shown in Figure 1-274. The Policy Application page is
displayed.

In the Configured Policy Application List area, click Modify on the right
of the policy application to be modified.

Set the parameters, as shown in Figure 1-275. Table 1-110 lists the
parameters. The value of Interface name cannot be modified.

Figure 1-275 Modify policy application.

Policy Application Settings

* Interface name :
* Policy name : test2
NAT pre-classification :

Direction : Inbound

OK Cancel
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d. Click OK to save the parameter settings.
e Delete policy application.

a. Choose Advanced > QoS Configuration > Traffic Management > Policy
Application, as shown in Figure 1-274. The Policy Application page is
displayed.

b. In the Configured Policy Application List area, select the name of the
traffic policy to be deleted and click Delete.

¢. In the dialog box that is displayed, click OK.
----End

1.8.3.1.2 Policy Configuration

Context
A traffic policy is configured by binding traffic classifiers to traffic behaviors. A
traffic classifier defines a group of matching rules to classify packets. A traffic
behavior defines actions to be taken for the packets matching the traffic classifier,
such as traffic statistics, traffic filtering, and re-marking.
Here, the binding between a traffic classifier and a traffic behavior is defined as
classification. By default, the name of the traffic classifier or traffic behavior is the
same as the classification name.
{10 NOTE
This function is supported only in V200R010C10 and later versions.

Procedure

e Create a traffic policy.

a. Choose Advanced > QoS Configuration > Traffic Management > Policy
Configuration, as shown in Figure 1-276. The Policy Configuration page
is displayed.

Figure 1-276 Policy configuration

AR Web Platform & Auto-save B2 wmin 2?2 % T

Monitoring Configuration Advanced Maintenance Diagnosis

Policy Configuration List 2,

Interface

VPN
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b. In the Policy Configuration area, click 'L+.

c. Set the policy name, and create a policy, as shown in Figure 1-277. Table
1-111 describes the parameters.

Figure 1-277 Creating traffic classifiers

Create Classifier Refresh

(@l

=l

Traffic Classifier Configuration

Rule relationship : Or And [7]

Matched priority : 802.1P P DSCP

Matched IPv4 ACL : - none - 2] Matched Layer 2 ACL: - none -
Layer 2 protocol : - none -

Inbound interface : . | X

Traffic Behavior Configuration
Traffic filtering : Permit Deny Traffic statistics :
Re-marking 802.1P priority : Re-marking DSCP priority :

Re-marking local priority :

Committed rate (Kbps) : Peak rate (Kbps) :
Committed burst size (Byte) : Peak burst size (Byte) :
Queue type - none -
Palicy route : Next hop Outbound interface Next hop :

Apply

d. Click OK, confirm the configuration parameters.

e. (Optional) Click Create Classifier, as shown in Figure 1-278. In the
Create Classifier dialog box, set the parameters as required. Table 1-111
describes the parameters. Click OK, confirm the configuration
parameters.

You can repeat this step to configure multiple traffic classifiers in the
same traffic policy.
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Figure 1-278 Creating traffic classifiers

Create Classifier

= Classifier name :

Traffic Classifier Configuration

Rule relationship : Or And (7]

Matched priority : s02.1p P DSCP 502.1P priority :

1P priority : DSCP priority :

Matched IPv4 ACL : - none - (2] Matched Layer 2 ACL : - none -
Layer 2 protocol : - none -

Inbound interface : w | X

Traffic Behavior Configuration
Traffic filtering : Permit Deny Traffic statistics :
Re-marking 802.1P priority : Re-marking DSCP priority :

Re-marking local priority :

Committed rate (Kbps) : Peak rate (Kbps) :
Committed burst size (Byte) : Peak burst size (Byte) :
Queue type: - none -
Policy route : Next hop Outbound interface MNext hop :

QoK Cancel

f.  Click OK to save the parameter settings.

Table 1-111 Parameters for creating a traffic policy

Parameter Description

Policy name Indicates the name of a traffic
policy. The value is a string of 1 to
31 characters.

Classifier name Indicates the classifier name.

Rule relationship Indicates the relationship between
rules in a traffic classifier:

e Or: Packets match a traffic
classifier as long as the packets
match one or more rules in the
traffic classifier.

e And: Packets match a traffic
classifier only when the packets
match all rules in the traffic
classifier.
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Parameter

Description

Matched priority

Indicates the priority based on
which packets are matched.

o |P

e 802.1P

e DSCP

e MPLS-EXP

Multiple types of priority can be
configured in each traffic
classifier. A traffic classifier can
define eight priority values. The
relationship between multiple
priority values is OR.

802.1P Priority

NOTE
This parameter is displayed when
Matched priority is set to 802.1P.

The value is an integer in the
range from O to 7. A larger value
indicates a higher priority.

IP Priority

NOTE
This parameter is displayed when
Matched priority is set to IP.

The value is an integer in the
range from 0 to 7. A larger value
indicates a higher priority.

DSCP Priority

NOTE
This parameter is displayed when
Matched priority is set to DSCP

The value is an integer in the
range from 0 to 7. A larger value
indicates a higher priority.

Matched IPv4 ACL

Indicates the IPv4 ACL used to
match packets. You can configure
a basic IPv4 ACL, advanced IPv4
ACL, or Layer 2 IPv4 ACL. If an
IPv4 ACL contains multiple rules
with different numbers, packets
match the IPv4 ACL as long as the
packets match one rule.

The corresponding IPv4 ACL
should be configured in
Configuring > Attack Defense >
ACL.
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Parameter

Description

Matched Layer 2 ACL

Indicates the Layer 2 ACL used to
match packets. If a Layer 2 ACL
contains multiple rules with
different numbers, packets match
the Layer 2 ACL as long as the
packets match one rule.

The corresponding Layer 2 ACL
should be configured in
Configuring > Attack Defense >
ACL.

Layer 2 protocol

Indicates the Layer 2 protocol to
be matched

e ARP

e |P

e RARP

e User-defined

User-defined protocol

Indicates the User-defined
protocol. The value cannot be
empty, and the value range is
0x600-0xffff.

Inbound interface

Indicates the configured inbound
interface.

Traffic filtering

Indicates the traffic filtering action
in a traffic behavior:

e Permit: permits packets
matching rules to pass through.

e Deny: rejects packets matching
rules.

Traffic statistics

Indicates the traffic statistics
action in a traffic behavior:

e ON: enables traffic statistics.
e OFF: disables traffic statistics.

Re-marking 802.1P Priority

Indicates the 802.1P priority to be
re-marked. The value is an integer
in the range from 0 to 7. A larger

value indicates a higher priority.

Re-marking DSCP Priority

Indicates the DSCP priority to be
re-marked. The value is an integer
in the range from 0 to 63. A larger
value indicates a higher priority.
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Parameter

Description

Re-marking local Priority

Indicates the DSCP priority to be
re-marked. The value is an integer
in the range from 0 to 7. A larger
value indicates a higher priority.

Committed rate (Kbps)

Indicates the committed
information rate (CIR), in kbit/s,
which is the average rate of traffic
that can pass through.

Peak size (Kbps)

Indicates the peak information
rate (PIR), in kbit/s, which is the
maximum rate of traffic that can
pass through.

Committed burst size (Byte)

Indicates the committed burst size
(CBS), in bytes, which is the
average volume of burst traffic
that can pass through.

Peak burst size (Byte)

Indicates the peak burst size
(PBS), in bytes, which is the
maximum volume of burst traffic
that can pass through.
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Parameter

Description

Queue type

Indicates the queue type in queue
scheduling:

e AF: AF queues ensure a low
drop probability of packets
when the rate of outgoing
service traffic does not exceed
the minimum bandwidth. It is
applied to services of heavy
traffic that needs to be
ensured.

e EF: After packets matching
traffic classification rules enter
EF queues, they are scheduled
in Strict Priority (SP) mode.
Packets in other queues are
scheduled only after all the
packets in EF queues are
scheduled. EF is applied to the
services requiring the low
delay, low drop probability,
assured bandwidth, and
occupying low bandwidth, for
example, voice packets.

e LLQ: LLQ queues are special
type of EF queues and use the
SP mode. The device uses
traffic policing to process
packets in LLQ queues,
ensuring a short delay because
traffic policing does not buffer
packets.

Policy Route

Indicates the policy-based route.
e Next hop
e Outbound interface

Next hop

Indicates the next-hop address.

Outbound interface

Indicates the IP address of an
outbound interface.

e Modify a traffic policy.

a. Choose Advanced > QoS Configuration > Traffic Management > Policy
Configuration, as shown in Figure 1-276. The Policy Configuration page

is displayed.

b. On the Policy Configuration page, you can modify, add, and delete
traffic classifiers as required, as shown in Figure 1-279.
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®  Modifying a traffic classifier: Select the classifier to be modified, and

click “£'. On the page that is displayed, as shown in Figure 1-279,
set parameters again. Table 1-111 describes the parameters, Policy
name and Classifier name cannot be modified.

®  Adding a traffic classifier: Click Create Classifier. In the Create
Classifier dialog box, set the parameters as Table 1-111 required.

" Deleting a traffic classifier: Select the traffic classifier to be deleted
and click T on the right. In the dialog box that is displayed, click OK.

Figure 1-279 Modifying a traffic policy

FEsE Rigi
cl It
RARES
FNEDEERE : % 5 2]
PLEC(TARER « 802.1pP P DSCP
PLEEIPv4 ACL : - nane - (7] LA ACL: - none -
- = - nane -
AEO: X
FiTHRE
EEITE: iF e FeEdt -
Ermo802.1PkE EtRODSCPEFER
EIREAEE -

F—t Hig Tt

c. Click Apply to confirm and save the parameters.
e Delete a traffic policy.

a. Choose Advanced > QoS Configuration > Traffic Management > Policy
Configuration, as shown in Figure 1-276. The Policy Configuration
page is displayed.

b. In the Policy Configuration List area, select the policy to be deleted and
click .

¢. In the dialog box that is displayed, click OK.
L] NOTE

If the traffic policy to be deleted has been applied to an interface, delete the traffic
policy from the interface on the Policy Application tab page and then delete the
traffic policy.

--—-End
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1.8.4 VPN
Context

(1 NOTE

This function is supported in V200R0O10C10 and later versions.

1.8.4.1 L2TP

Context

Tunnels can be established between branches and the headquarters over a dial-up
network to enable remote users to access the headquarters network.

Procedure
e Enable L2TP globally.

a. Log in to the web system and choose Advanced > VPN > L2TP. The L2TP
page is displayed.

b. Turn on or off the switch next to L2TP Status to enable or disable L2TP
globally, as shown in Figure 1-280.

{11 NOTE

Before enabling the L2TP client and server, ensure that L2TP is enabled globally.
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Figure 1-280 L2TP page

o

L2TP Status

@ Before enabling the L2TP client and L2TP server, ensure that global L2TP is enabled,

© L2TP Client
Set L2TP Client
Server : 1P address Domain
* User name
Tunnel authentication :
Tunnel route

Advanced ®

L2TP Client List
Delete | Enable Auto Dialing Disable Auto Dialing

Connection Status = Server IP Address «

© L2TP Server

Set L2TP Server
Default Tunnel
Tunnel authentication :
* Tunnel password :
* Authentication mode PAP CHAP
* Gateway IP/Subnet mask :
Advanced ®)

Add

L2TP Server List
Delete Restart Refresh

Remote Tunnel Name «

© Tunnel Down Reason

Tunnel Down Reason List
Refresh

Remote Address = Tunnel Down Reason «

© Tunnel Information

Tunnel Information List
Refresh

Local Tunnel ID Remote Tunnel ID «

) Connected User Information

Connected User Information List

Refresh

Local Sessio.. « | Remote Ses... « | Local Tunnel... + | Interface Name

Remote Address «

* Server ip address
* Password
* Tunnel password :

©

Client IP Address User Name ~ Operation

No data.

* Remote tunnel name :

* Confirm password :

AAA domain - none -
Connected User Quantity « Operation
No data
Time « Repeat Times ~
No data.
Remote Port « Connected User Quan... « ' Remote Tunnel Name «
No data.

Local Tunnel Address «  Remote Tunnel Addr... « | Local Session Address «  Remote Session Add... «

No data.

ON indicates that L2TP is enabled globally. In the Info dialog box

that is displayed, click OK to finish enabling L2TP.
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®  OFF indicates that L2TP is disabled globally. In the Confirm dialog
box that is displayed, confirm whether to disable L2TP and click OK

to finish disabling L2TP.

Create an L2TP client.
Log in to the web system and choose Advanced > VPN > L2TP. The L2TP

a.

page is displayed.

In the Set L2TP Client area, set Server to IP address or Domain, and set
parameters as required to configure the L2TP client, as shown in Figure
1-281. For details about these parameters, see Table 1-112.

Figure 1-281 L2TP client configuration page

=) L2TP Client

Set L2TP Client
Server 1P address Domain

* User name
Tunnel authentication :
Tunnel route : . B . /
Advanced &)
NAT status
Keepalive interval (s) :

TCP-MSS(bytes) :

* Server ip address

Tunnel local name : huawei
AVP data hide :

MTU(bytes) :

Table 1-112 Parameters for creating an L2TP client

Item

Description

Server ip address

IP address of the L2TP server.

Server domain

Domain name of the L2TP server.

User name

User name of an L2TP client. An
L2TP tunnel can be set up only

when the same L2TP user name
and password are configured on
the L2TP client and L2TP server.

You cannot set this parameter to
the name of an online user.

Password

Password of an L2TP client.

Tunnel authentication

If tunnel authentication is set to
ON for the L2TP server, tunnel
authentication must also be set to
ON for the L2TP client.

By default, tunnel authentication
is enabled.
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Item

Description

Tunnel password

Password for tunnel
authentication.

The tunnel password set on the
L2TP client must be the same as
that set on the L2TP server;
otherwise, the L2TP client cannot
pass the authentication.

The value is a string of 1 to 16
characters.

Tunnel route

Allowed IP address segments on
the L2TP server. Data of users who
access the L2TP server is
forwarded through the L2TP
tunnel.

An L2TP client supports a
maximum of 10 IP address
segments.

NAT status

The value ON indicates that the
source IP address of the data flow
forwarded through the L2TP
tunnel is replaced with the IP
address allocated to the L2TP
client by the L2TP server.

By default, NAT is disabled.

Tunnel local name

Tunnel name of an L2TP client.

By default, the device name is
used as the tunnel name. To view
or change the device name, see
device information in Device
Information.

Keepalive interval(s)

Interval for sending Hello packets
through the tunnel.

After a tunnel is set up between
an L2TP client and the L2TP
server, the L2TP client sends Hello
packets to the L2TP server at a
specified interval to check the
connection. If the L2TP client
receives no response from the
L2TP server after sending five
consecutive Hello packets, the
tunnel connection between the
L2TP client and the L2TP server
automatically terminates.

The default value is 60 seconds.
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Item Description
AVP data hide AVP parameter encryption in L2TP
packets.

After setting this parameter, L2TP
negotiation packets are encrypted
during the L2TP session setup
process, which improves security
but increases the tunnel setup
time. L2TP negotiation can be
properly performed only when
AVP parameter encryption is
enabled on both the L2TP client
and L2TP server.

By default, AVP parameters are
not encrypted.

TCP-MSS(bytes) Maximum length of TCP packets
on an interface.

The recommended value of TCP-
MSS is 1200 bytes.

MTU (bytes) Maximum transmission unit
(MTU) of an interface.

The default MTU of an interface
1500 bytes.

c. Click Add to complete the L2TP client configuration.
e Modify the L2TP client configuration.
a. Log in to the web system and choose Advanced > VPN > L2TP. The L2TP
page is displayed.

b. In L2TP Client List, click Modify on the right of the L2TP client name to
be modified.

c. On the Modify L2tp Client page, enter or select parameters. For details
about these parameters, see Table 1-112.

d. Click OK.
e Delete an L2TP client.

a. Log in to the web system and choose Advanced > VPN > L2TP. The L2TP
page is displayed.

b. In L2TP Client List, select the check box of the L2TP client to be deleted,
and click Delete.

¢. In the Confirm dialog box that is displayed, click OK to delete the
selected L2TP client.

e Enable or disable the auto-dialing function of the L2TP client.

a. Log in to the web system and choose Advanced > VPN > L2TP. The L2TP
page is displayed.
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In L2TP Client List, select the L2TP client to be deleted and click Enable
Auto Dialing or Disable Auto Dialing to enable or disable the auto-
dialing function of the L2TP client, as shown in Figure 1-282.

In the Confirm dialog box that is displayed, click OK.

Figure 1-282 L2TP client list

L2TP Client List
Delete Enable Auto Dialing Disable Auto Dialing Refresh

Connection Status Server IP Address = Client IP Address « User Name « Operation

Total 1 record(s) [1]

e Refresh the L2TP client list.

a.

b.

Log in to the web system and choose Advanced > VPN > L2TP. The L2TP
page is displayed.

In L2TP Client List, click Refresh to refresh the L2TP client list.

e Create an L2TP server.

a.

Log in to the web system and choose Advanced > VPN > L2TP. The L2TP
page is displayed.

In the Set L2TP Server area, select or enter parameters as required to
configure the L2TP server, as shown in Figure 1-283. For details about
these parameters, see Table 1-113.

Figure 1-283 L2TP server configuration page

() L2TP Server
Set L2TP Server

Default Tunnel : * Remote tunnel name :
Tunnel authentication
* Tunnel password * Confirm password
# Authentication mode PAP CHAP AAA domain
+ Gateway IP/Subnet mask . X . /
Advanced &
Server name
Keepalive interval () AVP data hide :

Mandatory LCP re-negotiation Mandatory CHAP

authentication :
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Table 1-113 Parameters for creating an L2TP server

Item

Description

Default Tunnel

Whether to configure a default
L2TP tunnel.

When a default L2TP tunnel is
used, any L2TP client can establish
an L2TP connection with the L2TP
server. The default L2TP tunnel
cannot be changed to a non-
default L2TP tunnel.

Remote tunnel name

Tunnel name of an L2TP client
that can access the L2TP server.

Tunnel authentication

If this parameter is set to ON, the
L2TP server authenticates the
L2TP client that initiates a
connection. An L2TP tunnel can be
established only when the
passwords on both ends are the
same.

Tunnel password

If tunnel authentication is
enabled, the tunnel password is
required. An L2TP tunnel can be
set up only when tunnel
authentication is enabled and the
same tunnel password is set on
the L2TP server and client.

Confirm password

To prevent you from entering an
incorrect password, enter the
password again in the Confirm
password text box.

Authentication mode

Authentication mode for L2TP
clients.

e PAP: two-way handshake
authentication protocol that
transmits passwords in plain
text. PAP is used on networks
that do not require high
security.

e CHAP: three-way handshake
authentication protocol that
transmits passwords in cipher
text. On networks requiring
high security, CHAP
authentication is used to
establish a PPP connection. In
practice, CHAP authentication
is widely used.
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Item

Description

AAA domain

AAA domain. If you select a
domain, the authentication mode
of the domain is used.

By default, an AAA domain named
default exists on the router, and
the default domain uses the
authentication mode named
default.

Gateway IP/Subnet mask

Private IP address and address
pool of the L2TP server.

In the Gateway IP/Subnet mask
parameter, Gateway IP indicates
the gateway address of the L2TP
client, and Subnet mask indicates
the IP address that is allocated to
the L2TP client.

Server name

Tunnel name of an L2TP server.

By default, no tunnel name is
configured for the L2TP server.
The device name is used as the
tunnel name. To view or change
the device name, see device
information in Device
Information.

Keepalive interval(s)

Interval for sending Hello packets
through the tunnel.

After a tunnel is set up between
an L2TP client and the L2TP
server, the L2TP server sends Hello
packets to the L2TP client at a
specified interval to check the
connection. If the L2TP server
receives no response from the
L2TP client after sending five
consecutive Hello packets, the
tunnel connection between the
L2TP client and L2TP server
automatically terminates.

The default value is 60 seconds.
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Item Description
AVP data hide AVP parameter encryption in L2TP
packets.

After setting this parameter, L2TP
negotiation packets are encrypted
during the L2TP session setup
process, which improves security
but increases the tunnel setup
time. L2TP negotiation can be
properly performed only when
AVP parameter encryption is
enabled on both the L2TP client
and L2TP server.

By default, AVP parameters are
not encrypted.

Mandatory LCP re-negotiation LCP renegotiation.

If mandatory LCP renegotiation is
enabled, the L2TP performs
second authentication after the
first LCP negotiation is complete.
The L2TP client needs to initiate
the second negotiation, and the
L2TP connection can be set up
only after the second negotiation
succeeds. Mandatory LCP
renegotiation is applicable to
scenarios that require high
network security, and increases
tunnel setup time.

By default, mandatory LCP
renegotiation is disabled.

NOTE
Some PPP clients may not support the
second authentication. In this case,
the L2TP connection fails when LCP
renegotiation is enabled.

When LCP renegotiation and
mandatory CHAP authentication are
configured simultaneously in an L2TP
group, the LCP renegotiation takes
effect.
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C.

Item Description

Mandatory CHAP authentication Mandatory CHAP authentication.

If mandatory CHAP authentication
is enabled, the L2TP server
performs only CHAP
authentication on L2TP clients. If
CHAP authentication fails, the
session cannot be set up.
Mandatory CHAP renegotiation is
applicable to scenarios that
require high network security, and
increases tunnel setup time.

By default, mandatory CHAP
authentication is disabled.

NOTE
Some PPP clients may not support the
second authentication. In this case,
the L2TP connection fails when
mandatory CHAP authentication is
enabled.

When LCP renegotiation and
mandatory CHAP authentication are
configured simultaneously in an L2TP
group, the LCP renegotiation takes
effect.

Click Add to complete the L2TP server configuration.

Modify the L2TP server configuration.

a.

d.

Log in to the web system and choose Advanced > VPN > L2TP. The L2TP
page is displayed.

In L2TP Server List, click Modify on the right of the L2TP server name to
be modified.

On the Modify L2TP Server page, enter or select parameters. For details
about these parameters, see Table 1-113.

Click OK.

Delete an L2TP server.

a.

Log in to the web system and choose Advanced > VPN > L2TP. The L2TP
page is displayed.

In L2TP Server List, select the check box of the L2TP server to be deleted,
and click Delete.

In the Confirm dialog box that is displayed, click OK to delete the
selected L2TP server.

Restart a server in the L2TP server list.

a.

Log in to the web system and choose Advanced > VPN > L2TP. The L2TP
page is displayed.

In L2TP Server List, select the check box of the L2TP server to be
restarted, and click Restart to restart the selected L2TP server.
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c. In the Confirm dialog box that is displayed, click OK to restart the
selected L2TP server.

e Refresh the L2TP server list.
a. Log in to the web system and choose Advanced > VPN > L2TP. The L2TP
page is displayed.

b. In L2TP Server List, click Refresh to refresh and view the L2TP server list,
as shown in Figure 1-284.

Figure 1-284 L2TP Server list

L2TP Server List

Remote Tunnel Name « Connected User Quantity ~ Operation

e View tunnel failure information.
a. Log in to the web system and choose Advanced > VPN > L2TP. The L2TP
page is displayed.

b. In Tunnel Down Reason List, click Refresh to refresh and view tunnel
failure information, as shown in Figure 1-285.

Figure 1-285 Tunnel Down Reason List

= Tunnel Down Reason

Tunnel Down Reason List
Refresh

Remote Address « Tunnel Down Reason Time + Repeat Times ~

e View tunnel information
a. Log in to the web system and choose Advanced > VPN > L2TP. The L2TP
page is displayed.

b. In Tunnel Information List, click Refresh to refresh and view tunnel
information, as shown in Figure 1-286.

Figure 1-286 Tunnel Information List

* Tunnel Information

Tunnel Information List
Refresh

Local Tunnel ID Remote Tunnel ID Remote Address Remote Port Connec ted User Quan.. +  Remote Tunnel Name ~
No data.

e View connected user information

a. Log in to the web system and choose Advanced > VPN > L2TP. The L2TP
page is displayed.
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b. In Connected User Information List, click Refresh to refresh and view
connected users information, as shown in Figure 1-287.

Figure 1-287 Connected User Information List

' Connected User Information

Connected User Information List

Local Sessio.. + | Remote Ses.. « | Local Tunnel... + | Interface Name « Local Tunnel Address « | Remote Tunnel Addr... + | Local Session Address « | Remote Session Add... «

No data.

--—-End

1.8.4.2 IPSec

1.8.4.2.1 IPSec Policy Management

Context

The authentication and encryption parameters of an IPSec policy must be the
same on the devices that set up an IPSec connection.

Procedure
e Create an IPSec policy.
a. Log in to the web system and choose Advanced > VPN > IPSec > IPSec
Policy Management. The IPSec Policy Management page is displayed.

b. In the IPSec policy settings area, select or enter parameters as required
to configure an IPSec policy, as shown in Figure 1-288. For details about
these parameters, see Table 1-114.
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Figure 1-288 IPSec policy settings page

[J

IPSec Policy Management
IPSec policy settings
* IPSec connection name
* Networking mode :
* ACL Number

@ IKE Parameter setting

IPSec Global Settings

Branch Headquarters

* Interface name :

* Connection ID

© DEs, 30ES, and MDS have low security. You are advised to use high-security algorithms such as AES and SHA2

IKE version

* Remote address
Authentication mode
Authentication algorithm
DH group ID

) IPSec Parameter setting

Security protocol

ESP authentication algorithm

Encapsulation mode

© Advanced

IKE negotiation
Local identity type :
DPD:

PFS

IKE SA duration (s)

IPSec SA aging mode

Local address :

Route import

Pre-extraction of original IP
packets

IPSec policy list
Delete Refresh

IPSec Connection Name «

IKE SA Information
Refresh

Connection ID

Tunnel Down Reason

Refresh

Remote Address « Port «

Peer Address/UDP Port «

vl v2
1P address
Pre-shared key
SHA2-256

Group14

ESP
SHA2-256

Tunnel mode

Auto Traffic-based
IP address Name
- none -

Time-based (s)

Traffic-based
(KB)

Add

Connection ID

VPN Instance

Error Reason

RSA signature

Transport mode

Negotiation mode

Pre-shared key

Encryption algorithm :

Integrity algorithm :

ESP encryption algorithm

Interface Name «

No data.

SA Status Phase «

No data.

No data.

Select

Main mode Aggressive mode

AES-256

HMAC-SHA2-256

AES-256

Operation

Remote ID Type ~

IKE Version «

Error Time «

Remote ID

Table 1-114 Parameters for creating an IPSec policy

Item Description

IPSe
C
poli
cy

IPSec Name of an IPSec policy.

connecti
oh name

The IPSec policy name cannot be changed after an
IPSec policy is configured.
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Item Description
setti Name of the interface where an IPSec policy is
ngs applied.
Click ., select an interface in the interface list, and
click OK.
Interface

If a tunnel interface is selected, instead of ACLs, a
virtual tunnel interface is used to establish an IPSec
tunnel to protect data flows. For details about the
tunnel interface configuration, see Logical interface.

name

The interface cannot be changed after an IPSec
policy is configured.

Networking mode of a router:

e Branch site: The router functions as the enterprise
branch gateway and establishes IPSec tunnels
between a branch and the headquarters or
among different branches.

A branch site can be configured as an Efficient

. VPN remote end.
Networki

ng mode | ® Headquarters site: The router functions as the

headquarters gateway and establishes IPSec
tunnels with a branch after receiving an IPSec
connection request from the branch.

A headquarters site can be configured as an
Efficient VPN server.

The networking mode cannot be changed after an
IPSec policy is configured.

ID of an IPSec policy.

The IPSec connection name and Connection ID
parameters identify an IPSec policy. Multiple IPSec
policies with the same IPSec connection name
Connecti | constitute an IPSec policy group. An IPSec policy
onID group contains a maximum of 16 IPSec policies, and
an IPSec policy with the smallest ID has the highest
priority. After an IPSec policy group is applied to an
interface, all IPSec policies in the group are applied
to the interface to protect different data flows.
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Item Description

When IPSec uses ACLs to protect data flows, you
need to specify the name of the configured ACL.
When the device functions as the headquarters site
device, all data flows on interfaces will be protected
ACL if you do not specify any ACL.

Number | For details about ACL configuration, see Advanced
ACL Configuration. IPSec protects data flows using
the ACL rules configured based on the source IP
address, destination IP address, source port number,
destination port number, and protocol number.

IKE

. ID of an IKE version, including IKEv1 or IKEv2.
version

IKEv1 negotiation mode:

e Main mode: The main mode separates the key
exchange information from identity
authentication information. This provides higher
security.

Negotiati | ® Aggressive mode: The aggressive mode does not
on mode provide identity authentication but can meet
special network requirements. This mode can be
used to establish an IKE SA more quickly when
the IP address of the SA initiator is unknown or
keeps changing, and both ends need to use the
IKE pre-shared key authentication to establish the IKE

par SA.
ame
ter Remote

setti | address

IP address or domain name of the remote IKE peer.

n9 Authentication method used by IKE:
Authenti | ® Pre-shared Key
cation e RSA certificate
mode

By default, the IKE uses pre-shared key
authentication.

Pre-shared key used by IKE for authentication. The
value is a string of characters. A plain text key
contains 1 to 128 characters, and a cipher text

SI,T]Z_red password contains 48 to 188 characters. If the
Key character string contains question mark (?) or space,

you need to put the key in double quotation marks
("). The local and remote ends of IKE negotiation
must be configured with the same authenticator.
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Item

Description

PKI
Domain

Configured public key infrastructure (PKI) domain.
When IKE uses the Rivest-Shamir-Adleman
Algorithm (RSA) certificate for authentication, set
this parameter. For details about the PKI domain
configuration, see PKI Domain.

OCSsP

Whether to enable Online Certificate Status Protocol
(OCSP).

Authenti
cation
algorith
m

Authentication algorithm used by IKE:

e MD?5: specifies HMAC-MD5 as the authentication
algorithm.

e SHAT1: specifies HMAC-SHA-1 as the
authentication algorithm.

e SHA2-256: SHA-256 as the authentication
algorithm.

e SHA2-384: SHA-384 as the authentication
algorithm.

e SHA2-512: SHA-512 as the authentication
algorithm.

e SM3: SM3 as the authentication algorithm.

NOTE
The SM3 algorithm only supports in IKEv1.

The MD?5 algorithm uses a 128-bit key, and the
SHA-1 algorithm uses a 160-bit key. The SHA-256,
SHA-384, and SHA-512 algorithms use 256-bit, 384-
bit, and 512-bit keys respectively. A larger number of
key bits indicate a more secure algorithm but a
slower calculation speed.

By default, the IKE uses the SHA2-256 algorithm.

Note that MD5 and SHA1 authentication algorithms
cannot ensure security. You are advised to use
another authentication algorithm.
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Item Description

Encryption algorithm used by IKE:

e 3DES: IKE uses the 168-bit Triple Data Encryption
Standard (3DES) encryption algorithm in CBC
mode.

e AES-128: IKE uses the 128-bit Advanced
Encryption Standard (AES) encryption algorithm.

e AES-192: IKE uses the 192-bit AES algorithm

Encryptio encryption.

n e AES-256: IKE uses the 256-bit AES algorithm

algorith encryption.

m e DES: IKE uses the DES-CBC encryption algorithm.

e SMT1: SM1 encryption algorithm.

e SM4: SM4 encryption algorithm.

By default, the IKE uses the AES-256 encryption
algorithm.

Note that 3DES and DES encryption algorithms
cannot ensure security. You are advised to use
another encryption algorithm.

Diffie-Hellman group used in IKE negotiation, which

is key negotiation:

e Group1: uses the 768-bit Diffie-Hellman group.

e Group2: uses the 1024-bit Diffie-Hellman group.

e Group5: uses the 1536-bit Diffie-Hellman group.

e Group14: uses the 2048-bit Diffie-Hellman group.

DH e Group19: uses the 256-bit ECP Diffie-Hellman

group group.

number | o Group20: uses the 384-bit ECP Diffie-Hellman
group.

e Group21: uses the 521-bit ECP Diffie-Hellman
group.

Group1 provides the lowest encryption, while

Group14 provides the strongest encryption.

By default, Group14 is used in IKE negotiation.
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Item

Description

Integrity
algorith
m

Integrity algorithm used in IKEv2 negotiation.
e aes-xcbc-96: AES-XCBC-96 integrity algorithm

e hmac-md5-96: HMAC-MD5-96 integrity algorithm

e hmac-sha1-96: HMAC-SHA1-96 integrity
algorithm

e hmac-sha2-256: HMAC-SHA2-256 integrity
algorithm

e hmac-sha2-384: HMAC-SHA2-384 integrity
algorithm

e hmac-sha2-512: HMAC-SHA2-512 integrity
algorithm

IPSe

Para
met
er
setti
ngs

Security
protocol

Security protocol used by an IPSec:

e AH: IPSec uses the AH protocol defined by RFC
2402. The AH protocol authenticates the data
source, verifies the data integrity, and prevents
packet replay. This protocol uses the MD5

authentication algorithm by default and does not

support encryption.

e AH-ESP: The IPSec proposal encapsulates packets

through ESP, then through AH.

e ESP: IPSec uses the ESP protocol defined by RFC
2406. The ESP protocol uses the DES encryption
algorithm. The AH protocol uses the MD5
authentication algorithm by default.

By default, IPSec uses the ESP protocol.
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Item

Description

ESP
authentic
ation
algorith
m

Authentication algorithm used by ESP in IPSec:
e Non-authentication

e MD5

e SHAI1

e SHA2-256

e SHA2-384

e SHA2-512

e SM3
NOTE
1. The SM3 algorithm only supports in IKEv1.

2. When configures the SM3 algorithm, the ESP
encryption algorithm must select SM1, SM4, or
Non-encryption.

The authentication algorithm and encryption
algorithm of ESP cannot be kept blank
simultaneously.

By default, ESP uses the SHA2-256 authentication
algorithm.

Note that MD5 and SHA1 authentication algorithms
cannot ensure security. You are advised to use
another authentication algorithm.

NOTE
AR100&AR120 series, AR161, AR161W, AR161EW,
AR161EW-M1, AR161G-L, AR161G-Lc, AR161G-U, AR169,
AR169G-L, AR169CVW, AR169CVW-4B4S, AR169W,
AR169W-P-M9, AR169RW-P-M9, ART169EW, ART169EGW-L,
AR1220C, AR1220-8GE, AR2204-27GE, AR2204E-D-27GE,
AR2204-24GE, AR2204-27GE-P, AR2204-48GE-P,
AR2204-51GE, AR2204-51GE-P, AR2204-51GE-R, AR2204E,
AR2204E-D, AR2204XE, and AR2204XE-DC do not support
SHA2-384 and SHA2-512 authentication algorithms.
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Item

Description

ESP
encryptio
n
algorith
m

Encryption algorithm used by ESP in IPSec:
e Non-encryption
e DES: IKE uses the DES-CBC encryption algorithm.

e 3DES: IKE uses the 168-bit 3DES encryption
algorithm in CBC mode.

e AES-128: IKE uses the 128-bit AES encryption
algorithm.

e AES-192: IKE uses the 192-bit AES algorithm
encryption.

e AES-256: IKE uses the 256-bit AES algorithm
encryption.

e SM1: SM1 encryption algorithm.

e SM4: SM4 encryption algorithm.
NOTE
1. The SM1 and SM4 algorithm only supports in IKEv1.

2. When configures SM1 or the SM4 algorithm, the ESP
certification algorithm must select SHA1, SM3, or Non-
authentication.

By default, ESP uses the AES-256 encryption
algorithm.

Note that 3DES and DES encryption algorithms
cannot ensure security. You are advised to use
another encryption algorithm.

Encapsul
ation
mode

Encapsulation mode that IPSec uses to encapsulate
IP packets:

e Tunnel mode
e Transport mode

Adv
anc
ed

IKE
negotiati
on

Mode in which IKE SAs are triggered:

e Auto: After an IPSec policy is applied, the system
completes IKE negotiation and establishes an
IPSec tunnel.

e Traffic-based: When an interface receives packets,
the system completes IKE negotiation and
establishes an IPSec tunnel.

By default, the IKE negotiation uses auto mode.
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Item

Description

Local
identity

type

Type of the local ID used in IKE negotiation:

e |P address: The interface IP address is used as the
local ID. When performing IKE negotiation with
the peer, the local device exchanges identity
information with the peer.

e Name: A string of characters is used as the local
ID. You can set Device local name in IPSec
Global Setting to identify the local device. When
Device local name is left blank, the device name
is used.

By default, the IP address of the local end is used as
the local ID.

Locale ID

ID of the local in IKE negotiation.

Remote
identity
type

Identity of the remote device in IKE negotiation:

e |P address: The remote device uses the IP address
of an interface as the identity to perform IKE
negotiation with the local device and exchange
identity information.

e Name: The remote device uses a character string
as the identity. The peer name must be
configured in Local name of IPSec Global
Setting on the remote device. The peer name
must be the same as the local name configured
on the remote device.

By default, the remote device uses an IP address as
the identity.

Remote
ID

ID of the peer in IKE negotiation. The value must be
the local ID configured on the peer.

Reauthen
tication
interval(s

)

Interval for IKEv2 re-authentication.

By default, the system does not perform IKEv2 re-
authentication.

DPD(Dea
d Peer
Detectio
n)

Whether to enable the dead peer detection (DPD)
function.

IKE peers send DPD packets to check whether the
other party is alive.

By default, DPD is disabled.
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Item Description

DPD mode:

e on-demand: indicates the on-demand DPD mode.
If the local end does not receive any packets from
the remote peer within the specified period, it
sends a DPD packet to check whether the remote

DPD type peer is available.

e periodic: indicates the periodic DPD mode. If the
local end does not receive any packets from the
remote peer for a long time, it sends DPD packets
at specific intervals to check whether the remote
peer is available.

Sequence of the payload in DPD packets:

e seg-hash-notify: indicates that the payload of

DP?( ¢ DPD packets is in the sequence of hash-notify.
acke

anload e seqg-notify-hash: indicates that the payload of

sequence DPD packets is in the sequence of notify-hash.

By default, the payload in DPD packets is in the

sequence of notify-hash.

DPD idle | Idle time for sending DPD packets.

time(s) | The default idle time for DPD is 30 seconds.

DPD

packet | |nterval for retransmitting DPD packets.

retransmi . e

ssion The default interval for retransmitting DPD packets
interval(s | 1S 15 seconds.

)

DPD Maximum number of times DPD packets are
packet | retransmitted.

retransmi . .

ssion The default maximum number of times DPD packets
count are retransmitted is 3.

Algorithm of the pseudo random number generation

function used by an IKE proposal:

e PRF-HMAC-SHA1: HMAC-SHAT1 algorithm

e PRF-HMAC-MD5: HMAC-MD?5 algorithm

e PRF-AES-XCBC-128: AES-XCBC-128 algorithm

PRF e PRF-HMAC-SHA2-256: HMAC-SHA2-256
algorithm

e PRF-HMAC-SHA2-384: HMAC-SHA2-384
algorithm

e PRF-HMAC-SHA2-512: HMAC-SHA2-512
algorithm
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Item

Description

The Perfect Forward Secrecy (PFS) enables IPSec to
perform an additional round of key exchange in
phase 2 of IKE negotiation to improve
communication security:

e none: the PFS feature is disabled.

e Group1: indicates the 768-bit Diffie-Hellman
group.

e Group2: indicates the 1024-bit Diffie-Hellman
group.

e Group5: indicates the 1536-bit Diffie-Hellman

PFS group.
e Group14: indicates the 2014-bit Diffie-Hellman
group.
e Group19: uses the 256-bit ECP Diffie-Hellman
group.
e Group20: uses the 384-bit ECP Diffie-Hellman
group.
e Group21: uses the 521-bit ECP Diffie-Hellman
group.
By default, the PFS feature is disabled.
Lifetime of IKE SAs. Both ends negotiate a new SA
I_KE tSA before the old one times out. The old SA is still used
l(I::?Q;Zs prior to the establishment of the new SA.
) By default, the lifetime of an IKE SA is 86400

seconds.

Issue 11 (2024-08-30)

Copyright © Huawei Technologies Co., Ltd. 368



Huawei AR Series Access Routers
Web-based Configuration Guide 1 EasyOperation Edition

Item Description

SA lifetime in an IPSec policy. In IPSec negotiation,
the SA uses the shorter lifetime between the lifetime
set on the local end and that set on the remote end.

The SA lifetime can be measured by time or by
traffic:

e Time-based (s): indicates the period of time an SA
can exist after being established.

e Traffic-based (KB): indicates the maximum traffic
volume that an SA can process.

IPSec SA By default, the time-based SA lifetime is 3600
aging seconds and the traffic-based SA lifetime is 1843200
mode Kbytes.

When the specified time or traffic volume is reached,
the SA becomes invalid. When the SA is about to
expire, IPSec negotiates a new SA.

By default, when no IPSec SA lifetime is set for the
IPSec policy, the global IPSec SA lifetime is used. The
global IPSec SA lifetime is set by the parameter
IPSec SA aging management in IPSec Global
Setting. If IPSec SA aging management is not set,
the default value is used.

Whether to set the IP address of the local end.

Local
address By default, the local end address is the IP address of
the interface bound to the IPSec policy.

Type of the local IP address:

e Interface: The local end address is the IP address

Address of the interface bound to the IPSec policy.

type e |P address: When the outbound interface has a
primary address and a secondary address, enter
an IP address in the IP address text box.

Route Whether to enable the route import function.

import

Route import mode:

e Static: The route of the IPSec peer is added to the
local routing table upon device startup and
remains unchanged.

Route
import e Dynamic: Route reachability is determined based
type on IPSec tunnel status. If the IPSec tunnel is Up,

the route of the IPSec peer is added to the local
routing table and advertised on the network. If
the IPSec tunnel is Down, the route of the IPSec
peer is deleted and withdrawn.
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C.

Item Description

Route Priority of an injection route.
priority | By default, the priority is 60.

Pre-extraction of original IP packets is enabled.

By default, pre-extraction of original IP packets is
disabled.

In tunnel mode, QoS parameters such as the packet
) header and protocol type in original packets are
extractio | hidden after IP packets are encapsulated through

n of IPSec. Although IPSec uses the DSCP field in original
original | nackets as the DSCP field in the IP packet header,

IP some QoS solutions require quintuple information.
packets | The encryption device can pre-extract quintuple
information including the source address, destination
address, protocol type, source port number, and
destination port number to facilitate refined QoS
management on IPSec packets.

Pre-

Click Add to complete the IPSec policy configuration.

Modify an IPSec policy.

a.

d.

Log in to the web system and choose Advanced > VPN > IPSec > IPSec
Policy Management. The IPSec Policy Management page is displayed.

In IPSec policy list, click Modify on the right of the IPSec policy to be
modified.

On the Modify the IPSec policy page, enter or select parameters. For
details about these parameters, see Table 1-114.

Click OK.

Delete an IPSec policy.

a.

Log in to the web system and choose Advanced > VPN > IPSec > IPSec
Policy Management. The IPSec Policy Management page is displayed.

In IPSec policy list, select the check box of the IPSec policy to be deleted
and click Delete.

In the Confirm dialog box that is displayed, click OK to delete the
selected IPSec policy.

Refresh the IPSec policy list.

a.

Log in to the web system and choose Advanced > VPN > IPSec > IPSec
Policy Management. The IPSec Policy Management page is displayed.

In IPSec policy list, click Refresh to refresh the configured IPSec policy
list, as shown in Figure 1-289.

Figure 1-289 IPSec policy list

IPSec policy list
Delete Refresh
IPSec Connection Name Connection ID Interface Name ~ Operation

GigabitEthernet0/0/0 Modify

5 Total 1 record(s) ‘:‘
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e View IKE SA information

a. Log in to the web system and choose Advanced > VPN > IPSec > IPSec
Policy Management. The IPSec Policy Management page is displayed.

b. In IKE SA Information, click Refresh to refresh and view information
about the SA set up using IKE negotiation, as shown in Figure 1-290.

Figure 1-290 IKE SA Information

IKE SA Information
Refresh

Connection ID Peer Address/UDP Port « | VPN Instance SA Status « Phase « Remote ID Type « Remote ID
No data.

e View tunnel failure information.

a. Login to the web system and choose Advanced > VPN > IPSec > IPSec
Policy Management. The IPSec Policy Management page is displayed.

b. In Tunnel Down Reason, click Refresh to refresh and view tunnel failure
information, as shown in Figure 1-291.

Figure 1-291 Tunnel Down Reason

Tunnel Down Reason
Refresh

Remote Address « Port Error Reason - IKE Version « Error Time «

--—-End

1.8.4.2.2 IPSec Global Settings

Context

Set global optional IPSec parameters.

Procedure
e Set global IPSec parameters.

a. Log in to the web system and choose Advanced > VPN > IPSec > IPSec
Global Settings. The IPSec Global Settings page is displayed.

b. Enter or select global IPSec parameters as required, as shown in Figure
1-292. For details about these parameters, see Table 1-115.
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Figure 1-292 IPSec Global Settings

o

IPSec Policy Management

Local name

IPSec SA aging management : Time-based (s): 3600

IKE heartbeat sending interval
©):

IKE heartbeat timeout interval
s):

NAT keepalive interval (s) :
Anti-replay

DF bit setting

Fragment before encryption

Table 1-115 Global IPSec parameter settings

Item

Description

Local name

Local host name used in IKE
negotiation, which is case-
insensitive.

You can configure IPSec policies
on the IPSec Policy Management
tab page. You need to set Device
local name only when Local
identity type is set to Name. The
value of Device local name must
be the same as the value of Peer
name set on the peer device.

By default, no local host name is
configured for IKE negotiation.
The device name is used as the
local name. To view or change the
device name, see device
information in Device
Information.
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Item

Description

IPSec SA aging management

Global SA lifetime in an IPSec
policy. In IPSec negotiation, the SA
uses the shorter lifetime between
the lifetime set on the local end
and that set on the remote end.

The SA lifetime can be measured
by time or by traffic:

e Time-based (s): indicates the
period of time an SA can exist
after being established.

e Traffic-based (KB): indicates
the maximum traffic volume
that an SA can process.

By default, the time-based global
SA lifetime is 3600 seconds and
the traffic-based global SA lifetim
is 1843200 Kbytes.

When the specified time or traffic
volume is reached, the SA
becomes invalid. When the SA is
about to expire, IPSec negotiates a
new SA.

If SA aging mode is set on the
IPSec Policy Management tab
page, the global SA lifetime does
not take effect.

By default, the time-based global
SA lifetime is 3600 seconds, and
the traffic-based global SA
lifetime is 1843200 KB.

IKE heartbeat sending interval(s)

Interval for sending heartbeat
packets.

If no heartbeat packet is received
during the duration specified by
IKE heartbeat timeout interval,
the IPSec SA is deleted. Therefore,
the timeout duration of heartbeat
packets must be set longer than
the interval for sending heartbeat
packets.
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Item

Description

IKE heartbeat timeout interval(s)

Timeout interval during which an
IKE SA waits for a heartbeat
packet.

On a network, packet loss rarely
occurs more than three
consecutive times. Therefore, the
timeout interval of heartbeat
packets on one end can be set to
three times the interval for
sending heartbeat packets on the
other end.

NAT keepalive interval(s)

Interval for sending NAT keepalive
packets.

If the IPSec tunnel with NAT
traversal enabled is established
and no packet passes through the
NAT gateway in a long period,
NAT session entries are aged and
deleted on the NAT gateway. In
this case, data cannot be
transmitted through the IPSec
tunnel. Therefore, to retain NAT
session entries, configure the
device to send NAT keepalive
packets periodically.

By default, the interval for sending
NAT keepalive packets is 20
seconds.

Anti-replay

Whether to enable the anti-replay
function.

After the anti-replay function is
enabled, the system discards
replayed packets and does not
encapsulate them, saving system
resources.

By default, the anti-replay
function is enabled.
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Item

Description

DF bit setting

Don't fragment (DF) flag bit:
e clear: If the DF flag bitis O, IP
packets can be fragmented.

e set: If the DF flag bitis 1, no IP
packet is fragmented.

e copy: Specifies the flag bit of
original packets.

By default, the DF flag bit on an

IPSec tunnel is the flag bit of
original packets.

Fragment before encryption

If the DF bit is O, that is, IP
packets can be fragmented, you
can determine whether to enable
fragmentation before tunnel
packets are encrypted.

The IPSec encryption device needs
to check the packet length in
advance. If the length of the
encrypted packet exceeds the
MTU of the outbound interface,
the packet can be fragmented
before being encrypted. A
terminal host will reassemble
received IPSec fragments, which
reduces the resource consumption
of the decryption device.

By default, IP packets are
fragmented after being encrypted
on an IPSec tunnel.

c. Click Apply to make the configuration take effect.

To restore all parameters to default settings, click Reset. If a message is
displayed indicating that the operation is successful, the configuration

takes effect.

--—-End

1.9 Maintenance

1.9.1 Device Information
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Context
You can check device information to learn the device running status and ensure
that the device works properly.
{11 NOTE
There are differences about running status display on device models or devices with
different configurations.
Procedure
e Check device information.
a. Choose Maintenance > Device Information to access the Device
Information page, as shown in Figure 1-293.
Figure 1-293 Device information summary
AR Web Platform Monitoring Configuration Advanced Mam?tiisnze Diagnosis L} & chl ?HTR
Upgrade & Maintenance . :2:::?:2::::
System Management 29008
User Management T
Log CPU usage Memory usage Temperature
24% ® 68% s
S
Storage Space Status
m
Device Reset Records
5 ord(9 B
b. Check device information on the Device Information page, as shown in

Figure 1-294.
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Figure 1-294 Device Information page

Device name ! WEE-192-AR206-V2RE8C30B020 Modify
Equipment model AR206

Equipment serial number : 2102310HHQ10C3000044

MAC address : 4cb1-6c91-500f

License validity peried : None Load
Current system version : V200R00EC30

Current system software : ar200-r8c30b020.cc Upgrade
System software for next startup : ar200-r8c30b020.cc Modify
Current running patch None Modify
Patch for next startup Nane Modify
Neb platform version: 2.8.30.921

SA signature database version : None Upgrade
Current system time : 2016-09-30 07:50:19 Medify
Up time : 1 week(s) 1 day(s) 16 hour(s) 39 minute(... Restart
Online administrator(s) : 1 Detai

Table 1-116 describes parameters on the Device Information page.

Table 1-116 Description of parameters on the Device Information page

Parameter

Description

Device name

Name of the device. To modify the
name of the device, click Modify.
Then click Save.

Equipment model

Model of the device.

Equipment serial number

ESN of the device. Each device has
a unique ESN.

MAC address

MAC address of the device.

Current system version

Version of the system software.

Current system software

Name of the system software. To
upgrade the system software, click
Upgrade to access the Software
Upgrade page. For details, see
1.9.2.1 Software Upgrade.
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C.

Parameter

Description

System software for next startup

Name of the system software for
next startup. To modify the name
of the system software for next
startup, click Modify to access the
Restart Device page. For details,
see 1.9.3.3 Restart Device.

Current running patch

Name of the patch running on the
device. To modify the name of the
patch running on the device, click
Modify to access the Software
Upgrade page. For details, see
1.9.2.1 Software Upgrade.

Patch for nest startup

Name of the patch for next
startup. To modify the name of
the patch for next startup, click
Modify to access the Restart
Device page. For details, see
1.9.2.1 Software Upgrade.

WEB platform version

Version number of the web
platform.

SA signature database version

Version number of the signature
file. To modify the signature file,
click Upgrade to access the
Signature File Loading page. For
details, see 1.9.2.4 Signature File
Loading.

Current system time

Current system time. To modify
the system time, click Modify to
access the System Time Settings
page. For details, see 1.9.2.6
System Time Settings.

Up time

Period during which the device
has been running after the device
starts up. To restart the device,
click Restart.

Online administrator(s)

Number of administrators that log
in to the device. Click Details to
access the Online Users page. On
the Online Users page, you can
check detailed information about
administrators. For details, see
1.9.4.3 Online User.

Check the device status in Device Status, including the CPU usage,
memory usage, and temperature, as shown in Figure 1-295.
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Figure 1-295 Device Status

Device Status
CPU usage Memory usage Temperature

~

9% 68% @M
e

d. Check the storage space status in Storage Space Status, as shown in
Figure 1-296.

Figure 1-296 Storage Space Status

Storage Space Status

free: 28.32M

m total available: 370.05M

flash total: 512M (including 141.94M
system memary)

e. Check device restart records in Device Reset Records, including the
module type, time, and cause, as shown in Figure 1-297.

Figure 1-297 Device Reset Records

Device Reset Records
Module Type = Time « Cause =

MPU(0) 12/08 12:52:03 Reset by user comman,

MPU(0) 11/29 14:27:44 Reset by user comman.

d

d

MPU(0) 11724 22:47:10 Reset by user command
MPU(0) d
d

MPU(0) 11/23 16:42:33 Reset by u

----End

1.9.2 Upgrade & Maintenance

1.9.2.1 Software Upgrade

Context

The device software includes BootROM software and system software. After the
AR is powered on, it runs the BootROM software to initialize the hardware and
display hardware parameters. Then the device runs the system software. The
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system software provides drivers and adaptation functions for hardware, and
offers services features. The BootROM software and system software are
mandatory for device startup and operation, providing support, management, and
services for the AR.

(11 NOTE

The BootROM software is included in the system software package (.cc) of the AR. The
BootROM software is automatically upgraded during system software upgrade.

Procedure

Step 1 Choose Maintenance > Upgrade&Maintenance > Software Upgrade, as shown
in Figure 1-298.

Figure 1-298 Software Upgrade page

AR Web Platform i B 2 amn ? & T
Monitoring Configuration Advanced Maintenance Diagnosis
Software Upgrade  License Expansion  Signature File Loading  Local Service Settings  System Time Settings  Controller Settings

System Software Upgrade
After the upgrade file is successfully loaded, restart the device to complete the upgrade

Device Information *UezEdiibs cfflgtoad

Upgrade Patch
After the cold patch is loaded successfully, restart the device to make the configuration take effect.

« Patch file : w || Load

Uninstall Patch

Current patch file : None

System Management

User Management

Log

Step 2 Click ™ to select the system software or patch file that you want to upload, as
shown in Figure 1-299.

Figure 1-299 Software upgrade
System Software Upgrade

After the upgrade file is successfully loaded, restart the device to complete the upgrade.

* Upgrade file : Load

Upgrade Patch

After the cold patch is loaded successfully, restart the device to make the configuration take effect.

= Patch file : Load
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Step 3 Click Load to upload the system software or patch file to the AR. The uploaded
system software or patch file is specified for the next startup.

After you restart the AR, the specified system software or patch file will take
effect.

--—-End

1.9.2.2 Smart Upgrade

Context

As network scales enlarge, an increasing number of devices are deployed on the
network, and users using traditional device upgrade modes suffer from the
following pain points:

e Complicated and time-consuming upgrade procedure
e Laborious because of frequent software version upgrades

e Dispersed device locations, resulting in high communication costs for resource
coordination

To free users from such pain points and enable them to upgrade devices more
conveniently, smart upgrade is developed. Smart upgrade achieves online
automatic upgrade of devices by connecting them to the HOUP, simplifying the
upgrade procedure, improving maintenance efficiency, and reducing O&M costs.

Procedure

Step 1 (Optional) DNS Settings

1. Log in to the web platform and choose Advanced > IP > DNS. The DNS page
is displayed, as shown in Figure 1-300.

Figure 1-300 DNS page

AR Web Platform = B 2 et ? 50 7

Monitoring Configuration Advanced Maintenance Diagnosis
[J

DNS Settings
1Bv4 DNS proxy Dynamic DNS

Interface
Apply

IPv4 DNS Server
IPv4 DNS Server Settings

* IPv4 1P address :
Add
Configured IPv4 DNS Server List

Delete Refresh P Address o

IP Address ~ Obtaining IP Address ~

10.1.1.2 Static
5 Total 1 record(s B
DNNS Cache

Static DNS Cache Settings

* Host Name 1P address
Add

DNS Cache List
Clear Dynamic Cache Delete Refresh Host Name I}

Host Name IP Address & Obtaining IP Address «
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2. set IPv4 DNS proxy and Dynamic DNS to ON to enable the IPv4 DNS proxy
function and the dynamic domain name resolution function. Click Apply. In
the Info dialog box that is displayed, click OK.

3. Inthe IPv4 DNS Server Settings list, enter the IP address of the IPv4 DNS
server, as shown in Figure 1-301.

Figure 1-301 IPv4 DNS server configuration page

IPv4 DNS Server
IPv4 DNS Server Settings

*IPvaIPaddress: 10 . 1

Add

4. Click Add. The new IPv4 DNS server is added to the Configured IPv4 DNS
Server List, as shown in Figure 1-302.

Figure 1-302 IPv4 DNS server configuration page
Configured |Pv4 DNS Server List
Delete Refresh IP Address o
IP Address « Obtaining IP Address «

10.1.1.2 Static

Step 2 Choose Maintenance > Upgrade & Maintenance > Intelligent Upgrade. The
Intelligent Upgrade page is then displayed, as shown in Figure 1-303.
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Figure 1-303 Intelligent Upgrade page

?% Auto-save B 2 huaweil
AR Web Platform Manitoring Configuration Advanced Maintenance Diagnosis ) e

Software Upgrade  Intelligent Upgrade  License Expansion  Signature File Loading  Local Service Settings  System Time Settings

Controller Settings

Thave read a

Device Information LaSisrpa ot Login reminder :

Contact Information

Your contact information is used only in case of emergency and will not be used for other purposes.

Email Phone
Apply
SSL certificate information
Certificate State Normal Update Certificate
System Management Check Result
Check time 1900-01-01 00:00:00 Re-check

© The network between the device and server (httpy//houp huawei.com) is disconnected. Connect the network.

User Management Handling recommendations

Log in to httpi//support huawei.com/enterprise and download the latest version.
The intelligent upgrade function requires that the device be connected to the public netwark, The following common network connectivity settings are required :
+ Specify a default route and the next hop gateway address for the device located within the internal LAN. ( Configuration)
e + Configure a DNS server to resolve the domain name httpy//houp huawei.com. ( Configuration)
+ Totraverse the firewall between the device and firewall, allow the corresponding policy on the firewall. Interaction between the device and server is characterized by :
L. HTTP or HTTPS is used for communication
2. Ports 80 and 443 are used on the server

+ Kload balancing i involved on intermediate networks, ensure that all load-balancing links are connected
The fallowing upgrade modes are supported:
1. Through immediate upgrade or scheduled upgrade, the device automatically download the pushed software version to the device with sufficient memory and upgrade the device to the

pushed version

2. Download the software version to the local PC. Upgrade the device on the Software Upgrade page

Scheduled Upgrade Device Model o
Device Model ~ Running Software.. « | Running Patch Ve | Pushed Software .. ~ | Pushed Patch Ver.. « | Download ta The.. | Download to The... | Version Upgrade ..
No data.
Last Upgrade Task Information
Upgrade Task Category Upgrade Time Upgrade State
No data.

Step 3 Set the page.

e Read the Letter of Authorization for the Huawei Product Online Upgrade
Service carefully, and select | have read and accept Letter of Authorization
for the Huawei Product Online Upgrade Service.

e Select ON or OFF for Intelligent upgrade to enable or disable the smart
upgrade service.

e Select ON or OFF for Login reminder to enable or disable the login prompt
service, as shown in Figure 1-304.

Figure 1-304 Intelligent Upgrade page

I have read and accept Letter of Authorization for the Huawei Product Online Upgrade Service

Intelligent upgrade : Legin reminder :

e Enter the email address and contact number under Contact Information, as
shown in Figure 1-305.
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Figure 1-305 Contact Information

Contact Information

Your contact information is used only in case of emergency and will not be used for cther purposes.

Email : Phone :

Apply

Step 4 Check the certificate status under SSL certificate information and click Update
Certificate to update the certificate, as shown in Figure 1-306.

Figure 1-306 SSL certificate information

SSL certificate information

Certificate State : Normal Update Certificate

Step 5 Check whether the version is the latest one under Check Result. The Immediate
Upgrade or Scheduled Upgrade operation will automatically download the
pushed version to the device, and upgrade the device to the target version. The
device needs to have sufficient storage space, as shown in Figure 1-307.

Figure 1-307 Check result and upgrade mode

Check Result

Check time : 1900-01-01 00:00:00 Re-check
© The network between the device and server (httpi//houp.huawei.com) is disconnected. Connect the network.
Handling recommendations :

Log in to http://supporthuawei.com/enterprise and download the latest version.

The intelligent upgrade function requires that the device be connected to the public network. The following common network connectivity settings are required :

= Specify a default route and the next hop gateway address for the device located within the internal LAN. ( Configuration)

= Configure a DNS server to resolve the domain name http://houp.huawei.com. { Configuration)

* To traverse the firewall between the device and firewall, allow the corresponding policy on the firewall. Interaction between the device and server is characterized by :
1. HTTP or HTTPS is used for communication
2. Ports 80 and 443 are used on the server

» If load balancing is involved on intermediate networks, ensure that all load-balancing links are connected

The fallowing upgrade modes are supported:
1. Through immediate upgrade or scheduled upgrade, the device automatically download the pushed softwars version o the device with sufficient memory and upgrade the device to the
pushed versian.

2. Downlead the software version to the local PC. Upgrade the device on the Software Upgrade page.
Scheduled Upgrade Device Model fo

Device Model ~ Running Software... ~ | Running Patch Ve.. ~ | Pushed Software .. ~ | Pushed Patch Ver... ~ | Download to The .. | Download to The .. | Version Upgrade ...

No data.

e Click Immediate Upgrade to enter the Immediate Upgrade page. Click OK
to perform an upgrade immediately.
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Immediate upgrade

The device will perform the following operations:
1. Download the pushed version to the device.
2. Immediately upgrade to the pushed versions.
3. Delete existing upgrade configurations.
4. During the device upgrade, the configuration is automatically saved and backed up as
the vrpcfg_auto_backup.zip or vrpcfg_auto_backup.cfg file upon the restart.
Precautions:
1. The upgrade leads to a device reset and interrupts services.
2. Verify the upgrade requirement for related MEs such as the NMS and authentication
server.
3. During the current device upgrade, the configuration is automatically saved upon the
restart. It is recommended that you save the current configuration and export the

configuration file.
| OK | Cancel

e C(lick Scheduled Upgrade to enter the Scheduled Upgrade page. Set the
Upgrade Mode and Upgrade Time. Click OK to perform a scheduled upgrade
at the specified time.

Scheduled upgrade
This operation will download the pushed version to the device, and upgrade the
device to the target version at the specified time. Original upgrade configurations will be

deleted. During the device upgrade, the configuration is automatically saved. It is

recommended that you save the current configuration and export the configuration file.
Upgrade Mode : Weekly Monthly Yearly
Upgrade Time : 00: 00 : 00 -
Current system time :  2019-06-21 09:22:30
OK Cancel

Step 6 Under Last Upgrade Task Information, check the last upgrade task category,
upgrade time, and upgrade status, as shown in Figure 1-308.

Figure 1-308 Last Upgrade Task Information
Last Upgrade Task Information

Upgrade Task Category Upgrade Time Upgrade State

Immediate upgrade 2019-05-25 14:15 Network disconnection
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--—-End

1.9.2.3 License Expansion

Context

A license is used to authorize users to obtain software functions by feature,
version, capacity, or usage time. A license contains a license file (*.dat) and a
license authorization certificate.

You can obtain a license authorization certificate after purchasing or renewing a
license. You need to apply for a license file to use functions controlled by the
license. Only one license file is generated on a device even if you have purchased
multiple licenses. The license file is bound to the Equipment Serial Number (ESN).
That is, a license file is unique and corresponds to only one device.

Obtain license information as follows:

e Contract No.: Obtain it from the license authorization certificate.

e License Authorization Code (LAC): Obtain it from the license authorization
certificate.

e Equipment Serial Number(ESN): Log in to the web platform, select
Maintenance, and select Device Information. Then the ESN can be obtained
from Equipment serial number of Device Information.

Agents or end users can use Huawei license management system (ESDP) to obtain
the license file.

(10 NOTE

Visit the Huawei license management system (ESDP) at http://app.huawei.com/isdp.

You need to activate licenses in either of the following situations: You need to
apply for and purchase the license to obtain authorization of corresponding
functions when purchasing a new device. You need to re-apply for, upgrade, and
activate a license file to obtain new functions and resources due to service
development although the license file has been activated on the device.

Procedure

Step 1 Choose Maintenance > Upgrade&Maintenance > License Expansion to access
the License Expansion page, as shown in Figure 1-309.
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Figure 1-309 License Expansion page

AR Web Platform ih B2 awmn ? & T

Monitoring Configuration Advanced Maintenance Diagnosis

Software Upgrade  Intelligent Upgrade  License Expansion  Signature File Loading ~ Local Service Settings ~ System Time Settings
Controller Settings
License Information

. . License Status Not activated
Device Information

Load License

* License file : «| | Load

System Management
User Management

Log

Step 2 Click =~ on the Load License page to select the license file to be uploaded, as
shown in Figure 1-310.

Figure 1-310 Uploading the license

Load License

= License file : Load

Step 3 Click Load to load the current license file.

You can view the status, and controlled resources and authorization of the current
license on the License Information page. Table 1-117 describes parameters on
the License Information page.
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Table 1-117 Description of parameters on the License Information page

Parameter Description

License Status | not activated: It is the default status. No license is activated or
a license expires after system startup.

Normal: A correct commercial license is activated.

not activated: The license that does not match the ESN is
activated or a license expires and enters the grace period.

not activated: A temporary license is activated normally.

not activated: The system is free from license control and runs
with the maximum configurations of dynamic resources. This
status lasts a maximum of seven days. Then the system returns
to the original status.

Control Resources controlled by the license.
Resource

Authorization | Detailed authorization information of resources controlled by
Information the license.

--—-End

1.9.2.4 Signature File Loading

Context

A signature database consists of an intrusion prevention system (IPS) signature
database, and is upgraded to identify the latest intrusions.

The IPS signature database is the basis for detecting intrusions. It contains
predefined IPS signatures. IPS signatures are used to describe features of intrusion
behavior on networks. The device compares packet contents with IPS signatures
for detection and attack defense. If a data flow matches the features in a
signature, the device processes the data flow based on the signature action.

The IPS signature database on the security center platform is updated in real time.
You can continuously obtain new intrusion prevention versions from the security
center platform to update the signature database after purchasing a license. You
can upgrade the signature database through the security center platform or
locally.

e Upgrade through the security center platform: The platform is a server
deployed by Huawei. You need to purchase an upgrade license. The domain
name of the security center platform is sec.huawei.com. If the device can
access the security center platform, you can upgrade the device online
through the security center platform.

e Local upgrade: When the device cannot be connected to the security center
platform through the network, you can log in to the security center platform
to download the latest IPS signature database upgrade package, save the
package to a local PC, and then upload the upgrade file to the device through
web to upgrade the IPS signature database.
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Procedure
e Upgrade the signature database.

a. Choose Maintenance > Upgrade & Maintenance > Signature File
Loading to access the Signature File Loading page, as shown in Figure
1-311.

Figure 1-311 Signature File Loading page

Web Platform

Device Information

System Management

User Management

Log

b. In SA Signature File Information, you can view the signature file version
and signature file loading time, as shown in Figure 1-312.

Figure 1-312 SA Signature File Information

54 Signature File Information
Signature file version : 2015121602

Signature file version time : 2016-07-04 10:07:52

c. In SA Signature File Upgrade, upgrade the version of the SA signature
database.

You can use either of the following methods:

®  (lick Local Upgrade to upgrade the SA signature database. In the

displayed dialog box, click -, select the local upgrade package,
and click Load, as shown in Figure 1-313. After the upgrade package
is loaded successfully, check the loaded signature database
information in SA Signature File Information.
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Figure 1-313 Local upgrade

SA Signature File Upgrade

Memomedss Local Upgrade Online upgrads

* Select SA signature file : Load

®  (lick Online upgrade to upgrade the SA signature database online.
In the displayed dialog box, click Upgrade to upgrade the SA
signature database online on the security center platform, as shown
in Figure 1-314.

Figure 1-314 Online upgrade
SA Signature File Upgrade
Upgrade mode : Local Upgrade Online upgrade

Upgrade

d. In IPS Signature File Information, you can view the signature file
version and signature file loading time, as shown in Figure 1-315.

Figure 1-315 IPS Signature File Upgrade

IPS Signature File Information
Signature file version : 2016060104

Signature file version time : 2009-03-23 03:11:44

e. In IPS Signature File Upgrade, upgrade the version of the IPS signature
database.

You can use either of the following methods:

®  (lick Local Upgrade to upgrade the IPS signature database. In the

displayed dialog box, click -, select the local upgrade package,
and click Load, as shown in Figure 1-316. After the upgrade package
is loaded successfully, check the loaded signature database
information in IPS Signature File Information.

Figure 1-316 Local upgrade

IPS Signature File Upgrade

Verdambe Local Upgrade Online upgrade

* Select IPS signature file ; w| [ Load
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®  (lick Online upgrade to upgrade the IPS signature database online.
In the displayed dialog box, click Upgrade to upgrade the IPS
signature database online on the security center platform, as shown
in Figure 1-317.

Figure 1-317 Online upgrade

IPS Signature File Upgrade

Upgrade mods : Local Upgrade Online upgrade

Upgrade

--—-End

1.9.2.5 Local Service Settings

Context

FTP applies to scenarios where high network security is not required in file
transmission, and is widely used in version upgrade.

L] NOTE
FTP brings in security risks; therefore, SFTP is recommended.

Telnet is an application layer protocol in the TCP/IP protocol suite and provides
remote login and virtual terminal functions. The server/client model is used. The
Telnet client sends a request to the Telnet server, and the Telnet server provides
the Telnet service.

L] NOTE
Telnet brings in security risks; therefore, STelnet is recommended.

The SSH File Transfer Protocol (SFTP) server guarantees secure file transfer on a
traditional insecure network by authenticating the SFTP client and encrypting data
bidirectionally.

STelnet provides secure Telnet services. The STelnet server guarantees secure file
transfer on a traditional insecure network by authenticating the client and
encrypting data bidirectionally.

After the HTTPS service is enabled on the AR used as a web server, configure
terminals to connect to the AR through HTTPS to implement remote configuration
and management.

If no operation is performed in the specified duration and you attempt to perform
an operation again, the system displays a message indicating login timeout. You
need to log in again. By default, the value is 10 minutes.
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Procedure
e Configure service management.

a. Choose Maintenance > Upgrade&Maintenance > Local Service
Settings, as shown in Figure 1-318.

Figure 1-318 Local Service Settings page

AR web Platform il Auto-save B2 amn 2?2 % T

Monitoring Configuration Advanced Maintenance Diagnosis

Software Upgrade ntelligent Upgrade ~ License Expansion  Signature File Loading  Local Service Settings ~ System Time Settings

Controller Settings

@ FTP and Telnet services bring security risks. SFTP and STelnet services are recommended.

Device Information

Apply

System Management

User Management

Configure Remotely Trusted Host

* IP address

Remotely Trusted Host List

Only the trusted host can access the specified service such as FTP, Web and Telnet
Delete Refresh Host IP o

Host P « Service Type Description + Operation

b. Select ON or OFF of FTP service to enable or disable the FTP service.

c. Select ON or OFF of Telnet service to enable or disable the Telnet
service.

d. Select ON or OFF of SFTP service to enable or disable the SFTP service.

e. Select ON or OFF of STelnet service to enable or disable the STelnet
service.

f.  Set Maximum number of login users and click Apply to set the
maximum number of VTY user interfaces.

By default, the maximum number of login users is 5, which is the sum of
Telnet users and SSH users.
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{11 NOTE

When the maximum number of VTY user interfaces is set to 0, users (including Telnet
and SSH users) cannot log in to the device through VTY, and web users cannot log in
to the device through the web system.

When the maximum number of VTY user interfaces is set to 15, the maximum
number of login users can be set to 16 to 20. This setting is used only in emergency
situations.

g. Configure Https service port to reconfigure the port number of the
HTTPS service.

By default, the port number of the HTTPS service is 443.

Attackers may frequently access the default port, which wastes
bandwidth, deteriorates server performance, and prevents authorized
users from accessing the HTTPS server through the port. If the default
port number is used by another program, users cannot log in to the web
system.

h. Configure Web service timeout period(min) to set the timeout period
of the web server.

By default, the timeout period of the web server is 10 minutes.

When web users log in to the web server but do not perform operations
for a long time, web resources will be occupied. By default, a maximum
of five web users can log in concurrently. As a result, other users cannot
log in to the web server. To release web resources in time, set a proper
timeout period.

i. Configure Maximum number of online users to set the maximum
number of concurrent online users allowed by the web system.

By default, the maximum number of concurrent online users allowed by
the web system is 5.

j-  Select Web platform permit interface to configure the interface that is
allowed to access the web system. After the configuration, other
interfaces cannot access the web system.

By default, all interfaces on the device are allowed to access the web
system. In the default factory settings of the device, only the
management interface can access the web system.

To prevent unauthorized users from accessing the web system through
other interfaces, you can configure this function to specify the interface
that can access the web system.

k. Set Web platform login version to EasyOperation or Classics to
configure the web system version for the next login.

By default, the EasyOperation version is used for web system login.

(11 NOTE

If you log out and then log in again, the web system login version is not switched.
You need to open the web browser again to switch the web system login version.

. Click Apply.
(110 NOTE

V200R010C10 and later versions support Maximum number of login users, Web
platform permit interface, and Web platform login version.
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e (Create a trusted host.

a.

Choose Maintenance > Upgrade&Maintenance > Local Service
Settings.

Create a trusted host, as shown in Figure 1-319.

Figure 1-319 Creating a trusted host

Configure Remaotely Trusted Host

= IP address 192 , 168 ., 1 ., 10
* Available service type : Web FTP Telnet
Description : abc
Add

Set parameters as described in Table 1-118.
Click Add to create a trusted host.

Table 1-118 Description of parameters on the Configure Remotely Trusted

Host page
Parameter Description
IP address IP address for the trusted host.
Available service type Service type of the trusted host.
Description Description of the trusted host.

e Delete a selected local user.

a.

C.

--—-End

Choose Maintenance > Upgrade&Maintenance > Local Service
Settings.

Select check boxes of multiple entries or the check box in the table

header for selecting all entries.

Click Delete in Remotely Trusted Host List to delete a trusted host.

1.9.2.6 System Time Settings

Context

To ensure communication between the AR and other devices, correctly set the
system time either by enabling automatic synchronization between the AR and

the NTP server or manually. The first method is recommended.

Procedure

e Enable automatic synchronization.
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a. Choose Maintenance > Upgrade&Maintenance > System Time
Settings, as shown in Figure 1-320.

Figure 1-320 Automatic Synchronization page

il B 2 admin ? £ T
Monitoring Configuration Advanced Maintenance Diagnosis

AR Web Platform

Software Upgrade  Intelligent Upgrade  License Expansion  Signature File Loading  Local Service Settings  System Time Settings
Controller Settings

Current system time : 2019-09-06 22:07:04

Device Information
Set Date and Time

Automatic synchronization '® Manual setting
* Date and time 2019-09-06 22:07:01
* Time zone : UTC +00:00) Default Zone Name

Apply
System Management

User Management

Log

b. In Set Date and Time, select Automatic Synchronization.
c. In NTP server 1, enter the IP address of NTP server 1.
d. (Optional) In NTP server 2, enter the IP address of NTP server 2.
e. Click Apply.
f.  In the displayed Confirm dialog box, click OK.
(1] NOTE

The web platform supports two NTP servers. The system selects an NTP server based
on the stratum of the master clock of the NTP servers. For example, if NTP server 1
has a higher stratum of the master clock than that of NTP server 2, the AR
synchronizes the system time with NTP server 1.

If the AR has a higher stratum of the master clock than those of NTP servers 1 and 2,
the AR does not synchronize the system time with the NTP servers.

e Set the system time manually.

a. Choose Maintenance > Upgrade&Maintenance > System Time
Settings.
b. In Set Date and Time, select Manual Setting, as shown in Figure 1-321.

Issue 11 (2024-08-30) Copyright © Huawei Technologies Co., Ltd. 395



Huawei AR Series Access Routers
Web-based Configuration Guide 1 EasyOperation Edition

Figure 1-321 Manual Setting page

Set Date and Time

Automatic Synchronization Manual Setting
* Date and time : 2016-06-29 03:40:20
* Time zone : (UTC +00:00) Default Zone Name
Apply

¢. In Date and time, click the configuration button to select a date and
time.

d. In Time zone, select a time zone from the drop-down list box.
e. Click Apply.
f.  In the displayed Confirm dialog box, click OK.

--—-End

1.9.3 System Management

1.9.3.1 Configuration File Management

Context

A configuration file is a collection of command lines. The current configuration is
saved in the configuration file so that the configuration still takes effect after the
device restarts. You can view the configuration in the configuration file or upload
the configuration file to other devices to implement batch configuration.

(11 NOTE

In V200R010C10 and later versions, the Load Configuration File and Set Factory
Configuration functions are supported.

Procedure
e Load a configuration file.

a. Choose Maintenance > System Management > Configuration File
Management, as shown in Figure 1-322.
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Figure 1-322 Configuration File Management page

AR Web Platform i Auto-save B 2 amn 2?2 & T

Monitoring Configuration Advanced Maintenance Diagnosis
Configuration File Management  File Management ~ Restart Device

Load Configuration File

Device Information * Configuration file ] [ toad

Set Factory Configuration

 Save type

* Configuration fle: - Select -

Upgrade & Maintenance

Restor

0 &
during

Restore Factory Settings

Save Current Configuration

User Management Blrngevice
Save Current Configuration

Current Startup Information

ftware :  flash:/ar160_V2R 10C10SPCE008000.cc
Log

ion file:  flash:/vrpclg.cig

Save As Configuration File Export Configuration File

b. Click | ™ 'to select the configuration file to be uploaded.

¢. Click Load to upload the configuration file to the device and specify it as

the configuration file used for the next startup.

You must restart the device to make the configuration file take effect.
Save factory settings.
a. Select Save type to save factory settings.

®  Select This operation will save the specify configuration as the
factory configuration from the drop-down list of Save type, and
then specify the required configuration file in Configuration file.

" Select This operation will save the current configuration as the
factory configuration from the drop-down list of Save type.

= Select This operation will save the default configuration as the
factory configuration from the drop-down list of Save type.

b. Click Save.
Restore factory settings.

a. Choose Maintenance > System Management > Configuration File
Management.

b. Click Restore Factory Settings.
Save the current configuration.

a. Choose Maintenance > System Management > Configuration File
Management.

b. Click Save Current Configuration.
Back up the configuration file.
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a. Choose Maintenance > System Management > Configuration File
Management.

b. Click Save As Configuration File to back up the current configuration
files to the storage medium of the router.

c. Click Export Configuration File to back up the current configuration file
to a local PC.

--—-End

1.9.3.2 File Management

Context

A file system manages files on the storage medium.

Procedure

Step 1 Choose Maintenance > System Management > File Management, as shown in
Figure 1-323.

Figure 1-323 File Management page

AR Web Platform

Monitoring Configuratior Advanced Maintoncinge Diagnosis

File Management

Storage Medium

Device Information fach

File Management

Delete Delete File Permanently Refresh

Upgrade & Maintenance

ser Management

Recycle Bin

Step 2 Check the total and available spaces of the storage medium on the Storage
Medium tab page.

Step 3 Manage all files in the storage medium on the File Management tab page.
e Search for files based on different storage media, as shown in Figure 1-324.
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Figure 1-324 Searching for files

*

e Select files and click Delete to delete the files in the recycle bin. You can
restore deleted files in the recycle bin.

e Select files and click Delete File Permanently to permanently delete the files
from the device. The deleted files cannot be restored.

e Click Refresh to update the file list.

Step 4 Manage all files in the recycle bin on the Recycle Bin tab page.

e Select files and click Restore to restore the files to the storage medium where
they are stored.

e Select files and click Delete File Permanently to permanently delete the files
from the device. The deleted files cannot be restored.

e Click Refresh to update the file list.
----End

1.9.3.3 Restart Device

Context
After you upgrade the system or modify an important configuration of the AR,
restart the AR to make the latest configuration take effect. Save the current
configuration and back up configuration files before restarting the AR.
Procedure

Step 1 Choose Maintenance > System Management > Restart Device, as shown in
Figure 1-325.
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Figure 1-325 Restart Device page

Mornitoring Configuration Advanced Maintenance Diagnosis

AR Web Platform

Configuration File Management ~ File Management  Restart Device

e advised to save the current configurations before you restart the device.

Device Information

Upgrade & Maintenance

User Management

Log

Step 2 Click save the current configurations. In the displayed dialog box, click OK.
Step 3 Specify the system software for next startup.
Step 4 Specify the configuration file for next startup.

Step 5 Click Restart. The Confirm page is displayed.
e To save the current configuration and restart the AR, click Save and Restart.
e To restart the AR without saving the current configuration, click Restart.
e To cancel the restart operation, click Cancel.

--—-End

1.9.4 User Management

1.9.4.1 Administrator Account Settings

Context

Administrator account settings include creating a local user account, and
modifying or deleting existing user accounts.

Procedure

L4 Create a management account.
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a. Choose Maintenance > User Management > Administrator Account
Settings to access the Administrator Account Settings page, as shown
in Figure 1-326.
Figure 1-326 Administrator Account Settings page
AR web Platform Monitaring Configuration Advanced T\Ia\ri;!e:wan:e Diagnosis B2 e & v
Device Information
Common administ o
Upgrade & Maintenance :‘—_‘,, Terminal | &
System Management Add
Total 2 record(s B
Log
b.

Create a user on the User Settings page. When the user level is Common
administrator, Enterprise administrator, or Super administrator, the user
setting page is as shown in Figure 1-327.

Figure 1-327 User Settings page

User Settings
* User name :
* Password :

* Confirm password :

Acce:

evel

Commen administrator 2]
< Access type : Al
Http Termina S5H
FTE Telnet x25-pad
Add

When the user level is Common user, the user setting page is shown in
Figure 1-328.
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Figure 1-328 User Settings page

User Settings

* User name : test
* Password ! P ——
* Confirm password ; R
Access level : Common user (7]
* Access type: Al
Bind Neb Sslvpn
FFF 802.1x
Fixed IP address : i ., 1 ., 1 ., 2
Add

Table 1-119 describes the parameters on the User Settings page.

Table 1-119 Description of parameters on the User Settings page

Parameter Description

Enter the created user name. The
value is a string of 1 to 64
characters.

User name

The user name cannot start with
@ or contain the following special
characters: /*?"< >|'%.

Password Enter a password.

NOTE
A simple password brings security
risks. It is recommended that you
change the password to improve
password complexity after logging in
to the web platform using the default
account. A password should consist of
at least eight characters, and contain
at least two types of the following:
lowercase letters, uppercase letters,
digits, special characters (for
example, !, $, #, and %). The
password cannot contain spaces and
single quotation marks ('). In
addition, the password must be
different from the user name or the
user name in reverse order.
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Parameter

Description

Confirm password

Enter the password again. The
format is the same as that of the
password you have set.

Access level

Select a user level.

There are four user levels that are
defined in ascending order of
priority: common user, common
administrator, enterprise
administrator, and super
administrator. Access rights of
each user level are as follows:

e Common user: is a user of a
specific service and has no
management functions.

e Common administrator: is able
to query basic information
about the device.

e Enterprise administrator: is able
to configure services.

e Super administrator: has all
rights.

Access type

Select a user access type.

When the user level is common
administrator, enterprise
administrator or super
administrator, the supported
access types are FTP, HTTP, SSH,
Telnet, Terminal, and x25-pad.
Select the required type.

When the user level is common
user, the supported access types
are Bind, Web, Sslvpn, PPP, and
802.1x. Select the required type.
NOTE

By default, no access type is specified

for a local account. Access types can
be selected as required.

Telnet, FTP, and HTTP may bring
security risks. You are advised to
select only the required access type.
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Parameter

Description

Fixed IP address

Enter the fixed IP address

C.

allocated to the created user.

NOTE
This parameter is available only when
the user level is common user and
access type is PPP.

This parameter is supported in
ARV200R008C50 and later versions.

Click Add.

e Modify a management account.

Click Maintenance on the toolbar to access the Maintenance page.
Click User Management in the navigation bar to access the User

Select Administrator Account Settings on the User Management page
to access the Configured User List page. Then you can view information
about configured users, as shown in Figure 1-329.

Figure 1-329 Configured User List page

Delete Refresh User Name i}

User Name ~ Access Level ~ Access Type Operation

http Modif,

hitp,terminal ftp,telnet Modify Password information

woody Super administrator hitp fip telnet Modify Password information

e  Click Refresh to obtain the latest information about configured users.

° Select search items (including user name, access level, and access type) or
enter search items to filter information of configured users. Click Searching.
Filtered user information will be displayed.

a.
b.
Management page.
C.
L] NOTE
d.

Click Modify to modify the selected user information. The modification
page is shown in Figure 1-330.

Figure 1-330 Modifying the user configuration

Modify User Settings

Issue 11 (2024-08-30)

Copyright © Huawei Technologies Co., Ltd. 404



Huawei AR Series Access Routers
Web-based Configuration Guide 1 EasyOperation Edition

f.

Click Password information to view password information of the
selected user including whether the original password is used, the latest
time for modifying the password, and whether the password expires, as
shown in Figure 1-331.

Figure 1-331 Password information

Password Information: abc

Oniginal password or not : Mo
Recent password change time 2016-07-04 16:26:18

Whether the password has been expired: Mo

| Cloca |

Click OK.

° Delete a Mmanagement account.

a.
b.

e.

--—-End

Click Maintenance on the toolbar to access the Maintenance page.

Click User Management in the navigation bar to access the User
Management page.

Select Administrator Account Settings on the User Management page
to access the Configured User List page. Then you can view information
about configured users.

Select the user account to be deleted and click Delete. You can delete
user accounts in batches. Click Delete. The system asks you whether to
delete the account.

Click OK.

1.9.4.2 Password Policy

Context

An administrator can manage the password change period by modifying the
password policy.

Procedure

Step 1 Choose Maintenance > User Management > Password Policy to access the
Password Policy page, as shown in Figure 1-332.
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Figure 1-332 Password Policy page

AR Web Platform

d policy is disabled, there are potential security risks.
Admi rd Policy Settings
Device Information

Upgrade & Maintenance

Common User Password Policy Settings
Password Policy :
Password historical record : 5 e

System Management Apply

Log

Step 2 Configure the password policy of administrators in Administrator Password
Policy Settings. The procedure is as follows:

1. Click ON to enable the password policy function. It is disabled by default.
(110 NOTE

Disabling the password policy function may bring security risks.

2. Change the value of Password historical record. The value ranges from 0 to
12. The default value is 5, indicating that a new password must be different
from the five latest passwords.

3. Change the value of Password validity period (day). The value ranges from
0 to 999. The default value is 90, indicating that the password must be
changed every 90 days.

4. Change the value of Number of days in advance users are notified of
password expiration (days). The value ranges from 0 to 999. The default
value is 30, indicating that the user is notified to change the password after
logging in to the system in 30 days before the password expires.

Step 3 Configure the password policy of common users in Common User Password
Policy Settings. The procedure is as follows:
1. Click ON to enable the password policy function. It is disabled by default.

2. Change the value of Password historical record. The value ranges from 0 to
12. The default value is 5, indicating that a new password must be different
from the five latest passwords.

Step 4 Click Apply to make the modification take effect.
----End
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1.9.4.3 Online User

Context

The Online User page shows detailed information about online users including
the user name, user level, IP address, login time, and login mode. Users can be
forcibly disconnected depending on the network situation.

Procedure

Step 1 Choose Maintenance > User Management > Online User to access the Online
User page, as shown in Figure 1-333.

Figure 1-333 Online User page

AR Web Platform

Administrator Account Settings

Forcible Logout

User N
Device Information huawel
huawei

huawei

Upgrade & Maintenance huawei
huawei

System Management

Log

(11 NOTE

Monitoring

Refresh

Super administrator

Super administrator

Configuration

Password Policy

IP Address -

10.165.68.196

10.124.130.205

10.134.136.177

10.134.180.136

10.165.68.196

Advanced

Online User

. ) B 2 huawe = T
Maintenance Diagnosis
Login Time ~ Login Mode ~ Authentication Stat... = | Opes
2018-02-00 1017:50  TELNET pass
2018-02-00 14:05:52  TELNET pass
2018-02-00 08:51:00  WEB pass
2018-02-0915:40:24  WEB pass
2018-02-0915:05:21  WEB pass

Click Refresh to obtain latest information about online users. Table 1-120 describes the
parameters on the Online User page.

Table 1-120 Description of parameters on the Online User page

Parameter

Description

User Name

Name of the online user.

Access Level

Level of the online user.

IP Address

IP address of the online user.
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Parameter Description
Login Time User login time.
Login Mode User login mode.
Operation Operations which can be conducted on
online users.

Step 2 Forcibly disconnect users. You can forcibly disconnect users by using either of the

1.9.5 Log

following two methods:

e Access the Online User page and click Forcible Logout next to the user
record.

e Access the Online User page, select users to be forcibly disconnected, and
click Forcible Logout next to Refresh to forcibly disconnect users.

Click Forcible Logout. The system asks you whether to forcibly disconnect users.
Then click OK.

--—-End

1.9.5.1 Log Information

Context

Procedure

Log information is displayed in the log list. You can view specific log information
and perform simple processing for logs.

e Query logs.

a. Choose Maintenance > Log > Log Information to access the Log
Information page, as shown in Figure 1-334.

Issue 11 (2024-08-30) Copyright © Huawei Technologies Co., Ltd. 408



Huawei AR Series Access Routers
Web-based Configuration Guide

1 EasyOperation Edition

Figure 1-334 Log information

AR Web Platform

Monitori

Log Information

Loglevel : [ Critical
Module Al
Device Information T T
Severity « Module =
Minor NETCONF
. Minor NETCONF
Upgrade & Maintenance
Minor NETCONF
Minor NETCONF
Minor NETCONF
System Management
Miner NETCONF
Minor NETCONF
Minor NETCONF
User Management
Minor NETCONF
Minor IFNET
10 Total 59 record(s)

ng

Log Settings

Major

il

Configuration Advanced Maintenance

Log File
Minor [+ Info

Search
Abstract « Log Content «
LOGOUT User huawei logout from 10.135.168.132
LOGIN User huawei login from 10.135.168.132
LOGOUT User huawei logout from 10.135.168.132
LOGIN User huawei login from 10.134.180.136
LOGOUT User huawei logout from 10.134.180.136
LOGOUT User huawei logout from 10.165.68.105
LOGIN User huawei login from 10.134.180.136
LOGOUT User huawei logout from 10.134.180.136
LOGIN User huawei login from 10.134.180.136
LINK_STATE The line protocol IP on the interface Vlanifl

Diagnosis

Time «

2018-02-09 15:50:33+00:00
2018-02-09 15:45:46+00:00
2018-02-09 15:45:35+00:00
2018-02-09 15:40:24+00:00
2018-02-09 15:40:14+00:00
2018-02-09 15:23:37+00:00
2018-02-09 15:28:15+00:00
2018-02-09 15:28:02+00:00
2018-02-09 15:10:07+00:00

has entered the DOWN s... 2018-02-09 15:11:18+00:00

Click Refresh to display real-time log information of the device.

You can click Log level in the search area to view the log level and select

a module of the corresponding log from the Module drop-down list box.

The registered modules vary depending on the device type. The names of
modules that receive logs are displayed in the Module drop-down box, as
shown in Figure 1-335.

Figure 1-335 Log Information page

Log Information Log Se
Log level : [/ Critical Major
Module : Al

Clear || Refresh
Severity « Severity «
Minor NETCONF
Minor NETCONF
Minor NETCONF
Minor NETCONF
Minor NETCONF
Minor NETCONF
Minor NETCONF
Minor NETCONF
Minor NETCONF
Minor NETCONF
10 Total 146 record(s)

ttings Log File

Minor Info

Search

Abstract «

EDITCONFIG_ERR
LOGOUT

LOGIN
EDITCONFIG_ERR
EDITCONFIG_ERR
EDITCONFIG_ERR
EDITCONFIG_ERR
EDITCONFIG_ERR
EDITCONFIG_ERR

EDITCONFIG_ERR

Log Content ~

User admin execute command display fan from 10.134.49.185
User admin logout from 10.138.153.77

User admin login from 10.138.153.77

User admin execute command display fan

User admin execute command display fan

User admin execute command display fan

User admin execute command display fan

User admin execute command display fan

User admin execute command display fan

User admin execute command display fan

from 10.134.49.185

from 10.134.49.185

from 10.134.49.185

from 10.134.49.185

from 10.134.49.185

from 10.134.49.185

from 10.134.49.185

Time =

2016-07-05 15:42:47-04:00

2016-07-05 14:25:32-04:00

2016-07-05 14:21:48-04:00

2016-07-05 12:57:59-04:00

2016-07-05 12:56:10-04:00

2016-07-05 12:54:02-04:00

2016-07-05 13:51:56-04:00

2016-07-05 13:50:46-04:00

2016-07-05 13:49:35-04:00

2016-07-05 13:47:28-04:00

> Goto 1

To view logs of a specified module, select the corresponding module
name from the Module drop-down list box.
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c. Click Search.

If the operation is successful, log information is filtered based on the
severity and module. Table 1-121 describes the parameters in the log list.

Table 1-121 Description of parameters in the log list

Parameter Description

Level Log level. There are four log
levels: Critical, Major, Minor, and
Info.

Module Module that generates the log.

Abstract Summary of log information.

Log Content Content of the log.

Time Time of the log.

e (lear logs.

a. Choose Maintenance > Log > Log Information to access the Log
Information page.

b. Click Clear.
¢. Click OK in the Confirm dialog box that is displayed.
If the operation is successful, all logs in the log list are deleted.

--—-End

1.9.5.2 Log Settings

Context
Logs can be saved in the following ways:
e The log buffer on the device is the fixed space reserved in the flash memory
and can be used to save a small quantity of log information.
e The log host can be configured as a storage device of log information.
Procedure

e Configure log parameters.

a. Choose Maintenance > Log > Log Settings to access the Log Settings
page, as shown in Figure 1-336.
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b.
C.
d.

Figure 1-336 Log Settings page

AR Web Platform Monitoring Configuration Advanced Maintenance Diagnosis

LogInformation | Log Settings | Log File
Parameter Settings
Information center
Device Information Leg buffer sze oz

Log Host Configuration

Log host IP

Upgrade & Maintenance Apply

System Management

User Management

Select ON in Information Center to enable the information center.
Set the value of Log buffer size.
Click Apply.

e Configure the log host.

a.

--—-End

1.9.5.3 Log File

Context

Choose Maintenance > Log > Log Settings to access the Log Settings
page.

Enter an IP address in the Log host IP dialog box on the Log Host
Configuration page.

Click Apply. In the Info dialog box that is displayed, click OK.

If the operation is successful, the Log Host Configuration page is

returned and a new configuration entry is added. You can click to
add a log host. A maximum of eight log hosts can be added by repeating
the preceding operation.

You can click * to delete the configured log host.

The system can save information of user logs and diagnosis logs in the log buffer
to log files.
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e User logs in the buffer are saved to the log.log file.
e Diagnosis logs in the buffer are saved to the log.dblg file.

When the size of a log file reaches its upper limit, the system automatically
compresses the log file into a .zip file.

Procedure
e View log file information.

a. Choose Maintenance > Log > Log File to access the Log File page, as
shown in Figure 1-337.

Figure 1-337 Log File page

AR Web Platform

i o ) B 2 b & T
Monitoring Configuration Advanced Maintenance Diagnosis
Log Information Log Settings Log File
Click Refresh to save logs in the log buffer ta the log file,
Download Delete Refresh File Name
enealnonnatien File Name ~ Type - Storage Media Size (Bytes) - Operation
log.log User log usb0:/logfile/ 1329409 load
log.dblg Diagnostic log usbO:/logfile/ 3479826 load
2017-03-28.05-14-44)og.zip usb0:/logfile/ 597707 losd
Upgrade & Maintenance
2017-04-21.15-58-01log.zip usb0i/logfile/ 566612 Download
2017-05-18.07- zip usb0:/logfile/ 584290 losd
2017-06-16.06-50-06log.zip usb0y/lagfile/ 577129 load
S el 2017-07-10.08- zip usb0:/logfile/ 585877 losd
2017-08-03.14-51-18log.zip usb0y/lagfile/ 577984 nload
2017-08-27.21-48-17log.zip usb0:/logfile/ 574862 nload
User Management 2017-09-24.04-50-56.log.zip usb0:/logfile/ 584564 load

10 Total 15 record(s) |

b. Click Refresh to save logs in the log buffer to log files.

If the operation is successful, the log files generated on the device are
displayed in the log list. Table 1-122 describes the parameters in the log
list.

Table 1-122 Description of parameters in the log list

Parameter Description
File Name Name of the log file.
Type Type of saved logs in the log file.

There are user logs and diagnosis
logs. When a log file is
compressed into a .zip file, this
parameter is empty.
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Parameter Description
Storage Media Storage path of the log file.
Size (Bytes) Size of the log file, in bytes.
Operation Click Download to download a
log file.

e Download a log file.
a. Choose Maintenance > Log > Log File to access the Log File page.
b. You can download a log file in the following ways:

"  (Click Download on the right of the log list to download a specified
log file.

"  Select log files to be downloaded in the log list. Click Download
above the list to download specified log files in batches.

e Delete a log file.
a. Choose Maintenance > Log > Log File to access the Log File page.
b. Select log files to be deleted in the log list and click Delete above the list.
¢. Click OK in the displayed dialog box to delete specified log files.

--—-End

1.10 Diagnosis

1.10.1 Intelligent Diagnosis

Context
Through intelligent diagnosis, the system can find possible causes and provide
suggestions, helping rapidly resolve network faults.

Procedure

Step 1 Choose Diagnosis > Intelligent Diagnosis to access the Diagnosis page, as
shown in Figure 1-338.
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Figure 1-338 Diagnosis page

AR Web Platform

Click Start Diagnosis to perform intelligent dia

Diagnosis Tool

Diagnosis Progress

One-click Information
Collection

Packet Capture

Auto-save : B 2 admin

nosis. The system finds possible causes of faults and provides suggestions.

Step 2 Click Start Diagnosis to start diagnosing the network.

Step 3 Click Stop Diagnosis to stop diagnosing the network.

Step 4 Click Export Diagnosis Info. The diagnosis result is saved in a txt file, and you can

view the details.

--—-End

1.10.2 Diagnosis Tool
1.10.2.1 Ping

Context

The ping tool checks whether a destination IP address or host is reachable to
determine network connectivity.

After the ping operation is performed, the test result is displayed in Result.

Procedure

Step 1 Choose Diagnosis > Diagnosis Tool > Ping to access the Ping page, as shown in

Figure 1-339.
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Figure 1-339 Ping page

AR Web Platform B & amn ? % T

Monitoring Configuration Advanced Maintenance Diagnosis

Intelligent Diagnosis

One-click Information
Collection

Packet Capture

Step 2 In IP address/host name, enter the destination IP address or host name.

Step 3 Click Start.

Step 4 After the operation is completed, the diagnosis result is displayed in Result.
----End

1.10.2.2 Trace

Context
The tracert tool tracks the forwarding path from a source device to a destination
device. When a network fault occurs, you can use the tracert tool to locate the
fault.
You can specify a destination IP address or host name.
After the tracert operation is completed, the result is displayed in Result.
Procedure

Step 1 Choose Diagnosis > Diagnosis Tool > Trace to access the Trace page, as shown in
Figure 1-340.
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Figure 1-340 Trace page

AR Web Platform

Monitoring

Intelligent Diagnosis

One-click Information
Collection

Packet Capture

Step 2 In IP address/host name, enter the destination IP address or host name.

Step 3 Click Start.
----End

1.10.3 One-Click Information Collection

Context

With the one-click information collection function, much diagnostic information,
including the startup configuration, current configuration, interface information,

time, and system version is exported into web_diaginfo.tar.

Procedure

Step 1 Choose Diagnosis > One-click Information Collection to access the One-click

Information Collection page, as shown in Figure 1-341.
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Figure 1-341 One-click Information Collection page

AR Web Platform Auto-save B 2hewilll 2 & @ T E
n Diagnosis

Intelligent Diagnosis

Diagnosis Tool

Packet Capture

Step 2 Click One-click Collection, and select OK in the displayed Confirm dialog box.

Step 3 Click to export web_diaginfo.tar.

web_diaginfo.tar can be exported only when the collection is successfully
completed.

--—-End

1.10.4 Packet Capture

Context
The packet capture function captures the packets matching certain rules and saves
a large amount of obtained diagnostic information to the web_packet.cap file.
(11 NOTE
This function is supported in V200R010C10 and later versions.
Procedure

Step 1 Choose Diagnosis > Packet Capture. The Packet Capture page is displayed, as
shown in Figure 1-342.
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Figure 1-342 Packet Capture

AR Web Platform

Monitoring Configuration Advanced Maintenance Diagnosis

ACL name :

Intelligent Diagnosis

Start Capture

Capture packets Result

Current capture file : web_packet.cap
Diagnosis Tool
Capture time 2019-10-13 15:40:52

One-click Information
Collection

orts service packets matching specified rules to the web_packet.cap file, and it may take a lor

Capture packets timeout(s)

Capture packets length(@yte) :

Step 2 Select an interface on which packets are to be obtained from the Interface name

drop-down list box.

(11 NOTE

Other parameters are optional. For details, see Table 1-123.

Table 1-123 Packet capture parameters

Parameter Description

Value

ACL name Name of an ACL. Packets
matching the specified
ACL will be captured.

timeout period expires,
packet capture is
automatically disabled.

Capture packets Rate at which packets The value is an integer in

rate(pps) are captured. the range from 1 to 256,
in pps. The default value
is 64.

Capture packets Timeout period of packet | The value is an integer in

timeout(s) capture. After the the range from 1 to 300,

in seconds. The default
value is 60.

Capture packets number | After a specified number
of packets are captured,
packet capture is
automatically disabled.

The value is an integer in
the range from 1 to
2000. The default value
is 100.
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Parameter Description Value
Capture packets Length of each packet The value is an integer in
length(Byte) displayed on a terminal | the range from 20 to 64,
or stored in the storage in bytes. The default
medium. value is 64.

Step 3 Click Start Capture. In the dialog box that is displayed, click OK.

Step 4 Click to export the web_diaginfo.tar file.
(10 NOTE

The web_diaginfo.tar file can be exported only when the packet capture task is successfully
completed.

--—-End

1.11 Configuration Examples

This section provides typical configuration examples of web platform, including
networking requirements, configuration roadmap, and configuration procedure.

1.11.1 Connecting to a WAN Through PPPoE Dial-up

Networking Requirements

Users need to connect to a WAN through PPPoE dial-up. In Figure 1-343, the
router used as a PPPoE client obtains an IP address after being authenticated by
the PPPoOE server, and then it can connect to the Internet. The internal network
gateway IP address, namely, the IP address of VLANIF 1, is 10.137.32.1/24.

Figure 1-343 Connecting to a WAN through PPPoE dial-up

10.137.32.0/24

VLANIF1
10.137.32.1/24 GEO0/0/4

® ®

Router
PPPOE Client ~ PPPOE Server
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Procedure

Step 1 Click Configuration on the toolbar to access the Configuration page. In the

Step 2

navigation tree on the left, click WAN Configuration to access the WAN
Configuration page, as shown in Figure 1-344.

Figure 1-344 WAN Configuration page

Seleet an interface and configure the interface in the area of parameter settings.

GEO GEL GE4 FEO Cellulard  Cellularl
Configuration Wizard
il Connected Disconnected

+ Interface GigabitEthemet0/0/4
+ Connection mode Fixed address ]

+ 1P address 1,010,011

+ Subnet mask 255 . 255 . 255 0

* Default gateway 1,01, 1, 25

Primary DNS server 1.2 .2 2

LAN Configuration

Secondary DNS server

MTUEYte) 1500
TCP-MSS(Byte) 1200 L]
Network Behavior Enable NAT
Management
Load Balancing ucMP | ECMP 7]
Load Balancing Algorithm : -none -
Apply || Clear

Attack Defense
Ethemet Interface List

Refresh Interface Name 0
Interface Name « Interface Description - Physical Status - Protocol Status ~ Connection Mode = | IP Address/mask + Operation
WLAN Management GigabitEthemet0/0/0  HUAWEL AR Series, GigabitEther.. @ Available Available Fixed address 189.44.126.139/255.25500  Dis nvert
GigabitEthemet0/0/1  HUAWEL AR Series, GigabitEther. ~ Unawailable Unavailable Fixed address 1721631/255255255252  Dis

Select an access interface, set Connection mode to Broadband dialup, and set
other parameters, as shown in Figure 1-345.

Figure 1-345 WAN configuration for PPPoE dial-up

Web Platform & B 2 twawi ? & T B
Monitoring Configuration Maintenance Diagnosis

Select an interface and configure the interface in the area of parameter settings

GE4 GES FEO
Configuration Wizard

il Connecte d i +

* Interface GigabitEthemet0/0/4
* Connection mode : Broadband dialup ()
Status Enable ) Disable
* User name admin
“Password: e

MTUByte): 1500

LAN Configuration
TCP-MSS(Byte) 1200 2]
Enable NAT
Apply

Network Behavior
Management

WLAN Management
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Step 3 Click Apply to complete the configuration.

Step 4 In the navigation tree on the left, click LAN Configuration to access the LAN
Configuration page, as shown in Figure 1-346.

Figure 1-346 LAN Configuration page

Web Platform ol B 2 twwi ? & T B
Monitoring Configuration Maintenance Diagnosis

Configuration Wizard

WAN Configuration

Network Behavior
Management

WLAN Management

Step 5 Click LAN(Local Area Network) to access the LAN page. Configure the default
gateway IP address and subnet mask of the host, as shown in Figure 1-347.

Figure 1-347 LAN page

Web Platform ‘5} a =

Monitoring Configuration Maintenance Diagnosis

Users with fixed MAC addresses obtain fived IP addresses through DHCP.

Network Topology

Configuration Wizard

Internet

WAN Configuration

Network Behavior Apply Clear
Management

WLAN Management
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(11 NOTE
The configured default gateway IP address is the IP address of VLANIF 1.
Step 6 Click Apply to complete the configuration.
Step 7 Check the configuration.

After the configuration is completed, internal users can access the Internet
through the router.

--—-End

Configuration Notes

If you configure WAN access in PPPoE dial-up mode through the web, the router's
interface connecting to internal users must be VLANIF 1.

1.11.2 Connecting to a WAN Using a Fixed IP Address

Networking Requirements

Users need to connect to a WAN using fixed IP addresses. In Figure 1-348, an
enterprise obtains the fixed IP address of 1.1.1.1/24 from a carrier, and connect to
the Internet through the router. The external network gateway IP address is
1.1.1.254/24. DNS server IP address is 1.2.2.2/24, and Internal network gateway IP
address (IP address of VLANIF 1) is 10.137.32.1/24.

Figure 1-348 Connecting to a WAN using a fixed IP address

10.137.32.0/24

VLANIF1 GE0/0/4

10.137.32.1/24 .:1.1_1.1/24

Router 1.1.1.254/24

Procedure

Step 1 Click Configuration on the toolbar to access the Configuration page. In the
navigation tree on the left, click WAN Configuration to access the WAN
Configuration page, as shown in Figure 1-349.
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Figure 1-349 WAN Configuration page

Select an interface and configure the interface in the area of parameter seftings.

GEO GEL GE4. FEO Cellular0  Cellularl
Configuration Wizard
il Connected Disconnected
* Interface GigabitEthemet0/0/4
 Connection mode Fixed address ()
+ IP address © 1.1 1 1
* Subnet mask 255 , 255 , 255 0
* Default gateway 1.1 .1, 24
Primary DNS server - 1, 2 2 2
LAN Configuration
Secondary DN server
MTU(Byte) = 1500
Tep-mss(Byte) - 1200 @
Network Behavior Enable NAT
Management
Load Balancing ucmp ECMP (7]
Load Balancing Algorithm - none -

Apply Clear
Attack Defense

Ethemet Interface List

Refresh Interface Name 0
Interface Name ~ Interface Description « Physical Status - Protocol Status = Connection Mode ~ | IP Address/mask ~ Operation
WLAN Mana gemem GigabitEthernet0/0/0 HUAWEL AR Series, GigabitEther. Available Available Fixed address 189.44.128.139/255.255.0.0 Disable Details Convert
GigabitEthernet0/0/1 HUAWEL AR Series, GigabitEther. Unavailable Unavailable Fixed address 172.16.3.1/255.255.255.252 Disable Details Convert

Step 2 Select an access interface, set Connection mode to Fixed address, and set other
parameters, as shown in Figure 1-350.

Figure 1-350 WAN configuration for fixed IP addresses

Select an interface and configure the interface in the area of parameter setings.

GEO GEL GE4. FEO Cellular0  Cellularl
Configuration Wizard

il Connected Disconnected
+ Interface GigabitEthemet0/0/4
* Connection mode Fixed address (7]

* IP address

+ Subnet mask 255 , 255 , 255 , O
* Default gateway 1.1, 1, 2%
Primary DNS server : 1, 2 2 2
LAN Configuration
Secondary DNS server
MTU(Byte) 1500
TCP-MSS(Byte) - 1200 o
Network Behavior Enable NAT
Management
Load Balancing : ucmp ECMP 7]
Load Balancing Algorithm - none -
Apply Clear
Attack Defense
Ethemet Interface List
Refresh Interface Name 0
Interface Name = Interface Description Physical Status « Protocal Status = Connection Mode + | IP Address/mask + Operation
WLAN Management GigabitEthernet0/0/0 HUAWEI, AR Series, Gigabitether. @ Available Available Fixed address 189.44128139/255.25500  Disable Details Convert
GigabitEthernet0/0/1 HUAWEL AR Series, GigabitEther. Unavailable Unavailable Fixed address 17216.3.1/255.255.255.252 Disable Details Convert

Step 3 Click Apply to complete the configuration.

Step 4 In the navigation tree on the left, click LAN Configuration to access the LAN
Configuration page, as shown in Figure 1-351.
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Figure 1-351 LAN Configuration page

Web Platform o] B 2 i ? % T DB

Monitoring Configuration Maintenance Diagnosis

Configuration Wizard

WAN Configuration

Network Behavior
Management

WLAN Management

Step 5 Click LAN(Local Area Network) to access the LAN page. Configure the default
gateway IP address and subnet mask of the host, as shown in Figure 1-352.

Figure 1-352 LAN page

Web Platform & B 2 hawei 2 % T B
Monitoring Configuration Maintenance Diagnosis

Users with fixed MAC addresses obtain fixed IP addresses through DHCP.

Network Topology

Configuration Wizard

Internet

WAN Configuration

Network Behavior Apply Clear
Management

WLAN Management

(11 NOTE

The configured default gateway IP address is the IP address of VLANIF 1.
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Step 6 Click Apply to complete the configuration.
Step 7 Check the configuration.

After the configuration is completed, internal users can access the Internet
through the router.

--—-End

Configuration Notes

If you configure WAN access using a fixed IP address through the web, the router's
interface connecting to internal users must be VLANIF 1.

1.11.3 Connecting to a WAN Using a Dynamic IP Address

Networking Requirements

Users need to connect to a WAN using dynamic IP addresses. In Figure 1-353, an
enterprise automatically obtains an IP address from a carrier and connects to the
Internet through the router. The internal network gateway IP address, namely, the
IP address of VLANIF 1, is 10.137.32.1/24.

Figure 1-353 Connecting to a WAN using a dynamic IP address

10.137.32.0/24

VLANIF1
10.137.32.1/24 GEO0/0/3

®

Router

Procedure

Step 1 Click Configuration on the toolbar to access the Configuration page. In the
navigation tree on the left, click WAN Configuration to access the WAN
Configuration page, as shown in Figure 1-354.
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Figure 1-354 WAN Configuration page

Select an interface and configure the interface in the area of parameter setings.

GE0 GEL = FEO  Cellulard Cellulart

Configuration Wizard

il Connected Discannected

+ Interface GigabitEthemet0/0/4

* Connection mode Fixed address (7]

+ IP address 1.1 .1 1

* Subnet mask 255 , 255 , 255 , O

* Default gateway 1.1, 1, 2%
Primary DNS server : 1.2 .2 2

LAN Configuration
Secondary DNS server
MTU(Byte) 1500
TCP-MSS(Byte) - 1200 o
Network Behavior Enable NAT
Management
Load Balancing : ucmp ECMP 2]
Load Balancing Algerithm - none -
Apply Clear
Attack Defense
Ethemet Interface List
Refresh Interface Name o]
Interface Name = Interface Description Physical Status « Protocol Status = Connection Mode + | IP Address/mask Operation
WLAN Management GigabitEthernet0/0/0 HUAWEI, AR Series, Gigabitether. @ Available Available Fixed address 189.44128139/255.25500  Disable Details Convert
GigabitEthernet0/0/1 HUAWEL AR Series, GigabitEther. Unavailable Unavailable Fixed address 17216.3.1/255.255.255.252 Disable Details Convert

Step 2 Select an access interface, set Connection mode to Dynamic address, and set
other parameters, as shown in Figure 1-355.

Figure 1-355 WAN configuration for dynamic address allocation

Web Platform & B 2 i 2 % T B

Monitoring Configuration Maintenance Diagnosis

Select an interface and configure the interface in the area of parameter settings

Configuration Wizard

Ml Connecte 4 oi (
Ethermet0/0/0
MTU(Byte) 1500
TCP-MsS(Byte) 1200 (]
Enable NAT
Apply

LAN Configuration

Network Behavior
Management

WLAN Management

Step 3 Click Apply to complete the configuration.

Step 4 In the navigation tree on the left, click LAN Configuration to access the LAN
Configuration page, as shown in Figure 1-356.
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Figure 1-356 LAN Configuration page

Web Platform o]

Monitoring Configuration Maintenance Diagnosis

Configuration Wizard

WAN Configuration

Network Behavior
Management

WLAN Management

Step 5 Click LAN(Local Area Network) to access the LAN page. Configure the default
gateway IP address and subnet mask of the host, as shown in Figure 1-357.

Figure 1-357 LAN page

Web Platform

Menitoring Configuration Maintenance Diagnosis

Users with fixed MAC addresses obtain fixed IP addresses through DHCP.

Network Topology

Configuration Wizard

Internet

WAN Configuration

Network Behavior Apply Clear
Management

WLAN Management

(11 NOTE

The configured default gateway IP address is the IP address of VLANIF 1.
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Step 6 Click Apply to complete the configuration.
Step 7 Verify the configuration.

# After the configuration is completed, internal users can access the Internet
through the router.

--—-End

Configuration Notes

If you configure WAN access using a dynamic IP address through the web, the
router's interface connecting to internal users must be VLANIF 1.

1.11.4 Connecting to a WAN Through 3G/4G

Networking Requirements

Users need to connect to a WAN through 3G/4G. In Figure 1-358, an enterprise
branch uses the router as an egress gateway and the 3G cellular interface to
connect to the Internet through the WCDMA network.

The branch internal network is on the network segment 10.137.32.0/24. The host
joins VLAN 1. The branch requires that the enterprise users access external
networks.

The enterprise obtains the following information from a carrier:

e The user name is 3guser and the password is Password@123.

e The APN is 3GNET.
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Figure 1-358 Connecting to a WAN through 3G/4G

Internet

(<A>') WCDMA
b B network

Enterprise
branch

Procedure

Step 1 Click Configuration on the toolbar to access the Configuration page. In the
navigation tree on the left, click WAN Configuration to access the WAN
Configuration page, as shown in Figure 1-359.
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Figure 1-359 WAN Configuration page

Configuration Wizard

LAN Configuration

Network Behavior
Management

Attack Defense

WLAN Management

Select an interface and configure the interface in the area of parameter setings.

GE0 GEL = FE0

+ Interface

* Connection mode
* IP address

* Subnet mask

+ Default gateway

Primary DNS server -
Secondary DNS server
MTUByte)
TCP-MSS(Byte) -
Enable NAT

Load Balancing :

Lozd Balancing Algorithm

Ethemet Interface List
Refresh
Interface Name =

GigabitEthernet0/0/0

GigabitEthernet0/0/1

Cellular0  Callularl

il Connected Disconnected
GigabitEthemet0/0/4

Fixed address (7]

1.1, 24
1.2.2 .2

1500

1200 L]
ucMmP ECMP L]

Apply || Clear

Interface Description * Physical Status « Protocol Status «

HUAWEL AR Series, GigabitEther. @ Available Available

HUAWEL AR Series, GigabitEther..  Unavailable Unavailable

Connection Mode ~

Fixed address

Fixed address

Interface Name o
1P Address/mask + Operation
189.44128139/255.25500  Disable Details Convert

1721631/255255.255.252  Disable Details Convert

Step 2 Select Cellular0/0/0, set Connection mode to 3G/4G(LTE), and set other
parameters, as shown in Figure 1-360.

Figure 1-360 WAN configuration for 3G/4G (LTE)

Web Platform ) o] B 2 i ? % T B
Menitoring Configuration Maintenance Diagnosis
Select an interface and configure the interface in the area of parameter settings
GE4  Cellulard Cellularl
Configuration Wizard
il Connecte d i +
Cellular0/0/0
36/4G(LTE
Status: Enable ) Disable
39 -]
3GNET
LAN Configuration
MTUByte): 1500
TCP-MSS(Byte) 1200 2]
Enable NAT
Network Behavior e
Management 2Ry,

WLAN Management

Step 3 Click Apply to complete the configuration.

Step 4 In the navigation tree on the left, click LAN Configuration to access the LAN
Configuration page, as shown in Figure 1-361.
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Figure 1-361 LAN Configuration page

Web Platform o]

Monitoring Configuration Maintenance Diagnosis

Configuration Wizard

WAN Configuration

Network Behavior
Management

WLAN Management

Step 5 Click LAN(Local Area Network) to access the LAN page. Configure the default
gateway IP address and subnet mask of the host, as shown in Figure 1-362.

Figure 1-362 LAN page

Web Platform

Menitoring Configuration Maintenance Diagnosis

Users with fixed MAC addresses obtain fixed IP addresses through DHCP.

Network Topology

Configuration Wizard

Internet

WAN Configuration

Network Behavior Apply Clear
Management

WLAN Management

(11 NOTE

The configured default gateway IP address is the IP address of VLANIF 1.
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Step 6 Click Apply to complete the configuration.

Step 7 Check the configuration.

After the configuration is completed, internal users can access the Internet
through the router.

--—-End

Configuration Notes

If you configure 3G/4G WAN access through the web, the router's interface
connecting to internal users must be VLANIF 1.

1.11.5 Connecting to the AR in Wired Mode to Obtain an IP

Address

Networking Requirements

PC1 is connected to the router through the switch in wired mode. The LAN IP
address of VLANIF 1 is configured on the router, and PC1 automatically obtains an
IP address and connects to the Internet through the router, as shown in Figure

1-363.

Figure 1-363 Connecting to the AR in wired mode to obtain an IP address

LI K

PC1 PC2  PC3
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Configuration Roadmap

Procedure

1. Set Connection mode of Ethernet0/0/1 on PC1 connecting to the switch to

Dynamic address.

2. Configure a LAN IP address and subnet mask for VLANIF 1 of the router.

Step 1 Choose Configuration > WAN Configuration to access the WAN Configuration
page. Configure Ethernet0/0/1 to automatically obtain an IP address, as shown in

Figure 1-364.

Figure 1-364 WAN Configuration page

Select an interface and configure the interface in the area of parameter settings.

GEO GEL GE4
Configuration Wizard

* Interface
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* IP address.
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Ethernet Interface List

Refresh
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Apply || Cl
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Physical Status -

Protocol Status
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Step 2 Select Ethernet0/0/1, set Connection mode to Dynamic address, and click Apply.
In the displayed dialog box, click OK.

Step 3 Choose Configuration > LAN Configuration > LAN(Local Area Network) to
access the LAN page and configure LAN settings for the router, as shown in

Figure 1-365.
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Figure 1-365 LAN page

AR Web Platform & B2 awmn ? & T

Monitoring Configuration Advanced Maintenance Diagnosis

o

Users with fixed MAC addresses obtain fixed IP addresses through DHCP.

* IP address = 192 188 . 1 . 1
Configuration Wizard
= Subnet mask : 255 . 255 . 255 . O

Apply || Clear

WAN Configuration

Network Behavior
Management

Attack Defense

WLAN Management

Step 4 Enter the IP address 10.10.10.1 and subnet mask 255.255.255.0.
Step 5 Click Apply. In the displayed warning dialog box, click OK.

Step 6 In the displayed dialog box, click OK.

Step 7 Check the configuration.

Set the IP address of the router to 10.10.10.1/24. In Device Status on the
monitoring page of PC1, check that the IP address of the interface on PC1
connecting to the router is 10.10.10.254/24.

--—-End

1.11.6 Obtaining a Fixed IP Address Using a DHCP Binding
Table

Networking Requirements

In Figure 1-366, users need to bind IP addresses from an interface address pool to
clients' MAC addresses. When the DHCP server receives a request from a client
with a bound MAC address, the DHCP server assigns a fixed IP address bound to
the MAC address to the client.
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Figure 1-366 Obtaining a fixed IP address using a DHCP binding table

LAN Switch Router

internet [ DHCP Server

GEO0/0/2 GEO0/0/1
192.168.1.1/24 DHCP Client
DHCP Server

Configuration Roadmap
1. Configure the DHCP binding table, and bind IP addresses in the specified
interface address pool to MAC addresses of clients.
2. Check whether the configuration is correct.

Procedure

Step 1 Configure the DHCP binding table.

1. Choose Configuration > LAN Configuration > DHCP Binding Table to access
the DHCP Binding Table page. Set parameters, as shown in Figure 1-367.

Figure 1-367 DHCP Binding Table page

Check Network Topology

Binding Address Settings
Creation mode : Manually add Batch import
* User IP address : 192 ., 168 . 1 .

* User MAC address :

Configured DHCP Binding Table

Delete Refresh Export User IP Address jel

User IP Address = User MAC Address = Operation

No data.

2. Click DHCP Binding Table.
Step 2 Verify the configuration.

In Configured DHCP Binding Table, check the records of User IP Address and
User MAC Address.

--—-End
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1.11.7 Configuring Online Behavior Management Based on
User Groups

Networking Requirements

In Figure 1-368, the user group New connects to the Internet through GE0O/0/0 on
RouterA. Online behavior management of the user group New is required. The
requirements are as follows:

e The download rate of packets between each user in the user group New and
the Internet does not exceed 512 kbit/s during working hours (8:00 to 17:30
from Monday to Friday).

e When congestion occurs, the minimum bandwidth obtained by the user group
New is 256 kbit/s.

Figure 1-368 Networking of online behavior management

user group
New

CR

192.168.6.1

[

192.168.6.2

m

192.168.6.3

GEO0/0/0

Configuration Roadmap

The configuration roadmap is as follows:

Create a user group named New.

2. Configure the bandwidth limit duration, rate limit, and limit mode for the user
group New.

3. Configure bandwidth guarantee for the user group New.
Procedure

Step 1 Configure the bandwidth limit duration, rate limit, and limit mode for the user
group New.
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1. Choose Configuration > Network Behavior Management > User

Bandwidth Management to access the User Bandwidth Limit page, as
shown in Figure 1-369.

Figure 1-369 User Bandwidth Limit page
o

User Rate Limit Settings

* Limit type : IP address User group

« Selectinterface: - Select - 2}

Download 256K

Add
Configured Rate Limit List

Delete Refresh

1P Address/User .. ~ | Interface

Status Upload Rate... + | Download R... + | Limit Mode + Validity Time Description

No data.

In Limit, select User group. Click Create to create a user group New. The

user group New has members of 192.168.6.1, 192.168.6.2, and 192.168.6.3.
Click OK, as shown in Figure 1-370.

Figure 1-370 Create User Group page

Create User Group

* User group name : New
User address : IP address IP address range
= IP address :
IP Address X
192.168.6.1
192.168.6.2
192.168.6.3

OK Cancel

3. In Select interface, select GigabitEther0/0/0. Select Download and set the

value to 512 kbit/s. In Limit mode, select Separate, as shown in Figure
1-371.
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Figure 1-371 User Rate Limit Settings page

Web Platform

Configuration Wizard

'WAN Configuration

LAN Configuration

WLAN Management

4. Set the rate limit validity period: 8:00 to 17:30 from Monday to Friday, click
Add, and click OK to complete the configuration, as shown in Figure 1-372.

&

Monitoring Configuration Maintenance

(4]
User Bandwidth Limit  User Bandwidth Guarantee

User Rate Limit Settings

* Limit type : 1P address User group
New Create

~ Select interface s GigabitEthemet0/0/0
* Rate limit Upload 256K

Download 512K

Limit mode Separate. Global @
Validity time :
Description

Add

Configured Rate Limit List
Delete Refresh

1P Address/User .. « | Interface Status +

Diagnosis

Dovnload R.. +

No data.

Limit Mode ~

Validity Time
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Figure 1-372 Validity time page

Time Range Settings

Periodic Time Tange

Validity time : Al Sun Mon Tue Wed
Thu Fri Sat

Start time : 00 00 - End time : 00: 00 -
Add

(=) Validity Period

Start time : 2016-07-04 15:49 End time : 2016-07-04 15:49
Add | @

Added Time Range

Validity Time Start Time End Time Operation
Every Mon,Tue, Wed, Thu,Fri 08:00 17:30 X
OK Cancel

5. Click Add to complete the rate limit configuration, as shown in Figure 1-373.

Figure 1-373 User Rate Limit enable page

Configured Rate Limit List
Delete Refresh 1P Address/Use L

1P Address/User .. | Interface Status+ | Upload Rate.. | Download R...+ | LimitMode « | Validity Time Description | Operation

MNew GigabitEthernet0/0/0 Enable 512 Separate Every Mon,Tue,Wed,Thu,Fri,08:... Meodify Disable

Step 2 Configure bandwidth guarantee for the user group New.

1. Choose Configuration > Network Behavior Management > User
Bandwidth Management and click User Bandwidth Guarantee to access
the User Bandwidth Guarantee page, as shown in Figure 1-374.
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Figure 1-374 User Bandwidth Guarantee page

AR Web Platform ) 3 & B 2 amn 2?2 &% T B
Monitoring Configuration Advanced Maintenance Diagnosis
[
User Bandwidth Limit User Bandwidth Guarantee

User Guarantee Settings

Configuration Wizard * Guarantee type : 1P address User group

WAN Configuration

LAN Configuration Configured Guarantee List

Delete Refresh

1P Address/User Gro... + | Interface Status + Minimum Bandwidth(K) + | Validity Time

No data.

Attack Defense

WLAN Management

2. Select the user group New and GigabitEthernet0/0/0, and set Minimum
bandwidth to 256 kbit/s, as shown in Figure 1-375.

Figure 1-375 User Bandwidth Guarantee Settings page

User Guarantee Settings

* Guarantee type : 1P address User group
New Create
= Select interface GigabitEthernet0/0/0

Minimum bandwidth: 256K
Validity time : - nane -

Description :

Add

3. Click Add to complete the rate limit configuration, as shown in Figure 1-376.

Figure 1-376 User Bandwidth Guarantee enable page

Configured Guarantee List

Delete Refresh 1P Address/Use o
1P Address/User Gro... + | Interface Status & Minimum Bandwidth(k) » | Validity Time Operation
New GigabitEthernet0/0/0 Enable 256 Modify Disable

Step 3 Check the configuration.
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In working hours (8:00 to 17:30 from Monday to Friday), the download rate of
each user in the user group New is lower than 512 kbit/s and higher than 256
kbit/s.

--—-End

1.11.8 Configuring Online Behavior Management Based on
Users

Networking Requirements

In Figure 1-377, the user with the IP address of 192.168.13.2 connects to the
Internet through GEO/0/0 on RouterA. Online behavior management of the user is
required. The requirements are as follows:

e Prevent the user from accessing www.abc.com.
Figure 1-377 Networking of online behavior management
GEO0/0/0

Internet

192.168.13.2 Router A

Configuration Roadmap

The configuration roadmap is as follows:

1. Prevent the user from accessing www.abc.com.

Procedure

Step 1 Prevent the user from accessing www.abc.com.

1. Choose Configuration > Network Behavior Management > Website Access
Control to access the Website Access Control page, as shown in Figure
1-378.
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Figure 1-378 Website Access Control page

AR Web Platform

Monitoring

Advanced Maintenance Diagnosis E) & ?&ET B
(]
Configuration Wizard Create
Al e
WAN Configuration
LAN Configuration i
Attack Defense
WLAN Management
A
2. Click Create to create a user group One. Add the user 192.168.13.2, and click
OK, as shown in Figure 1-379.
Figure 1-379 Create User Group page
Create User Group
* User group name : One
User address : IP address IP address range
* IP address : +]
IP Address X
192.168.13.2
OK Cancel
3. Configure parameters on the Website Category page.
a.

Click Website Category to access the Website Category page, as shown
in Figure 1-380.
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Figure 1-380 Website Category page

AR Web Platform @ B 2 w 2 & 7B
Monitoring Configuration Advanced Mainter Diagnosis
(4
Website Access Control  Website C
Website Category List Refrest
Configuration Wizard
WAN Configuration
LAN Configuration
Attack Defense
ol
Fashion
WLAN Management
Transportation Vehick
peu |

b. Select Customization and click Create Subcategory. Add a website
category cannot and click OK, as shown in Figure 1-381.
Figure 1-381 Adding a website category
Website Access Control Website Category
Website Category List Create Subcategory
Fer OK Cancel
Download
.
c. Click =

and Add URL. Enter www.abc.com in the text box, and click
OK, as shown in Figure 1-382.

Figure 1-382 Adding a website

cannot

Add URL Delete Refresh

URL ol
URL «

www.abc.com

4. Click Website Access Control to access the Website Access Control page
Click Configuration. Select Block of cannot to prevent the user from
accessing www.abc.com. Click OK, as shown in Figure 1-383.
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Figure 1-383 Configuring website management

Website category control

Website List Category
Category Allow
Customization Allow

cannot Allow
P2p Allow
Download Allow
Humanity Allow
Sports Allow
Social Focus Allow
Military Allow

OK Cancel

Block
Block
Block
Block
Block
Block
Block
Block
Block

Alert
Alert
Alert
Alert
Alert
Alert
Alert
Alert

Alert =

5. Click Add to prevent the user from accessing www.abc.com.

(10 NOTE

You can disable the access to a specific website on the Website Access Control page
or configure a blacklist. The blacklist has a higher priority than the website category

control.

Step 2 Check the configuration.

The user with the IP address of 192.168.13.2 cannot cannot access www.abc.com.

--—-End

1.12 FAQ About Web System Login

This section describes common problems you may encounter during the

configuration and provides the solutions to these problems.

1.12.1 What Is the Default Login Password?

The default username and password are available in AR Router Default
Usernames and Passwords (Enterprise Network or Carrier). If you have not
obtained the access permission of the document, see Help on the website to find

out how to obtain it.

(11 NOTE

For security purposes, you are advised to change the default password for the device.

1.12.2 What Should | Do If the Account Is Locked?
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By default, a locked account is automatically unlocked after 5 minutes. You can
wait until the account is automatically unlocked, and enter the correct user name
and password to log in to the device again.

You can also log in to the device using the CLI mode when the account is locked,
and run the local-user user-name state active command in the AAA view to
unlock the account.

1.12.3 What Should I Do If | Forget the Web System Login
Password?

If you forget or want to change the web system login password, log in to the
device through the console port, Telnet, or STelnet and set a new password after
login.

(11 NOTE

Telnet has security vulnerabilities. You are advised to log in to the device using STelnet V2.

# Set the password to Huawei@123 for the user admin123. The configuration is
as follows:

<Huawei> system-view

[Huawei] aaa

[Huawei-aaa] local-user admin123 password irreversible-cipher Huawei@123
[Huawei-aaa] local-user admin123 service-type http

[Huawei-aaa] local-user admin123 privilege level 15

[Huawei-aaa] return

<Huawei> save

1.12.4 How Do | Configure the Web User Level?

Run the local-user user-name privilege level /evel command in the AAA view to
set the web user level.

e If the user level is 1, the user is a common administrator and can only access
Device Information and change the password in User Management.

e If the user level is 2, the user is an enterprise administrator and has most
operating rights in the web system.

e If the user level is 3 to 15, the user is a super administrator and has all
operating rights in the web system.

You are advised to set level to 3 or higher.

1.12.5 How Do | Change the Port Number for Web System
Login?

Procedure

You can run the http secure-server port port-number command in the system
view to reconfigure the port number of the HTTPS server.
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More Information

e Changing the port number of the HTTPS service forces all online users to go
offline. Therefore, exercise caution when performing this operation.

e The default port number of the HTTPS server is 443. If you access and control
the device through the web platform, you do not need to specify the port
number. If the default port number is used, attackers may access this port
continuously, consuming bandwidth resources and degrading security
performance of the server. As a result, authorized users cannot access the
device. If the default port number is used by another service, users cannot log
in to the device through the web platform. This command allows you to set
another port number for the HTTPS service to avoid such attacks.

1.12.6 Switching from the EasyOperation Web System to the
Classic Web System

To switch to the Classic web system, click ¥ at the upper right corner of the
EasyOperation web page.

1.12.7 How Do | Change the Login IP Address of the Web
Platform?

If you forget the login IP address of the web platform or need to modify the
address, you can log in to the router through a console interface and configure
the login IP address of the web platform on the management interface of the
router. (See FAQs > Basic Configuration > Which Interface Is Configured with
the Default Management IP Address? in the AR Router Troubleshooting Guide.)

# The following example sets the login IP address of the web platform to
192.168.1.2/24 on the management interface GEO.

<Huawei> system-view

[Huawei] interface gigabitethernet 0/0/0
[Huawei-GigabitEthernet0/0/0] ip address 192.168.1.2 24
[Huawei-GigabitEthernet0/0/0] return

<Huawei> save

1.12.8 Precautions for Using the Web Platform

e The web platform supports multiple browsers. You can log in to the web
platform using Firefox 46 to 66, Google Chrome 46 to 60, Internet Explorer
10.0 or later, or Windows Edge. If an exception occurs when you use Internet
Explorer 10.0 to log in to the web platform, use a later version.

e If Internet Explorer is used and you want to access the CLI by clicking CLI in
the lower right corner or to transfer files, set the security level of the browser
to Low as follows (Internet Explorer 10.0 is used as an example):

Open Internet Explorer, and choose Tools > Internet Options > Security.

b. Click Internet and then Custom level, and select Enable for Initialize
and script ActiveX controls not marked as safe, Script ActiveX
controls marked safe for scripting*, Run ActiveX controls and plug-
ins, and Active scripting.
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c. Click the Local intranet and Trusted sites zones and set their security
levels to Low.

If you log in to the web platform using Firefox, choose Tools > Options >
Content and select Enable JavaScript, and choose Tools > Options > Privacy
and select Access cookies from sites and Access third-party cookies.
Otherwise, web pages cannot be displayed. (Firefox 46 is used as an
example.)

If you log in to the web platform using Google Chrome, choose Settings >
Show advanced settings > Privacy > Content settings, set JavaScript to
Allow all sites to run JavaScript (recommended), and set Cookie to Allow
local data to be set (recommended). Otherwise, web pages cannot be
displayed. (Google Chrome 46 is used as an example.)

If you log in to the web platform using Windows Edge, choose Settings >
View advanced settings > Cookie > Don't block cookie. Otherwise, web
pages cannot be displayed. (Windows Edge 25 is used as an example.)

If the device software version changes, for example, the software version is
upgraded or rolled back, clear the browser cache before using the web
platform. Otherwise, web pages may be incorrectly displayed.

- Internet Explorer: Choose Tools > Internet Options > General, click
Delete, select Temporary Internet files and Cookie, and click Delete to
clear the browser cache. (Internet Explorer 10.0 is used as an example.)

- Firefox: Choose Tools > Options > Privacy, click Clear your recent
history, select Cookie and Cache, and click Clear Now to clear the
browser cache. (Firefox 46 is used as an example.)

- Google Chrome: Choose Settings > Show advanced settings > Privacy >
Clear browsing data, select Delete cookies and other site and plug-in
data, and click Clear browsing data to clear the browser cache. (Google
Chrome 46 is used as an example.)

- Windows Edge: Choose Settings > Choose what to clear, select
Browsing history and Cookies and saved website data, and click Clear
to clear the browser cache. (Windows Edge 25 is used as an example.)

The web platform does not support back, forward, and refresh buttons on the
browser. If you click these buttons, the web platform may return to the login
page.

After the web platform runs for a long period of time, the browser will occupy
increasing memory with a certain probability. As a result, you cannot log in to
the web page or the web page is displayed abnormally. In this case, restart
the browser, open the web platform, and log in to the system again.

(1] NOTE

Windows Edge translates numbers into telephone numbers and automatically turns the
numbers into clickable links. If you click or select the number, the message "You'll need a
new app to open this tel" will be displayed. Ignore the message.

1.12.9 How Do | Restore Factory Settings? What Are the
Default IP Address and User Password After the Restoration?

You can restore factory settings for a router through the CLI or web platform.
After factory settings are restored, you can use the default management IP
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address 192.168.1.1/24 to log in to the web platform. The default username and
password are available in AR Router Default Usernames and Passwords
(Enterprise Network or Carrier). If you have not obtained the access permission
of the document, see Help on the website to find out how to obtain it. (For details
about the start versions and interfaces of default management IP addresses, see
FAQs > Basic Configuration > Which Interface Is Configured with the Default
Management IP Address? in the AR Router Troubleshooting Guide.)

Restore factory settings through the CLI.

a. Run the reset saved-configuration command to delete the content of
the configuration files for next startup and cancel the configuration files
for next startup so that the default router settings are restored.

b. Run the reboot fast command to restart the system.
Restore factory settings through the web platform.

a. Choose Maintenance > System Management > Configuration File
Management.

b. Click Restore Factory Settings.
c. In the displayed Confirm dialog box, click OK.
The system then restarts the router and clears the current configuration.

1.12.10 What Can | Do When | Fail to Log In to the Web

Platform?

The procedure is as follows:

© 0 N o U A

Check whether the PC is connected to the router with a cable.
Check whether the router is configured with a management IP address.

Check whether the PC is configured with an IP address that is reachable to
the router.

Check whether the web service is enabled.

Check whether a web user account is configured.

Check whether the access mode of the web user is correct.

Check whether the number of online web users has reached the upper limit.
Check whether access control of web users is configured on the router.

If you fail to log in to the web platform using HTTP, log in again using HTTPS.
For example, enter the address https://192.168.1.1. (The value is for
reference only. Configure the value based on the IP address of the actual
Ethernet interface.)

1.12.11 What Can | Do When the Web Access Speed Is Slow?

The procedure is as follows:

1.

Check whether the browser meets requirements for logging in to the web
platform.

Delete the history records and cache data on the local PC.
Check whether the login interface of the web platform is occupied.
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4. Update the version of the system software running on the router.

1.12.12 How Can | Enable the Web Service on a Router?

You can use the default web platform parameters to access the web page and log
in to the web platform, or configure web platform parameters through the CLI
and use the configured parameters to access the web page and log in to the web
platform.

e  Use the default web platform parameters to access the web page and log in
to the web platform.

a.

e.

Use a network cable to connect a PC to the management interface of a
router.

Assign an IP address in the range of 192.168.1.2-192.168.1.254 to the PC.

Start your browser, enter the URL https://192.168.1.1 in the address box,
and press Enter to display the login page.

Enter login information.

The default username and password are available in AR Router Default
Usernames and Passwords (Enterprise Network or Carrier). If you have

not obtained the access permission of the document, see Help on the
website to find out how to obtain it.

You can configure the router on the web page.

e Configure web platform parameters through the CLI and use the configured
parameters to access the web page and log in to the web platform.

If you fail to log in to the web platform, the current software version of the
router does not support login using the default web login settings. In this
case, use the configured web login settings.

a.

Use a console cable to connect a PC to the CON/AUX interface of a
router.

Start the terminal simulation software, create a connection, select a
connected interface, and set communication parameters on the PC as
follows:

®  Bits per second (B): 9600
®  Data bits (D): 8

®  Parity (P): None

= Stop bits (S): 1

®  Flow control (F): None

If your PC's operating system provides terminal simulation software (such
as HyperTerminal in Windows 2000/XP), you do not need to install
additional terminal simulation software. If the PC runs on an operating
system without terminal simulation software (such as Windows 7), install
third-party terminal simulation software on the PC by referring to the
user manual or online help.

A PC may have more than one serial port. Select the port to which the
console cable is connected. Generally, COM1 is used. If you modify the
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serial port communication parameters on the router, modify the
communication parameters on the PC to ensure that they use the same
communication parameter settings, and then set up the connection
again.

Press Enter. The following information is displayed on the CLI, asking you
to set a password.

Please configure the login password (6-128)

Enter Password:

Confirm Password:

Enter the login password for the console interface and log in to the CLI
on the router.

Use a network cable to connect the PC to the management interface of
the router.

Configure a management IP address for the router.

The following example sets the management IP address to 192.168.1.1
and mask length to 24 on GE0/0/0.

<Huawei> system-view

[Huawei] interface gigabitethernet 0/0/0
[Huawei-GigabitEthernet0/0/0] ip address 192.168.1.1 24
[Huawei-GigabitEthernet0/0/0] quit

Enable the web service.
[Huawei] http secure-server enable

Configure web users and user levels.

The following example sets the web user name to Admin, password to
Admin123, and user level to 15.

[Huawei] aaa

[Huawei-aaa] local-user admin password cipher Admin123
[Huawei-aaa] local-user admin privilege level 15
[Huawei-aaa] local-user admin service-type http
[Huawei-aaa] return

<Huawei> save

Assign an IP address in the range of 192.168.1.2-192.168.1.254 to the PC.

Start your browser, enter the URL https://192.168.1.1 in the address box,
and press Enter to display the login page.

You can use the user name and password configured in step h to log in
to the router.

1.12.13 Which Routers Support the Web Platform?

AR routers of V200R002C01 or later support the web platform, which can be used
to manage and maintain AR routers.

1.12.14 Which Functions Does the Web Platform Support?

This product offers different functions. You can select the desired function as
needed. Available functions are as follows.
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Table 1-124 Functions supported by the web platform

Function Sub- Function Description
function
Monitoring | — Obtain information including the device status,
network connection, interface and user traffic, and
application statistics.
Basic WAN Provide flexible WAN connection functions and
functions connection | various connection modes, allowing you to select
Internet access modes based on the network
environment.
LAN access | Configure the gateway and subnet mask to
automatically assign IP addresses to LAN users.
Online Provide bandwidth management, configuration of
behavior application software and website access control for
manageme | users or user groups.
nt
Maintenan | Device Query device information to obtain the current
ce information | running status of the router, ensuring that the
query router is running properly.
Upgrade Provide upgrade, patch installation, license
and expansion, local service settings, and system time
maintenanc | configuration.
e
System Provide configuration file management, factory
manageme | setting restoration, file system management, and
nt device restart.
User Allow administrators to create, modify, or delete
manageme | local users or force an online user to go offline.
nt
Log Allow users to view specific log information as
recording needed.
Diagnosis | Intelligent The system automatically locates possible fault
diagnosis causes and provides solutions, contributing to
effective network problem solving.
Diagnostic | The ping tool checks whether a destination IP
tool address or host is reachable to determine network
connectivity. The tracert tool tracks the forwarding
path from a source device to a destination device.
When a network fault occurs, you can use the
tracert tool to locate the fault.
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Function Sub- Function Description
function
One-click Provide the output of a great amount of diagnostic
information | information, such as current start configuration,
collection current device configuration, interface information,
time, and system version.

1.12.15 How Can | Configure Corresponding Web Platform
Management Authorities for Users of Different Levels?

The web platform provides different pages based on the user level.

Level O users or users with no level are not permitted to log in to the web
platform. The relationships between user levels and management authorities are
as follows:

e Level 0 users (common users or service users) do not have management
authorities.

e Level 1 users (common administrators) are permitted to check basic
information about devices.

e Level 2 users (enterprise administrators) are permitted to deploy services.
e Users of level 3 to level 15 (super administrators) have all authorities.

If a user requires more web platform functions, the user level needs to be
elevated. User levels can be configured only by a super administrator.

User levels can be configured through the CLI or web platform. The CLI only
allows an administrator to downgrade the user level of the administrator or
configure a user level lower than that of the administrator. The web platform only
allows an administrator to configure access levels of other users.

If user1 is a common administrator and needs to log in to the web platform to
deploy services, the level of user1 must be elevated to the super administrator
level as follows:

e Configure on the CLI.

[Huawei] aaa
[Huawei-aaa] local-user user1 privilege level 3 //Set the level of user1 to 3 to assign user1 super
administrator authorities.

e Configure on the web platform.
a. Choose Maintenance > User Management > Administrator Account

Settings to access the Administrator Account Settings page, as shown
in Figure 1-384.
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Figure 1-384 Administrator Account Settings page
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Monitoring Configuration Maintenance Diagnosis

Administrator Account Settings  Password Policy  Online User

User Settings

* User name
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FTP net X25-p
System Management Add
Configured User List
Delete || Refresh User Name o
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http,terminal.sshftp,telnet 25-pad Modify Password information

b. Under Configured User List, click Modify of user1, as shown in Figure
1-385.
Figure 1-385 Configured User List page
Configured User List
Delete Refresh User Name el

User Name = Access Level = Access Type ~ Operation
admin Super administrator http terminal ftp telnet Modify Passwo
aabbce Common administrator http,ssh,ftp,telnet x25-pad

http terminal ssh, ftp telnet

http terminal ssh, ftptelnet, x25-pad

¢. On the displayed Modify User Settings page, set Access level to Super
administrator and click OK, as shown in Figure 1-386.

Figure 1-386 Modify User Settings page
Madify User Settings

User name : admin

0Old password :

L]
* Access type Al
Hitp Terminal SSH
FTP Telnet X25-pad
oK Cancel
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